
Vol. 2  No. 2  Feb. 2004 65

1.   Importance of personal authentication and
emergence of biometric authentication
technologies

For secure and hassle-free access to information
services provided over the Internet, local area net-
works, and other networks, personal authentication
proving that you are a valid user is just as important
as encryption and PKI (public key infrastructure)
technology to safeguard the communication itself.
Passwords have been extensively used for authentica-
tion, but they are inherently vulnerable. This is
because people tend to use personal information

about themselves so that they can remember their
passwords. However, birthdays, telephone numbers,
and family names are readily available and in many
cases can even be guessed.

This vulnerability of passwords has fueled a grow-
ing interest in biometrics-based identification meth-
ods that cannot be lost or forgotten and make it virtu-
ally impossible for others to pose as legitimate users.
The main types use fingerprint, hand geometry, face,
iris, signature, and voice recognition. Table 1 com-
pares them in terms of authentication accuracy, cost,
and user acceptability (i.e., methods producing the
least feeling of unease or resistance on the part of
users). The fingerprint-based approach clearly repre-
sents the best balance between authentication accura-
cy and cost and is the most practical biometric for
implementing a personal authentication system [1]-
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Table 1.   Comparison of biometrics technologies.

Fingerprint

Hand geometry

Face

Iris

Signature

Voice print

Authentication error

approx 0.1

approx 0.15

approx 1

approx 0.1

approx 3

approx 1

FRR*1 (%) FAR*2 (%)

approx 0.1

approx 0.15

approx 1

approx 0.001

approx 3

approx 1

Cost

Low

Medium

Medium

High

Low

Medium

Ease 
of use

High

High

Medium

Medium

High

High

Acceptability

User resistance to registering

Easy

Easy

Takes time and effort to register

Easy

Easy

*1 FRR: false rejection rate
*2 FAR: false acceptance rate
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[3]. 
Table 2 lists some of the main areas in which fin-

gerprint-based authentication is being either used or
contemplated. A number of stationary fingerprint
authentication systems have been described [2], but
we expect fingerprint-based systems to be used in
many more application areas as authentication is
extended to mobile environments. However, before a
fingerprint authentication system can be implement-
ed for mobile environments that provide secure
access only to legitimate users anytime and any-
where, a number of drawbacks that are characteristic
of existing fingerprint authentication system must be
resolved. Many existing systems:

1. Can be used only on particular systems that have
special proprietary authentication software
and/or drivers installed.

2. Are fairly large and require cables, making them
unsuitable to carry around.

3. Worry users because fingerprint data is man-
aged on the system side.

In the remainder of this article we present an
overview of FingerToken, a mobile authentication
device that addresses the above issues and can replace

the use of passwords in home and small office envi-
ronments.

2.   What is FingerToken?

FingerToken is essentially a personal password
storage tool with all the capabilities required for fin-
gerprint authentication—scanning fingerprints, stor-
ing fingerprint reference data, and matching the veri-
fication data against the reference—built right into
the device. Figure 1 highlights the features of Fin-
gerToken.

FingerToken is recognized as a standard keyboard
when it is plugged into a USB (universal serial bus)
port on a personal computer (PC). The user touches
the fingerprint sensor, and FingerToken checks to see
if the fingerprint matches fingerprint reference data
stored in the device. If it does, the password associat-
ed with the fingerprint is sent to the PC just as if it
were entered from the keyboard.

FingerToken consists of a capacitance type CMOS
(complementary metal oxide semiconductor) finger-
print sensor, a non-volatile memory to store finger-
prints and passwords, and a CPU (central processing
unit) to perform the authentication processing. Simi-
lar in size and weight to popular keyring USB flash
memory drives, FingerToken is small and light
enough to be carried around, so it is a convenient and
secure authentication device that can be used in any
environment.

Figure 2 shows the steps involved in using Finger-
Token. First, a fingerprint is scanned and registered in
FingerToken, and a password associated with the fin-
gerprint is set in the system. Once a fingerprint tem-
plate has been stored in the system, FingerToken is

Compact, thin,
lightweight, and

very portable

Scan, store,
and match fingerprints

 within FingerToken

Recognized as
standard keyboard

USB interface
Password sent

when authentication
succeeds

FingerToken

Fig. 1.   Features of FingerToken.

Table 2.   Current and future applications of fingerprint
authentication.

General Entry/exit control, vehicle keys, medical uses

E-commerce
ATMs, vending machines, debit cards, credit 
cards, digital cash, financial settlement

Government
Health insurance cards, passports, drivers’ 
licenses, various IDs, and licensing documents

Electronic
equipment

PC login, database access management
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ready to use to provide secure access to web sites,
critical applications, and other resources that require
authentication. When a user wants to start up a pass-
word-protected application and a dialog box appears
asking for a password, the user plugs FingerToken
into a USB port, presses the tip of the registered fin-
ger on the sensing pad (which is always on and ready
to scan). The system attempts to match the sensed
print against the fingerprint template stored in the
system. If the user checks out, FingerToken sends the
corresponding password to the PC, and the applica-
tion can be accessed and started. FingerToken is pow-
ered via the USB port. Once the password has been
sent to the PC, FingerToken goes into sleep mode.
Since it draws very little power, it can be left in the
USB port. The main specifications of the FingerTo-
ken system are listed in Table 3. 

3.   Advantages of FingerToken

3.1   Easy to use in password-protected applications
There is no need to install any special software or

drivers on the computer, so fingerprint authentication
can be easily used in any application requiring pass-
word access. The fact that fingerprint authentication
can be simply introduced without modifying the
password-protected application means that there is no

need to construct any kind of new system. In addition
to reusable passwords, FingerToken also has the
built-in ability to generate one-time passwords*1

where a fingerprint is represented as a personal iden-
tification number for systems requiring more robust
security.

3.2   Strong passwords 
Everyone knows that security is enhanced by using

strong passwords made up of long random strings

*1 One-time password: a password that can only be used once, so
even if it is stolen after being used, it will not allow unauthorized
access.

Enter data into FingerToken

When a dialog box requests a password, 
plug FingerToken into a USB port.

Touch the sensor pad, and FingerToken senses 
and attempts to match the fingerprint.

Fig. 2.   Using FingerToken.

Table 3.   FingerToken specifications.

Functions

Fingerprint sensor

External interface

Mobile environment

Recognition time

Size

Weight

• Sense fingerprint
• Store fingerprint template (max. ten fingers)
• Match fingerprint
• Send password (max. 63 characters per finger)
• Generate one-time password

Capacitance-type CMOS fingerprint sensor

USB 1.1 (bus-powered)

Windows98SE, ME, 2000, XP

Less than 2 s per finger

22 mm × 75 mm × 10 mm

17 g
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containing both letters and numbers, but in fact most
users choose either easy-to-remember passwords or
complicated passwords that they write down some-
where, which compromises the security. Since Fin-
gerToken assigns a strong password to each valid fin-
gerprint stored on the system and then forwards the
password to the PC when it reads the correct finger-
print, it solves the inherent flaws of conventional
password authentication: the need to memorize or jot
down passwords.

FingerToken also supports multiple fingerprint
templates for different fingers on the same hand, with
different passwords associated with each finger. This
way, different passwords can be set up for different
applications and a different finger is presented for
authentication of each application.

3.3   Secure storage of fingerprint data
Fingerprint templates are securely stored in Finger-

Token and managed by the user, so even users who
are concerned about their personal information and
privacy can use the system with confidence. The
scanning, matching, and storing of fingerprint data is
done entirely within the device, and the fingerprint
data never leaves the device, so FingerToken provides
excellent fingerprint confidentiality (i.e., the finger-
print data cannot be seen or extracted by anyone other
than the individual who provided the fingerprint).

3.4   Tamper-proof
FingerToken is designed to withstand attacks

(unauthorized accesses, attempts to alter or tamper
with the data, etc.) on the fingerprint data, passwords,
and other personal information it contains, and both
hardware and software have been implemented in
such a way as to be tamper-proof*2. Since the person-
al information stored in FingerToken is protected by
fingerprint authentication, only the recognized user
can access and use the data. This also raises user con-
fidence in FingerToken.

3.5   Customizable authentication tailored to
individual users

The fingerprint-matching rate may be affected by
variations in different users’ skin and fingertips if the
user has extremely dry, sweaty, or rough skin. Fin-
gerToken is intended for individual users, so the
device’s fingerprint scanning and matching condi-
tions can be adjusted and optimized for different
users’ skin conditions to improve the matching rate. 

4.   Application examples and future enhancements

Personal authentication systems for accessing
information systems and services must provide

Public
telephone
network

VPN equipment
Virtual tunneling

Internet

VPN authentication
VPN: virtual private network
RAS: remote access service

Provider

network

FingerToken

PC login,
Authentication to 
launch application Authentication when

connecting to RAS server

RAS server

Fig. 3.   Examples of FingerToken applications.

*2 Tamper-proof means it is exceedingly difficult to gain access to or
tamper with data stored in the device by breaking into it. Attempts
to gain unauthorized access are also tracked.
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robust security but must also be convenient to use.
Conventional authentication technologies have had
trouble satisfying both objectives at the same time,
but using FingerToken for authentication permits the
development and deployment of information systems
that are both secure and user friendly.

As illustrated in Fig. 3, FingerToken could provide
authentication to launch various applications on a PC,
to issue a one-time password to gain access to a RAS
(remote access service) server, or to authorize com-
munication over a virtual private network (VPN) that
requires high security.

We expect to see a rapid growth in demand for con-
venient reliable personal authentication systems
combining fingerprint-based authentication with one-

time passwords for accessing services via the Internet
and corporate intranets. We plan to further refine and
promote FingerToken as a widely available authenti-
cation solution for accessing ubiquitous services.
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