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Abstract

NTT Access Network Service Systems Laboratories is devel oping automatic area detection systems
and wireless local area network (WLAN) middleware that improve the usability of WLAN systems to
promote WLAN services. This article describes a recently developed automatic area detection system

based on radio frequency identification (RFID).

1. Introduction

Public wireless local area network
(WLAN) services have rapidly become
popular because many users use WLAN
systems at home and in the office.
Though the hot spots for WLAN ser-
vices haveincreased, the areas are limit-
ed because they are spot-based, unlike
cellular phone services which are avail-
able almost everywhere. Therefore,
when using WLAN services, a user
must go through the following steps:

WLAN access point

Public WLAN
network

RFID tag

Content is
downloaded

PDA s

powered off WLAN service area

make sure that he/she is within the ser-
vice area, power on the terminal, acti-
vate the application software, download
content, and then power off the terminal. All of these
procedures should be done step by step by hand. To
simplify thiscomplicated process, we have devel oped
an automatic area detection system based on radio
frequency identification (RFID). Users need not rec-
ognize the service areas, and al steps are done auto-
matically by the system.

2. System outline

The system uses a combination of RFID and
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Fig. 1. Outline of RFID-based area detection system.

WLAN technology (Fig. 1). It consists of RFID tags,
RFID readers, and WLAN middleware installed in a
personal digital assistant (PDA). It is targeted at the
users of public WLAN services. RFID tags, which
transmit ID signals intermittently, are installed at the
boundary of each WLAN spot area. An RFID reader
is connected to a PDA that has WLAN middleware
installed. When a user enters a WLAN spot area, the
RFID reader detectsthe signal from the RFID tag and
powers on the PDA. When the WLAN middleware
detects that the PDA is active, it establishes a con-
nection to the network via the WLAN, activates
applications, and finally powers off the PDA. Thus,
the user only needs to carry the PDA with its power
off. When the user enters the spot area, everything is
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done automatically. This improves convenience and
reduces power consumption.

3. System specifications

This section describes the specifications and func-
tions of the RFID tag, RFID reader, and WLAN mid-
dleware (Tables 1 and 2; Figs. 2 and 3).

The RFID tag is alicense-exempt radio device that
transmits weak signals in the 315-MHz band. The
transmission range is about 10 m. The ID length for
RFID isup to 128 bits. The administrator can change
the ID to support different public WLAN services.
We have also developed various types of power sup-
ply for RFID tags because they may be used at vari-
ous places. They support AC power, primary batter-
ies, and solar batteries.

The RFID reader should be designed with careful
regard to its robustness and shape because it should
be attached to a PDA. The RFID reader we have
developed is designed for the Pocket PC €830 series
from Toshiba Corporation. The power supply for the
RFID reader is a secondary battery, which enables
both the RFID reader and the PDA to be recharged at
the same time. The ID information of RFID tags is

Table 1. Specifications of RFID tag.

Radio I/F Extremely lower power radio
Band 315 MHz
Modulation FSK
Rate 9.6 kbit/s
Transmission Intermittent
ID length Max 128 bits
» AC adapter
Power supply * Primary battery
* Solar battery

(a) RFID tag.

registered in the RFID readers in advance. When it
receives asignal from the RFID tag, the RFID reader
compares the received 1D with the registered one.
Only if these IDs coincide does the RFID reader
power on the PDA. This reduces the PDA's battery
consumption because the PDA is powered on only
when necessary.

To extend the life of the primary battery of the
RFID tags and the secondary battery of the RFID
reader more efficiently, we madeit possibleto change
the transmission intervals of the RFID tags and the
reception intervals of the RFID readers. Assuming
that the system isused in railway stations and that the
users carry PDAs and wak within the stations, the
battery life of the primary battery is about three
months and that of the secondary battery is about one
week. If AC power or solar power is used instead of
the primary battery, the transmission intervals of the
RFID tags can be shorten. This allows the reception
interval of the RFID reader to be longer and the life
of the secondary battery should be up to one month.

The WLAN middleware, which supports Pocket
PC 2003 and Pocket PC 2003 Second Edition, has
three functions: WLAN control, application control,
and PDA power control.

Table 2. Specifications of RFID reader.

PDA e830(W) by Toshiba
Size W80, D52, H23 (mm)
Weight 40 g (including battery)
Reception Intermittent

LED * Low battery warning

* Recharging indicator

Secondary battery

FOT T (rechargeable with PDA)

(b) RFID reader.
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Fig. 2. RFID tag and RFID reader.
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Application

Data flow

Epplication control J

WLAN middleware

1) WLAN control function:
» Parameters and priority settings for multiple profiles
+ Automatic login for public WLAN providers
» Display of connection status and signal power
» Security configuration
2) Application control function:
» Executes applications automatically
* Application setting and priority control for each profile
3) PDA power control function:
+ Powers off the PDA automatically after all applications
have been completed

-

<
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Operating system (Pocket PC2003 or Pocket PC2003 2nd edition), driver, hardware

PDA power
control

Fig. 3. Functions of WLAN middleware.

The WLAN control functionisasfollows. The user
sets one or more WLAN profiles and their priorities.
Basic WLAN utility functions include connection
control, automatic authentication for public WLAN
service providers, status indication, and security con-
figuration. In addition, the WLAN middleware sup-
ports roaming between different WLAN service
providers. For this function, two or more different
sets of security information can be assigned to the
same WLAN service provider. They are registered
and used as different WLAN profiles.

The application control function works in the fol-
lowing way. For each WLAN profile, one or more
applications are registered to be executed automati-
cally. The priority and execution interval of each
application is variable. This makes it possible for the
user to receive e-mail and news continuously. In addi-
tion, if there are two or more access points near the
user, the PDA triesto connect to an access point, exe-
cute applications, and change the connection to the
other access point.

The PDA power control function powers off the
PDA after al of the applications have been complet-
ed or the WLAN connection has been disconnected
by the user leaving the area. This function conserves
the PDA’s battery.

TheWLAN middlewareisavailableevenwhenitis
used without the RFID tags and readers. In this case,
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the user should manually power on the PDA and then
operate the WLAN middleware to establish wireless
connections and execute applications. The details of
this operation mode depend on the user’s circum-
stances.

4. Examples

Some examples of system usage are shown in Fig.
4. We assumed that three WLAN profileswereregis-
tered in the WLAN middleware: one for a home net-
work and two for public WLAN service providers (A
and B). Their priorities are set in this order. The net-
work information, authentication information, and
applications are also registered.

When using the PDA at home, the user should
power on the PDA by hand because no RFID tag is
used at home. The WLAN middleware detects the
access point at home and then connectsto the WLAN
network, executes applications, downloads content,
and powers off the PDA automatically. If the PDA is
already powered on, this automatic processisinitiat-
ed by operating the WLAN middleware. After the
automatic process, the user can browse the received
content.

Next, when the user goesto work, he keepshisPDA
in his bag with its power off. When he passes a ticket
gatein arailway station that iswithin the service area

67



Letters

Three WLAN profiles and their applications are registered as follows:

(1) Home access point: e-mail
(2) WLAN service provider A: e-mail and news

(3) WLAN service provider B (roaming to A): e-mail and news

Carries PDA
(powered off)

Powers on the PDA; accesses (1)
and receives e-mail.

Train station #2 (provider B, roaming to provider A)

Train station #1 (provider A)

=[]
Powered . .
on by RFID Connects to (2); receives e-mail
and news

RFID tag

Connects to (3); receives
e-mail and news

Powered
on by RFID

Carries PDA Office

powered off

Fig. 4. Examples of RFID-based automatic area detection.

of the public WLAN service provider A, the RFID
reader receives the signal from the RFID tag mount-
ed near the ticket gate and powers on the PDA. When
the WLAN middleware detects the PDA’s activation,
it automatically detectsaWLAN access point of ser-
vice provider A, establishes a connection to the
WLAN network, executes applications, receives con-
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tent, and powers off the PDA. The user can browse
the content anytime on the train or at the office.
Next, when the user goes home and enters the ser-
vice area of public WLAN service provider B, the
RFID reader powers on the PDA in the same way as
for service provider A. It detects an access point of
service provider B and moves on to the automatic
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execution part. In this case, the PDA can connect to
the network of provider A via a roaming service
while in the service area of provider B. To support
this function, authentication information for roaming
access to provider A is registered as a different
WLAN profilethan that for service provider B. Inthis
way, the PDA can connect to the network of provider
A viathe roaming service within the service area of
provider B and execute the applications for roaming
access to provider A.

As described above, users can control WLAN con-
nections and applications more flexibly for various
environments and use WLAN services more easily
than in existing services.

S. Future plans

To promote public WLAN services, we plan to
carry out field trials on our system and evaluate its
usability.
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