Feature Articles on Technical Solutions to Real-world Problems

IEEES802.11n Wireless Local Area
Network Troubleshooting Tool with
Electromagnetic-environment
Monitoring Function

Abstract

NTT EAST Technical Assistance and Support Center has developed a wireless local area network
(WLAN) troubleshooting tool equipped with an electromagnetic-environment monitoring function that
can visualize the signal strength and electromagnetic interference conditions of IEEE802.11n WLANS.

1. Introduction

Each revision of the IEEE802.11 wireless local
area network (WLAN) standard has provided ex-
panded functions in addition to higher communica-
tion speeds. It is implemented not only in personal
computers but also in smartphones and other types of
personal digital assistants. A tool for visualizing
problems with IEEE802.11a/b/g WLANS has already
been reported [1]. With the growing demand for
higher WLAN speeds in both office and home envi-
ronments, IEEE802.11n has become mainstream
owing to its use of multiple-input and multiple-output
(MIMO) technology and higher speeds achieved by
expanding the channel bandwidth. The home gateway
supporting the HIKARI DENWA function of the
FLET’S HIKARI optical IP telephony service pro-
vided by NTT EAST and NTT WEST also supports
IEEE802.11n (IP: Internet protocol).

IEEE802.11n achieves high speeds by using MIMO
spatial multiplexing technology and by expanding the
channel bandwidth by utilizing the 2.4-GHz and 5-
GHz bands. The 2.4-GHz frequency band, which is
also called the industrial, scientific and medical
(ISM) band, is used for communication systems such
as Bluetooth and ISM equipment such as microwave
ovens and microwave medical treatment devices.
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Electromagnetic waves emitted from such communi-
cation systems and ISM equipment have the potential
to affect WLAN communications using the 2.4-GHz
band. Therefore, a channel free from electromagnetic
interference should be selected so that the high-speed
performance of an IEEE802.11n WLAN can be used
to the maximum.

Furthermore, in addition to 20-MHz-bandwidth
communications, the same as in the IEEE802.11a/b/g
standard, IEEE802.11n supports 40-MHz-bandwidth
high-speed communications by bundling two 20-
MHz IEEE802.11a/b/g channels. However, 40-MHz-
bandwidth communications—especially in the 2.4-
GHz band—can easily encounter interference from
electromagnetic waves emitted by other communica-
tion systems or ISM equipment as well as interfer-
ence from IEEE802.11b/g WLAN signals on adjacent
channels.

Against this background, NTT EAST Technical
Assistance and Support Center developed an
IEEE802.11n WLAN troubleshooting tool in fiscal
year 2010. This tool is equipped with an electromag-
netic-environment monitoring function for visualiz-
ing IEEE802.11n WLAN signal strength and electro-
magnetic interference conditions. This article
describes the IEEE802.11n channel configuration
and the electromagnetic-environment monitoring
function of this WLAN troubleshooting tool.

NTT Technical Review



Feature Articles

Channel number

12 3 45 6 7 8 9 10 1112 13 36 40 44 48
| { Ch.6 i iCh. 11! Ch. 36 Ch. 40 Ch. 44 Ch. 48
Dby 1T T 1 T [
240 241 242 243 244 245 246 247 248 517 5.20 5.25 (GHz)
Frequency

Fig. 1. Channel configuration (20-MHz bandwidth).
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Fig. 2. Channel configuration (40-MHz bandwidth).

2. TIEEES802.11n channel configuration

The channels allocated to IEEE802.11n WLANS
consist of 13 channels in the 2.4-GHz band and 19
channels in the 5-GHz band. Each channel has a
bandwidth of 20 MHz (strictly speaking, 22 MHz in
the 2.4-GHz band). As shown in Fig. 1, the configura-
tion of the 2.4-GHz band differs from that of the 5-
GHz band in that adjacent channels overlap at 5-MHz
intervals in the former while channels are indepen-
dent of each other at 20-MHz intervals in the latter.
Thus, when the 2.4-GHz band is used, the channels
being used should be separated by at least five chan-
nels, as in channels 1, 6, and 11. Failure to do so could
result in inter-channel interference.

Furthermore, interference can also occur as a result
of IEEE802.11n 40-MHz-bandwidth high-speed
communications using two bundled 20-MHz-band-
width channels. For example, when channels 1 and 6
are bundled, interference can occur from 20-MHz-
bandwidth communications using channels 1-10 (no
interference occurs with channels 11-13), as shown
in Fig. 2. Similarly, when the 5-GHz band is used and
channels 36 and 40 are bundled, interference can
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occur from 20-MHz-bandwidth communications
using either channel 36 or 40.

Therefore, to make best use of the performance
available with IEEE802.11n, there is a need to under-
stand three types of interference conditions and to set
channels accordingly to prevent such interference
from occurring as much as possible. To begin with,
just as in the case with IEEE802.11a/b/g, measures
must be taken against (1) same-channel interference
caused by signals from another WLAN system using
the same channel and (2) adjacent-channel interfer-
ence caused by signals from another WLAN system
using adjacent, overlapping channels. In addition,
measures must also be taken against (3) channel
interference unique to 40-MHz-bandwidth high-
speed communications caused by signals from 20-
MHz-bandwidth WLAN signals. Incidentally, the
maximum transmission speed in 40-MHz-bandwidth
communications is 300 Mbit/s, but that could drop to
144.4 Mbit/s because the occurrence of this third type
of channel interference would lead to a reversion to
20-MHz-bandwidth communications.
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Fig. 3. WLAN access point environment.

3. IEEES802.11n electromagnetic-environment
monitoring function

This section describes the electromagnetic-envi-
ronment monitoring function incorporated into the
WLAN troubleshooting tool. The purpose of this
function is to visualize the state of interference of the
abovementioned three types. This section presents
some results of monitoring conditions in an
environment containing six WLAN access points
(Fig. 3).

The electromagnetic-environment monitoring
function can display results by channel number or by
bandwidth (Fig. 4). As shown in Fig. 4(a), the chan-
nel-number display mode shows the signal strength
of access points AP1-AP6 for each channel. Here,
the access point signal strengths are shown in a
stacked manner if more than one access point is using
the same channel. These results reveal that AP1 is
receiving same-channel interference from AP2.

By contrast, the bandwidth-display mode shows
WLAN signal strength according to bandwidth. Fig-
ure 4(b) shows the results of monitoring conditions
for 20-MHz-bandwidth communications. This dis-
play mode can visualize adjacent-channel interfer-
ence and shows, specifically, that AP1 signals are
being affected by those of nearby access point AP3.
Figure 4(c), on the other hand, shows the results of
monitoring conditions for 40-MHz-bandwidth high-
speed communications. AP1 signals are being affect-
ed by AP4 signals using channel 11.
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(a) Display by channel number
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(b) Display by bandwidth (20 MHz)

W mnex An-dab | L aunE | M TaEeess T an?
PEMERAPER  oh N0 (S0 EAWOARTT) -
. . e % -n-m
WLAN signal strength e
wLAN
Nl S e
]
@ =
mwaw
MX
v - "
LIS g
"o
o — -l — |
eia Tt 20 s 8 8T 8 Y UHRE MBSO QdNS. LI

(c) Display by bandwidth (40 MHz)

Fig. 4. Screenshots of the electromagnetic-environment
monitor.
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4. Conclusion

Reference

The WLAN troubleshooting tool presented here
makes it easy to determine the presence of interference
that can affect WLAN signals, including those of the
IEEE802.11n standard. This tool is expected to
shorten the time taken to troubleshoot WLAN prob-
lems.
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