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1.   Introduction

When people hear the word robot, they tend to 
think of industrial robots and humanoid robots. The 
Committee on Robot Policy Study under the Ministry 
of Economy, Trade and Industry defines a robot as a 
mechanism composed of three technical components: 
sensors, an intelligent control system, and a power 
train. The committee regards a robot as a mechanical 
system with intelligence*�. However, because the 
areas where robotic technology is applied have been 
expanding, the above definition is also being extend-
ed.

As a systems integrator, not a manufacturer, NTT 
DATA also takes a broad view of robots, treating 
them as systems that utilize robotic mechanisms or 
robotic technology. We aim for robots that work 
safely and efficiently within a smart space by coordi-
nating resources and services in the cloud or robots 
that deliver services or perform actions within such 
an intelligent space, rather than robots that work in a 

standalone manner.

2.   Motivation for robot technology research

Faced with the persistent recession in the domestic 
market, the information and communications tech-
nology (ICT) industry expects smart grids and smart 
cities to develop as a new growth business area 
(Fig. 1). Because new information infrastructures and 
solutions, such as machine-to-machine (M2M) com-
munication and sensor networks, are expanding, we 
can make robots into contributors to society and busi-
ness by fusing robotics and ICT by organizing an 
environment in which robots and the new information 
infrastructures and solutions can work together.

For example, it will soon become possible to have 
an intelligent mobile robot that understands its sur-
roundings from sensor networks and moves safely 
and efficiently or a robot that can feed the highly 
valuable information acquired from big data to the 
real world. We expect that robot technology that 
senses the world more efficiently and automatically 
will become more important for efforts to establish 
big data in the cloud.

Robots for manufacturing made in Japan account 
for nearly 70% of the world’s market; however, com-
petition with Europe and the USA is already harsh, 
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and China and Korea are catching up with the assis-
tance of strong support from their governments. 
Japan is now in the stage of growing beyond robots 
for production and is developing the robot application 
business through the creation and spread of robots for 
the service industry.

NTT DATA will expand the ICT business with 
wider application by working with a number of robot 
manufacturers to open up the M2M market utilizing 
Japan’s world-class robot technology.

3.   From M2M to M2M2A

M2M is a system in which multiple machines con-
nected to a network exchange data without human 
mediation to automatically provide optimum control. 
NTT DATA regards a robot as a critical machine that 
contributes in this system. We predict that the 
machine-to-machine-to-actuation (M2M2A) solu-
tions, where sensors and robotic technologies are 
combined to fuse the real and cyber (or virtual) 
worlds, will become common (Fig. 2). In such solu-
tions, services based on visualized information gen-
erated from information gathered by sensors are 
linked and the formulated actions are performed by 
machines.

4.   Likely areas where ICT 
and robotics can fuse

NTT DATA set up the M2M Cloud Promotion 
Office in October 20�� in order to accelerate M2M-
related business across the company. The office aims 
to advance ICT services by building an M2M cloud 
and offering new cloud-based services. Our target 
areas for applying robotics are life support and social 
infrastructure maintenance, taking account of the 
direction of our M2M business expansion. These 
areas are also our existing business forte.

4.1   Robotics applications in the life support area
Nursing care is one area with high potential for 

robotics application. There is currently strong demand 
for robots able to provide support for the indepen-
dence of care receivers or able to assist nursing staff. 
In fact, the government announced in 20�2 that care 
robots will be covered by long-term care insurance 
from 20�5. This will further accelerate the research 
and development (R&D) and field trials of such 
robots.

Through the combination of M2M technology with 
devices used by the elderly or patients at care facili-
ties, data concerning the physical conditions and 
daily routines of people under nursing care can be 
collected. This data can then be used to reduce the 
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Because sensor networks and smart spaces are expanding,
the application areas of networked robots will also expand.

Fig. 1.   The expanse of smart space and the application areas of robots.
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workloads of caregivers and to provide comprehen-
sive health management in combination with per-
sonal health records and lifelogs.

Utilizing robotics will make it easier to sense their 
physical conditions. With such data, it will be possi-
ble to create practical appliances such as rehabilita-
tion equipment and programs that are tailored to 
individuals’ conditions and drug management 
machines that prevent overdoses or failures to take 
medicine. 

There is already some R&D of robots for support-
ing communication between hospital staff members 
and patients, including their family members, for 
patients living in remote areas or for hospitals with 
staff shortages. These robots include an in-hospital 
guide robot that takes a patient to the appropriate 
place within a hospital or care home safely and effi-
ciently and an autonomously mobile robot that pro-
vides videoconferencing functions. These robots can 
be improved to offer further convenience to service 
users and providers by enabling them to provide 
medical consultation and diagnosis and to recom-
mend healthy habits by utilizing personal health 
records in the cloud.

4.2    Robotics applications in the social infrastruc-
ture area

The maintenance of social infrastructure, including 
large buildings and lifeline services, has recently 
been becoming more important. Infrastructure break-
downs cause massive social and economical loss, so 
breakdown prevention is vital. A large part of Japan’s 

current infrastructure was built during its high growth 
period and many structures are approaching renewal 
time. This renewal must be executed to provide opti-
mum results at a low cost because the government’s 
tax income is declining owing to the aging of society. 
Construction and maintenance work is ideal for 
robots because it tends to be tough, dirty, and danger-
ous and hence unpopular with human workers. 
Indeed, robots are gradually starting to be used in 
such workplaces.

As one of the M2M cloud solutions for social infra-
structure maintenance, NTT DATA offers a bridge 
monitoring solution called BRIMOS. It monitors a 
bridge constantly in real time using sensors installed 
on the bridge. Although it does not use robots, it 
would be possible to create a solution with higher 
added value by combining BRIMOS, which already 
offers sophisticated service, with robotics. Some 
structures have complicated sensor installation 
designs or require monitoring over a long distance or 
wide area. Robotics can help in such cases by offering 
advanced and autonomous mobility and location 
identification functions by using a geographical map 
service in the cloud. Robots can perform structural 
checks efficiently. As for the visual inspection tasks 
carried out by human beings, robots can collect 
images of a structure while autonomously moving in 
and around it. They can then amalgamate the mass of 
collected images and thus improve the quality of 
images in the cloud to help identify any faults.

Sensor networks with
standalone systems

- In the sensor technology area, shared usage of sensor networks, a sensor data provision service, and new value creation
from accumulated sensor data will be possible.
- In the robot technology area, the importance of techniques for integrating robotics into services will increase.
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Fig. 2.   Forecast of trend for sensor and robot technologies.
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5.   Organizing the development environment

5.1   Robot technology middleware
Making architectures open is rapidly becoming 

common in the robot industry, and establishing a 
development environment that utilizes such open 
architectures and resources is important for creating 
the contact point between robotics and ICT. 

As part of the open architecture strategy for pro-
moting the common use of service robots, the Nation-
al Institute of Advanced Industrial Science and Tech-
nology (AIST), which leads R&D in Japan’s service 
robot industry, suggested the standard interface 
specifications of robot technology components 
(RTCs) to the Object Management Group (OMG)*2 
and they were issued as the OMG’s standard in 2008. 
AIST also developed and published RT middleware*3 
to control RTCs compliant with the standard specifi-
cations. 

In collaboration with one of our group companies, 
CATS Co., Ltd., NTT DATA altered the CATS’s com-
puter-aided software engineering (CASE) tool, called 
ZIPC, for embedded software development to com-
ply with RTCs and RT middleware, which contributed 
to improvements in the design quality (Fig. 3).

5.2   Safety functions
Because robots are automatically driven, they must 

be equipped with advanced functional safety*� mea-
sures to avoid any harm to human beings and the sur-
rounding environment.

Robot manufacturers are often the manufacturers of 
existing home appliances and other equipment. For 
this reason, they fear damage to their brand image by 
accidents caused by their robots, so they do not 
launch their robot products on the market unless they 
are absolutely confident in the safety of the robots’ 
behavior. As a result, robots remain in the field-trial 
stage and there are few cases of practical use. This is 
hampering the business from budding into commer-
cialization, causing a vicious circle in the industry. At 
the same time, securing high reliability in robots is a 
strategically important long-term competence as a 
part of corporate branding. 

The robot industry is also waiting for the release of 
ISO�3�82 in 20�3. ISO�3�82 is the international 
safety standard for personal care robots (robots 
designed to communicate with human beings) created 
on the basis of the functional safety standard for 
safety-related systems IEC6�508*5.

If we are to use robots as part of our business, then 
close collaboration with manufacturers is important. 
We must also keep an eye on the industry’s approach 
to safety issues that may affect procurement require-
ments or lawsuits. This is why NTT DATA is discuss-
ing with AIST about a comprehensive development 

*2 OMG: An industry organization that sets standards for distributed 
object-oriented systems. It promoted the standardization of UML 
and CORBA. Since 2005, OMG’s Robotics Domain Task Force 
has been working on robot-related standards.

*3 RT middleware: Middleware for making sensors, actuators, and 
software control robots into components.

*� Functional safety: An acceptable level of safety secured by im-
plementing some functional contrivance. The antonym of intrin-
sic safety.

Create watertight specifications 
using a state transition table.
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Fig. 3.   Extended hierarchy state transition matrix (EHSTM).

*5 IEC6�508: An international standard for the Functional Safety of 
Electrical/Electronic/Programmable Electronic Safety-related 
Systems specified by the International Electrotechnical Commis-
sion (IEC). This is used as the basis for functional safety stan-
dards for many industries.
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environment for delivering highly reliable software 
for robots to accelerate IEC6�508 certification.

We are researching configurations and methods that 
enable seamless tracing of requirements across the 
series of ZIPC products and other major open source 
software (OSS) tools within the V-model develop-
ment process of embedded software. This lets devel-
opers provide accountability for risk assessment 
across their development process from requirement 
decisions, through design and implementation, to 
verification and lets them produce highly reliable 
software more easily (Fig. 4)

5.3    Coordinating with the cloud in the develop-
ment environment

RT middleware offers the benefit of cloud coordi-
nation through its connectivity with RTCs distributed 
across networks. If a cloud service application pro-
gramming interface (API) with the RTC-standard 

interface can be installed in the cloud, robots equipped 
with RT middleware can easily use cloud services 
through this API.

In the future, we aim to make an environment 
where resources in the cloud, application software, 
and robot software can be easily coordinated by mak-
ing RTCs in the cloud easily accessible from the 
development environment or by building a develop-
ment environment in which the RTC interface can be 
easily implemented.

6.   Future prospects

6.1   Remote management of robots
Robot servicing technology and operating technol-

ogy will be essential to encourage the wide imple-
mentation of robots and respond to situations in 
which robots are commonly used.

For example, in the nursing care industry, for which 

Optimum tool configurations and requirement traceability
in the V-model development process

The optimum tool configuration
for achieving highly reliable

software is currently
under discussion.

To achieve highly reliable software (tool chain)

TERAS (platform for securing inter-tool traceability of system requirements)

ZIPC
tools

Each tool can be coordinated by TERAS*,
an open tool platform. Seamless traceability
can be secured throughout the design
documents, models, source code, test
scenarios, and test results. This makes it
possible to trace the causes of an error to its
system requirement level and learn the scale
of impact that may be caused by the error.

Various plug-ins will be developed, including
those for project management, model-based
development, and evidence output for
functional safety certification.

* TERAS (tool environment for reliable and
accountable software)
An open tool platform developed by TERAS,
an organization established for the collaborative
project of industry, academia, and government
under the FY2011 Industrial Technology 
Commercialization Project Grant Program
(Embedded System Infrastructure Development
Project (Project to Build an Open Tool Platform
for Quality Accountability lmprovement)).
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Fig. 4.   Promotion of creation of reliable software (tool chain).
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robotics application is promising, care support equip-
ment and tools are often rented and their users are 
mainly elderly people. Therefore, close monitoring 
and maintenance are necessary. As the revised Long-
Term Care Insurance Act 20�2 obliges servicing 
planning of welfare tools, a maintenance service 
during a rental period and after sales for nursing care 
equipment are even more important. 

NTT DATA aims to create high-value maintenance 
and operations services that can be included in nurs-
ing care equipment service plans. Such services 
include the provision of a development environment 
that makes it easy to implement the modules and 
interfaces to obtain a range of data such as operation 
logs, error and failure information, and availability or 
make it easy to obtain such information in the M2M 

cloud.

6.2   Cloud robotics
The idea that the cloud could make robots lighter, 

cheaper, and smarter was articulated by James Kuff-
ner, one of the developers of Google’s self-driving 
car, at Google I/O 20��. NTT DATA is continuing its 
R&D of the cloud-robotics infrastructure and solu-
tions to provide a service robot system that is highly 
beneficial to users, as well as M2M cloud coordina-
tion. We intend to achieve such infrastructures and 
solutions by equipping robots with high-speed com-
putation abilities, large storage, advanced functions, 
and knowledge, which cannot be achieved with con-
ventional standalone robots (Fig. 5).
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Fig. 5.   Conceptual diagram of cloud robotics.
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