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Abstract

The NTT Group builds and operates many systems that provide various services internally and exter-
nally. These systems are required to have less down time. In this article, we introduce the latest trends
concerning Pacemaker, the high-availability cluster software that enables highly reliable systems. We
also report on the efforts of the NTT Open Source Software Center in this area.
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1. Introduction

As the importance of a service increases, the
emphasis on system reliability increases. System reli-
ability can be measured using various parameters
such as mean time to failure or mean time to repair.
One index for these parameters is downtime. Systems
with low downtime, meaning that the proportion of
time that the system can be used is high, are called
high-availability systems. One way to implement a
high-availability system is to use a high-availability
cluster, which achieves service continuity by having
redundant servers, and automatically switching
between servers when a fault occurs. Pacemaker is
open source software (OSS) for high-availability
clustering. An overview of Pacemaker operation is
shown in Fig. 1.

2. Pacemaker stable version

The development community currently provides
the 1.0 series of Pacemaker versions as the stable
product version, with periodic revisions focused
mainly on fixing bugs. This is referred to as the Pace-
maker stable version in this article. The stable version
is comparable to commercial products in features and
quality, and has already been used in many systems.
It has been used for many network service operation
systems within the NTT Group as well.

The stable version was developed mainly for small-
scale systems. As shown in Fig. 1, its basic configura-
tion is a simple 1:1 configuration with a single active
node corresponding to a single standby node. It can
also be used with N active nodes and one standby
node (N:1) for a small number of nodes.

3. Pacemaker developer version

The success of the Pacemaker stable version result-
ed in greater demand for a version that was applicable
over a wider domain. The stable version was origi-
nally intended for use in small-scale systems, but as
the application domain expanded, functions support-
ing larger-scale systems were developed. These func-
tions are implemented in the developer versions of
Pacemaker (Ver. 1.1 series). The three main features
of the developer version are: (1) it accommodates an
increased number of nodes; (2) it enables efficient use
of standby nodes; and (3) it implements geoclusters.
These are introduced below.

(1) Increased number of nodes

With the stable version, clusters with more than two
nodes are possible, but there are limitations. The NTT
Open Source Software (OSS) Center sets a guideline
of a maximum of six nodes (e.g.: five active nodes
and one standby node). This limitation is due to the
use of Heartbeat, a cluster infrastructure software, for
the node management function™!. In contrast, the
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Fig. 1. Overview of Pacemaker operation.

Pacemaker developer version uses Corosync as the
node management function, and its communication
functions were designed for many nodes. Thus, many
more nodes can be accommodated with the developer
version. Specifically, there have been cases reported
within the community in which 16 nodes (e.g., 15
active nodes and 1 standby node) were used without
difficulty.

(2) Efficient use of standby nodes

Several issues arise when the number of nodes is
increased and they are applied in a real system. For
example, with the stable version of Pacemaker, only
configurations with N active nodes and one standby
node are possible, so only a single fault can be
handled“*(Fig. 2(a)). On the contrary, with the devel-
oper version of Pacemaker, multiple standby nodes
can be applied for N active nodes, so multiple faults
can be handled. Each time there is a fault in an active
node, one of the standby nodes not in use is selected
for failover3(Fig. 2(b)).

With large-scale clusters, the possibility that mul-
tiple active nodes will experience a fault increases.
This functionality allows the number of standby
nodes to be designed appropriately according to how
many faults the system will support or the level of
reliability required, and the overall system server
resources can be used efficiently.

(3) Geoclusters
To ensure continuous service even in the event of a
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major disaster, high-availability clusters spanning
separate sites were developed in the developer ver-
sion. These are referred to as geoclusters.

An important function of high-availability clusters
is preventing services such as the database from being
launched more than once, even during faults such as
a network failure or system runaway. For example, if
the communication between active and standby nodes
is lost for some reason, and both active and standby
nodes start the database, data corruption or other seri-
ous failures could result. This sort of situation is
called split-brain.

With a local cluster, split-brain is prevented by
measures such as forcibly terminating the server with
the fault or exclusively controlling the service using a
shared disk. These measures ensure that the service
running in the cluster is unique. However, these mea-
sures cannot be used for a geocluster over a wide-area

*1 Node management function: A functional component of Pace-
maker that handles communication between nodes and manages
cluster members. There is also a resource management function
that controls resources being managed; this resource management
controller is called Pacemaker in a narrow sense.

*2  Strictly speaking, a single standby node can accept failover from
multiple active nodes, but if failover occurs for services exceed-
ing their processing capacity, the services will not be able to con-
tinue normally.

*3  Failover: The high-availability clustering software detects that a
fault has occurred in an active server and switches operation of
the service to a standby server.
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Fig. 3. Split-brain solution for geocluster.

network.

Instead, the developer version introduces a concept
called the ficket, which gives the right to run the ser-
vice. To obtain the ticket, agreement from more than
half of the sites comprising the geocluster is needed.
If agreement from more than half of the sites can no
longer be obtained, the ticket becomes invalid, and
the service cannot continue. This guarantees that no
more than one service is running in the geocluster at

a time.

The countermeasure for split-brain using a ticket is
shown in Fig. 3. In the figure, site 1 loses communi-
cation and can no longer communicate with more
than half of the sites, so it discards the ticket and stops
the service. On the other hand, site 2 loses communi-
cation with site 1, so it obtains agreement from more
than half of the sites (site 3 and itself), gets the ticket,
and starts the service.
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Fig. 4. Overview of operation of Booth_Resource_Monitord.

Since only one ticket can ever exist, even if
communication is lost between sites, only one site
running the service can exist. Thus, failover between
sites can occur without multiple services being
launched, even if communication is lost due to a
disaster or other cause.

4. NTT OSS Center initiatives

Many of the services offered within the NTT Group
are provided 24 hours a day and 365 days a year, so
systems with low down time are needed. The NTT
OSS Center is working to implement high-availabil-
ity systems using Pacemaker in order to meet these
requirements. We introduce some of these activities
below.

(1) Participation in the development community

Developers from around the world participate in the
Pacemaker development community. The NTT OSS
Center has also developed many functions and pro-
vided them to the community [1]. We are also helping
to improve quality by conducting testing to verify
operation with each product release, reporting any
bugs discovered to the community, and posting
patches as necessary. As a result of these contribu-
tions, one of the authors of this article, Mr. Mori, was
appointed maintainer of Pacemaker in 2010 and
given a central role in preparing the releases of the
Pacemaker stable version.

(2) Development activity in cooperation with the
community

To support geoclusters in the developer version, we
developed a function that we called Booth_Resource_
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Monitord, or BRMD, and provided it to the commu-
nity. Initially, the developer version geocluster func-
tion had a problem that it did not check the service
state. Therefore, if the service stopped in the site with
the valid ticket, failover between sites was not possi-
ble, and as a result, no sites ran the service. To solve
this problem, we discussed it with the community and
developed functionality to monitor the state of the
service on the server with the valid ticket, and to
revoke the ticket if the service stops. This enables the
service to continue by failing over to another site if
the service stops on the site with the valid ticket
(Fig. 4). The importance of this function was recog-
nized, and in June 2013, the development community
accepted it in the product.
(3) Promoting use within the NTT Group

To promote the use of Pacemaker, we are providing
a great deal of support that ranges from consulting on
the introduction of Pacemaker to troubleshooting
during operation. When problems arise, we handle
them using the know-how cultivated through com-
munity activity, even analyzing the source code if
necessary. Through these efforts, the use of Pace-
maker within the NTT Group has been increasing
every year. By spreading the use of Pacemaker, the
NTT OSS Center is contributing to reducing the total
cost of ownership (TCO) within the NTT Group.

5. Future work

The NTT OSS Center is currently working to
improve the quality of Pacemaker by enhancing its
functionality and is also consolidating the Japanese
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documentation so that we can apply the developer
version for NTT Group’s systems. We are cooperat-
ing with the developer community and contributing
to the development of Pacemaker in order to imple-
ment high-reliability systems in the future. We will
support the high-availability needs of new platforms
as virtualization, cloud, and other technologies devel-

op, with the goal of expanding its use in business.
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