Short Reports

Soft Error Test Service Commences
to Reproduce Soft Errors—Abnormal
Operation of Electronic Equipment
Caused by Cosmic Rays

1. Introduction

NTT, in partnership with Nagoya University and
S.H.I. Examination & Inspection, Ltd. (SHIEI here-
inafter), has verified the applicability of a compact
accelerator-driven neutron source”! available to gen-
eral companies for reproducing faults of electronic
equipment caused by cosmic rays (soft errors)? and
has also established a test method to reproduce soft
eITors.

In addition, NTT Advanced Technology Corpora-
tion (NTT-AT hereinafter) started a soft error test
service using a compact accelerator-driven neutron
source in December 2016.

As telecommunications equipment becomes more
compact and energy-efficient with higher functional-
ity and performance, this service promises to improve
equipment reliability by enabling the prediction of
abnormalities caused by soft errors in the develop-
ment and testing stage, as well as confirmation of
error detection and remediation systems designed to
cope with soft errors. There are also plans to expand
the scope of this application to other types of elec-
tronic equipment requiring high levels of reliability.

2. Background

In recent years, there has been strong demand for
compact electronic equipment that conserves energy
and has high functionality and high performance,
meaning that semiconductor devices used in the
equipment require high levels of integration. As semi-
conductor devices become more integrated and min-
iaturized, the electric charges required to determine
bits in devices have become smaller and smaller.

Meanwhile, the earth is constantly being showered

with neutrons that occur as a result of cosmic rays
colliding with the atmosphere. Consequently, the
semiconductor devices are easily affected by tiny
charges of the secondary particles in neutrons result-
ing from the cosmic rays. This means that the rate of
soft errors is on the rise compared to that of older
electronic equipment.

NTT speculated that soft errors could be triggered
intentionally using a compact accelerator-driven neu-
tron source. Hence, soft error testing technology was
jointly established at Hokkaido University’s compact
accelerator-driven neutron source.

As soft errors in telecommunications equipment
gain an increasing amount of attention around the
world, NTT Network Service Systems Laboratories
has led standardization activities in the International
Telecommunication Union, Telecommunication
Standardization Sector (ITU-T). In fact, ITU-T
K.124 “Overview of particle radiation effects on tele-
communications systems” was approved as a Recom-
mendation in December 2016.

From these beginnings, NTT has continued joint
research with SHIEI and Nagoya University in order
to confirm that soft error testing is possible with a
compact accelerator-driven neutron source owned by
a general company, with the objective of commercial-
izing a soft error testing service. The results of the
research have enabled NTT-AT to begin providing a
soft error testing service.

*1 Compact accelerator-driven neutron source: A comparatively
small accelerated neutron source several meters in size.

*2  Soft errors: Temporary errors that are resolved by restarting de-
vices and overwriting data, as opposed to hard errors that cause
devices to malfunction permanently.

NTT Technical Review



Short Reports

Telecommunications
equipment

Neutrons

[=0og] ([[=0o0]
=00l E.' 5
=oal | =4 -i
=0ao | (=PN e |

[=0ogl [T-=00]|

=og||[=ag|

Neutron source

Cyclotron
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Protons (18 MeV)

Manufacturer/Model

Sumitomo Heavy Industries/CYPRIS370

Accelerated particles

protons

Acceleration energy 18 MeV

Accelerator size

24x1.8x2.0m

*Photo provided by SHIEI

Fig. 1. Soft error testing system with the SHIEI-owned compact accelerator-driven neutron source.

3. Joint experiment results

The SHIEI-owned compact accelerator-driven neu-
tron source was used to conduct joint experiments in
order to (1) reproduce soft errors, (2) greatly reduce
the time to reproduce soft errors, and (3) build a sys-
tem to control the area irradiated with neutrons
(Fig. 1). In this experimental system, neutrons were
produced by irradiating a beryllium target in a cyclo-
tron with protons accelerated to 18 MeV.

Prior to the experiment, a particle transport simula-
tion was performed to determine the spatial distribu-
tion of the neutrons.

(1) Soft error reproduction

We confirmed that soft errors could be reproduced
using the SHIEI-owned compact accelerator-driven
neutron source.

(2) Significant reduction in soft error reproduction
time

Testing was done in the vicinity of the neutron gen-
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eration source in this accelerator, and we verified that
the time taken to reproduce soft errors was reduced to
1/100 that of the older method. This is equivalent to
about 100 million times faster than that of the natural
world. We also confirmed that this ratio can be freely
adjusted.
(3) Controlling the neutron irradiation area

In this experiment, we confirmed that the irradia-
tion area can be controlled to handle irradiation of
particular LSI (large-scale integrated circuit) devices
within a system, or irradiation of entire systems. Spe-
cifically, we confirmed that testing is possible with
irradiation of only a specific area of a few square
centimeters or a wide area of about 50 x 50 cm.
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