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1.   Requirements for information 
communication and role of technology in the 

Internet of Things (IoT) era

In line with the increasing use of personal comput-
ers and the Internet and the adoption of mobile 
phones, information communication has become an 
essential function for social activities and daily life, 
and its value has rapidly increased and changed with 
society.

From the era in which simple connections were 
highly valued, as typified by telephones for the pur-
pose of communication between people, access to the 
Internet in recent years has become valued for the 
acquisition of information and knowledge. The num-
ber of connections from devices, or things, to the 
network already exceeds the number of people con-
nected using terminals, so the era of IoT has already 
begun, where communication between things and 
people, as well as between things and things is the 
main focus.

Currently, IoT, which integrates cyberspace and 
real-world society, is mainly utilized for linking 
things, gathering data, and visualizing social events 
and the movement of goods. In the future, it will also 

be used for utilizing the collected data. We believe 
that with progress, we will be able to predict what 
will happen at social events, and to control events to 
make social and industrial activities safer and more 
efficient. As this kind of utilization becomes more 
and more common, IoT technology will advance to 
the point where cyberspace will rapidly process and 
analyze the collected data, feed the results back to the 
real world, and/or control the real world. One ulti-
mate goal of information communication is autono-
mous driving, which is expected to become a service 
highly valued in society.

Current IoT devices are vertically integrated, and 
few IoT devices are connected in certain fields, for 
example, agriculture and smart cities. However, work 
on horizontal linking is accelerating in the fields of 
manufacturing, automobiles, and transportation. This 
trend is expected to create new value services in a 
wide range of business fields. We believe that differ-
ent requirements and much larger scale-out will be 
required to realize the high potential of IoT.

The requirements placed on information communi-
cation to fully achieve an IoT society are shown in 
Fig. 1, along with the amount of time and/or amount 
of data for each function. 
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The first requirement is security. In becoming part 
of society, IoT can be expected to trigger greater dam-
age from cyber-attacks than those triggered by com-
munication between people, so stronger than ever 
security measures are needed. The second require-
ment is real-time response. In order to control a 
machine, information processing and communication 
must offer more real-time performance. For functions 
such as machine control in factories, safe driving 
assistance for automobiles, and the use of augmented 
reality and virtual reality, the response times of infor-
mation communication and information processing 
must be on the order of milliseconds. The third 
requirement is scalability. For example, the total 
amount of probe data of cars, the images recorded by 
cars, and the data from smart meters will be on the 
order of petabytes. Moreover, the collected data are 
expected to be heterogeneous, as they will be gener-
ated by quite different objects. Accordingly, scalable 
information processing that can handle extremely 
large amounts of heterogeneous and incomplete data 
is required. The fourth requirement is value creation. 
We cannot realize sufficient value simply by gather-

ing large sets of diverse data. To achieve efficiency in 
production and social activities, we must be able to 
utilize and analyze the collected data and create new 
value that can be used for forecasting and control.

In addition to these four requirements, it is neces-
sary to meet specific IoT usage requirements. In 
many of the usage scenarios expected for IoT, the 
consumption of data and information will exhibit 
strong regionality. For example, data will be gathered 
at intersections for automatic driving support, while 
data will be gathered from devices such as meters and 
sensors for the purpose of energy conservation. In 
this way, the IoT will exhibit data locality; thus, an 
information communication and information pro-
cessing architecture that can cope with this feature 
will be required. 

In addition, certain IoT requirements cannot be 
solved by technology alone, for example, protection 
of rights to utilize the collected data safely and appro-
priately, and the necessity of forming a social agree-
ment on the scope of use of such data. In response to 
these requirements, the NTT laboratories have for-
mulated a basic functional architecture that can realize 

Fig. 1.   Requirements for IoT society.
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a complete IoT system. We are utilizing some of the 
current technologies available in the market, while 
also working on the research and development 
(R&D) of key technology groups [1]. 

These technology groups—classified into four 
roles—will realize the full-fledged IoT system. These 
roles are indicated in Fig. 2. The first role is Sense, 
Connect & Drive. This involves digitizing informa-
tion on goods, responding to diversity, and securing 
storage capacity and the necessary user interfaces to 
exchange information with cyberspace via the net-
work. The second role is Data & Software Logistics. 
This brings the collected data to the best location for 
use and/or processing and in doing so satisfies the 
real-time and information scalability requirements 
(Fig. 1), which are key IoT requirements. In addition, 
this includes the deployment of software/algorithms 
to use/process the data at the appropriate location. 
The third role is Analytics & Prediction, which com-
bines big-data analysis technology such as the rapidly 
expanding machine learning and artificial intelli-
gence (AI) technology, to provide new value services 
such as data analytics visualization and prediction. 
Security is the fourth role, and the functions neces-
sary for each phase and process are used in conjunc-
tion with the other three roles. The IoT system will be 
achieved by integrating these four roles.

2.   Technology group that realizes IoT and an 
application example

In this section, some of the main IoT services 
expected to be introduced in the future are described.

2.1   Biometric sensing
One expected IoT service involves the collection 

and processing of biological data as represented by 
healthcare. In collaboration with Toray Industries, 
Inc., the NTT Group has developed the functional 
material called “hitoe” that enables biometric sensing 
simply by having a user wear clothes made of the 
material. Work is underway on enhancing sensing 
performance and utilizing it in unprecedented envi-
ronments and actions. For example, car drivers wear-
ing “hitoe” shirts will have their biological data 
detected in real time, enabling early detection of driv-
ing problems such as driver fatigue. Moreover, by 
linking the shirt to a control system, we can contrib-
ute to the improvement of public safety as well as the 
improvements in company efficiency such as know-
ing when to change drivers of buses or other vehicles.

2.2   Wireless access
Various wireless access protocols currently exist 

for IoT, and it seems that changes in the existing 
methods and the development of new methods will 
continue into the future. A typical IoT radio access 
method is shown in Fig. 3, with the communication 
distance on the horizontal axis and the communica-
tion speed on the vertical axis.

With the growing social expectations for IoT, the 
wireless access technology called LPWA (low power 
wide area) is attracting attention since it offers wide 
area coverage and can be used for long periods due to 
its low power consumption; these benefits outweigh 
its low speeds. We note that in IoT, infrastructure 
monitoring, which requires long-term and wide-range 

Fig. 2.   IoT: four technology roles.
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data acquisition, is well supported by LPWA for 
smart cities. Another trend is the collection and pro-
cessing of large amounts of video data. This demands 
high-capacity wireless access.

NTT laboratories’ current efforts in using IoT to 
monitor the leakage from water supply pipes installed 
underground are shown in Fig. 4. Water leaks are cur-
rently found by conducting manual listening tests on 
site; this demands a high level of skill and the pres-
ence of an expert in the field. By collecting data in 
cyberspace on the sounds of water pipes, we believe 
that remote inspections will become possible using 
information technology such as machine learning. 
However, radio waves from devices attached to 
underground pipes will be strongly attenuated. Our 
solution is to acquire data reliably with a high level of 
power-saving by using radio relay systems on public 
utility poles. The high level of power efficiency 
achieved enables data collection for a long time after 
installing the sensor underground. With the coopera-
tion of local governments, we are now proceeding 
with verification trials in the field for early social 
implementation.

2.3   Edge computing
It is important for IoT to perform information pro-

cessing in the most suitable location, and the technol-
ogy to achieve this is edge computing. This technol-
ogy sets a processing site, called the edge, between 
the cloud and the terminal and thus offers various 
information processing benefits by utilizing the spa-
tial dispersion characteristics not provided by the 
cloud. For example, we can achieve the benefits of 
proximity and high responsiveness. Moreover, spatial 
dispersion allows us to offload terminal functions to 
the network.

The NTT laboratories are also engaged in the R&D 
of this technology, not only in our own labs, but also 
with partners to realize attractive usage scenarios and 
projects [2]. An application example of this technol-
ogy in automatic driving support is shown in Fig. 5. 
We believe edge computing will be used for horizon-
tally distributed processing by providing information 
on the next intersection as well as vertically distrib-
uted processing for providing various pieces of map 
information. This will lead to the realization of auto-
matic driving support; mass data will be gathered and 
recognized, and the circumstances that can be expected 

Fig. 3.   Typical IoT radio access method.
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to change from moment to moment will be predicted 
and passed to the moving car.

2.4   Data utilization
The IoT is expected to utilize diverse heterogeneous 

data and create new value services. It is important to 
make good use of open data created by public agen-
cies and local governments, especially for realizing 
smart cities. At the NTT laboratories, we are working 
with partners to improve the efficiency of urban man-
agement by combining open data with local data and 
by conducting modeling and data analysis utilizing 
AI technology [3]. From now on, we will pursue tech-
nical verification in real fields, while aiming to con-
tinue horizontal studies to solve the various problems 
hindering the realization of smart cities.

2.5   Security
The devices used in IoT are diverse, and since there 

are many devices that do not follow the Internet pro-

tocol, security must be provided using a different 
approach. The NTT laboratories are working on the 
R&D of anomaly detection technology. This can 
detect security risks from the behaviors of networks 
and devices. With this approach, security is assured 
by processing information observed from outside the 
device, so additions and changes to devices with lim-
ited processing capability and existing facilities are 
relatively easy. This is particularly important in facto-
ries where various protocols are used. 

3.   Conclusion

The NTT Group is using the B2B2X (business-to-
business-to-X) model to solve social problems 
through collaboration with various partners in a wide 
range of fields. This approach will ensure the techni-
cal development of IoT. The aim is to create new 
business value by incorporating the knowledge and 
know-how from different industries.

Fig. 4.   Infrastructure monitoring (water pipe leak monitoring).
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Fig. 5.   Use case image: automatic driving support.
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