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1.   Transformation to a digital society and 
security issues

Society is going through major changes with the 
recent emergence of information and communication 
technology (ICT) and other innovative technologies. 
In what is being called digital transformation, 
advances in digital technology and data utilization are 
bringing high-level integration of cyberspace and 
physical space. Realization of a digital society is 
quickly approaching, transforming our living envi-
ronments and the structure of industry and society. 
This promises to bring great convenience and utility 
to society, but there is increasing concern about the 
potential losses and damage that might occur in soci-
ety due to previously impossible cyberattacks.

Methods of cyberattack have been advancing and 
becoming more sophisticated such as the recent 
appearance of malware with the ability to operate 
autonomously in cyberspace. Security threats are 
continuously escalating, as with WannaCry, which 
exploited vulnerabilities of personal computers to 
infect systems around the world and inflicted enor-
mous damage. Because of this, in the information 
technology (IT) domain, cyberattack counter-tech-
nologies must continually advance as in an eternal 
game of cat-and-mouse. 

The Internet of Things (IoT) is an important factor 
in the integration of cyberspace and physical space. 

From a security perspective, though, there are many 
IoT devices connected to the Internet that have 
unpatched vulnerabilities, and these are being used as 
a platform for distributed denial of service (DDoS) 
and other large-scale cyberattacks. IoT devices gen-
erally do not have the computing resources of other 
IT devices (CPU (central processing unit) power, 
memory/disk space, power capacity, etc.), so security 
functions conventionally used in IT devices cannot be 
used. As such, establishing new security technologies 
for IoT devices is an urgent task. 

With the accelerating digitization in the fields of 
operational technology (OT) and critical infrastruc-
ture, which provide essential services for everyday 
life and social activity, control systems of factories 
and plants are being connected directly to the Internet 
for the first time. This is leading to growing concern 
about security threats such as previously unheard of 
cyberattacks on these facilities, and about the inade-
quate preparations to prevent such incidents and to 
deal with them if they occur. Consequently, technical 
development to improve the security of OT and criti-
cal infrastructure, strengthen risk management for 
both the cyber and the physical worlds, and to opti-
mize operations using technologies such as artificial 
intelligence are becoming increasingly urgent.

Another issue in realizing a digital society, besides 
opposing cyberattacks, is to stimulate the use of data. 
Using digital technologies to obtain and use various 
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types of detailed data promises to yield new business 
opportunities such as accurately predicting events 
that could not previously be predicted, or refining 
targeting for marketing. Laws are also being revised 
to accommodate safe and secure businesses utilizing 
data, while closely examining developments in the 
digital transformation. Examples of this include revi-
sions to the Act on the Protection of Personal Infor-
mation introduced in Japan in May 2017, and the 
enactment of the European Union’s General Data 
Protection Regulations (GDPR). However, there are 
still obstacles to using data, such as inadequate or 
incomplete technologies and environments for safe 
and secure circulation of personal and private infor-
mation, confidential corporate information, and other 
sensitive data. Psychological and social acceptance of 
these technologies is also still quite low. For these 
reasons, data security technologies such as encryp-
tion with advanced features to mitigate risks are in 
great demand for the creation of new value and eco-
nomic stimulation.

As an enterprise providing communication infra-
structure and supporting ICT businesses, the NTT 

Group faces conditions with high expectations placed 
on us as well as requests to us to strengthen efforts to 
ensure the success of international events. In terms of 
security in particular, we have to deal with the 
increasing operational costs of organizations such as 
security operations centers (SOC) and computer 
security incident response teams (CSIRT), as they 
respond to increasingly advanced and sophisticated 
cyberattacks. There is also a shortage of security per-
sonnel to support these organizations and a need to 
improve the management of risks that accompany 
such major events.

2.   Initiatives at NTT Secure 
Platform Laboratories

The large environmental changes and market tran-
sitions happening in the process of realizing a digital 
society led to three major research and development 
(R&D) requirements in order to find solutions to the 
security issues discussed above (Fig. 1).

(1)	� Promote the advancement, increased efficien-
cy, and automation of responses to cyberattacks 

Fig. 1.   Environmental changes and security R&D requirements.
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as these attacks increase in sophistication and 
scale, and expand the scope of protective mea-
sures to new domains requiring security, such 
as IoT and OT.

(2)	� Realize a safe and secure flow and use of 
information so that new value can be created.

(3)	� Advance risk management and create high 
added-value networks through security in 
order to enhance the capabilities of the NTT 
Group.

NTT Secure Platform Laboratories conducts R&D 
covering these requirements, with the objective of 
achieving a safe and secure digital society. Specifi-
cally, we promote R&D on various security technolo-
gies that can be categorized as defensive security, 
which is focused on opposing the intensifying cyber-
attacks, offensive security, which uses diverse infor-
mation to help create new business, and basic 
research, which is the source of new technologies for 
the other categories. Our research is organized around 
a Security Center of Excellence (CoE) and security 
personnel development (Fig. 2).

2.1   Defensive security
In defensive security, we take into account recent 

changes in environments and market requirements 
related to cyberspace and conduct world-class R&D 
on security technologies to eliminate threats and 
security problems that are materializing in several 
domains, including conventional IT as well as IoT, 
OT, and critical infrastructures. The latter require 
protection from cyberattacks because unlike earlier 
systems, they connect directly to the Internet.
(1)	 IT

In the IT domain, to oppose the increasingly large-
scale and sophisticated cyberattacks, we continue 
monitoring corporate, home, and ISP (Internet ser-
vice provider) networks for attacks as before, and 
also work to improve countermeasure technologies 
such as detection of malicious websites [1] and mal-
ware infection, bot profiling, and domain reputation. 
The scope of monitoring must also be expanded, from 
both micro and macro perspectives, to include both 
end points and backbone networks. For end points, 
we are working on malware analysis using technolo-
gies such as memory forensics and taint analysis, and 

Fig. 2.   Security R&D initiatives.
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using it to generate advanced IOCs (indicators of 
compromise). These are then used in effective MDR 
(managed detection and response) products. For 
backbone networks, high volume data flow analysis 
can highlight the overall structure of a botnet and be 
used for high-performance DDoS detection, and such 
measures are being used where appropriate.
(2)	 IoT and OT

In the areas of IoT and OT, a set of security tech-
nologies including authentication and authorization, 
configuration management, detection, and incident 
handling must be established. For authentication and 
authorization, we are working on a next-generation 
authentication technology that does not require pass-
word management on the server. With this method, 
devices submit secret information when first regis-
tered as clients, and authentication is performed using 
encryption with this information and a unique device 
ID (identification). This technology has the benefits 
of not requiring individual passwords for each IoT 
device, or the additional costs of issuing and handling 
authentication certificates. 

In the areas of configuration management, detec-
tion, and incident handling, we are developing a tech-
nology able to identify or infer devices and ascertain 
the configuration accurately, in conditions where 
multiple and diverse IoT devices are connected under 
a gateway, even in LAN (local area network) environ-
ments with severe operational conditions. This is 
done by analyzing the output characteristics and can-
celing noise in Address Resolution Protocol frames, 
which are commonly used. Other technology is able 
to detect anomalous traffic conditions using methods 
such as graph theory to identify communication with 
unusual (not white-listed) counterparts due to cyber-
attacks or other anomalous causes, and to apply 
appropriate controls to communication using means 
such as alerts or blocking. 
(3)	 Critical infrastructure

In the area of critical infrastructure, it is important 
to consider the increasing risks due to changes in 
environments, such as the tendency for systems to 
expand in scale and become more complex and inter-
linked, and to use new, open, and generic technolo-
gies. Regarding the former, it is not unusual for infra-
structure facilities to have thousands of server devices 
and tens or hundreds of thousands of control devices, 
so the effects of a successful cyberattack on even one 
of these devices could be widespread. As such, 
authenticity and integrity monitoring technology that 
continually checks for compromised or altered devic-
es and prevents anomalous behavior is needed to 

ensure that components are operating properly. 
Regarding the latter, open source software such as 

Internet technologies and Linux are being widely 
adopted, and it is getting easier to obtain information 
regarding vulnerabilities, so it is a basic assumption 
that cyberattacks will emerge. For anomaly detection, 
a bolt-on behavior-monitoring and analysis technol-
ogy is needed that can monitor systems for anoma-
lies, including networks and devices such as IoT, 
where it cannot be built-in. We have been conducting 
R&D on some of these technologies from  fiscal years 
2015 to 2019 as part of the Cross-ministerial Strate-
gic Innovation Promotion Program (SIP), “Cyber-
security for Critical Infrastructure” (funding agency: 
the New Energy and Industrial Technology Develop-
ment Organization (NEDO)). This work is supported 
by the Council for Science, Technology and Innova-
tion (CSTI).

2.2   Offensive security
In offensive security, we conduct R&D on tech-

nologies that contribute to the safe and secure utiliza-
tion of data. The enactment of the revised Act on the 
Protection of Personal Information has drawn atten-
tion to advanced anonymization methods such as 
k-anonymization. This method processes data using 
operations such as rounding to coarse-grain the infor-
mation, based on an index of security called k-ano-
nymity (no fewer than k number of persons with the 
same information can be distinguished from the 
data). However, it is difficult to preserve both safety 
and usability at the same time, so there is concern that 
data processed in this way will not be usable. 

We are developing a technology called Pk-anony-
mization, which rewrites data introducing random-
ization. This technology can ensure security equiva-
lent to k-anonymization while maintaining the utility 
of the data. There is a need in society to handle 
detailed data that cannot be released outside an orga-
nization, even in an anonymized state, such as 
genome data. In such cases, secure computation can 
be used to process data directly in its encrypted form. 
There are many methods that can be considered 
secure computation, but the technology from NTT 
Secure Platform Laboratories is based on secret shar-
ing [2], which is a standard from the International 
Organization for Standardization (ISO). It is a very 
practical system from the perspectives of a safety 
definition, general purpose computations, reasonable 
performance, and international standards, and we will 
continue R&D and deployment efforts to spread this 
technology in the future [3]. 
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2.3   �Security CoE, security personnel develop-
ment

The Security CoE provides personnel with the 
high-level-specialist skills of our laboratories, both 
within and outside the NTT Group, in wide-ranging 
fields such as the scientific and high-level specialist 
communities. In the field of cybersecurity, in addition 
to operating a well-known contest, we are involved in 
activities to nurture security personnel, such as writ-
ing educational and introductory books [4] that are 
accessible to non-specialists and giving lectures at 
universities. In the field of data security, we are con-
ducting world-leading research in fields such as 
encryption theory and working to create differentiat-
ing technologies that will be a source of competitive-
ness ten or twenty years in the future. Concrete 
examples include research on fully homomorphic 
encryption, which could be the next generation of 
secure computation, and quantum-resistant encryp-
tion [5], which will remain safe, even after quantum 
computers are achieved.

3.   Future prospects

For defensive security, technologies for analyzing 
sites that are under cyberattack, and effective coun-
termeasures that connect directly with business are 

needed. For offensive security, technologies and envi-
ronments for using data safely and securely need to 
be expanded, and initiatives to increase social accep-
tance, from the perspective of the legal system will be 
important. NTT Secure Platform Laboratories is 
working to improve security for the companies in the 
NTT Group as a whole, to collaborate with external 
stakeholders, and to realize a safe and secure digital 
society. 
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