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Abstract

ITU-T (International Telecommunication Union - Telecommunication Standardization Sector), a spe-

1. Introduction

In recent years, the number of soft errors™! caused

by cosmic radiation neutrons has been increasing
gradually even in telecommunication equipment
located on the ground (Fig. 1). The soft error disap-
pears as soon as the semiconductor device concerned
is restarted or the affected data are overwritten. A soft
error in data can cause a malfunction or system out-
age, but it is difficult to reproduce such a transient
error and identify its cause. Soft errors can have a
serious impact on users, so such errors are a major
problem for system operators. Telecommunication
equipment is designed so that such malfunctions do
not affect network services. However, because soft
errors are difficult to reproduce, they have not been
sufficiently verified at the development stage.
Recently, however, it has become possible to mea-
sure the effects of soft errors on telecommunication
equipment by using a compact accelerator-driven
neutron source 2. This makes it possible to determine
the effects of soft errors and take preventive measures
in advance before vendors sell products and telecom-
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munication carriers introduce telecommunication
equipment into operating networks [1]. Nevertheless,
while it has become possible for carriers to improve
network quality dramatically by mitigating soft errors
at the stages of equipment development and introduc-
tion, there is a need for requirements that serve as the
benchmark for countermeasure methods and evalua-
tion.

2. ITU-T Recommendations concerning
soft errors

Against this background, at the October 2015 meet-
ing of the International Telecommunication Union -
Telecommunication Standardization Sector (ITU-T)

*1  Soft error: Unlike a hard error, which is a fault that causes per-
manent malfunctioning of a semiconductor device, a soft error is
a temporary error that disappears as soon as the semiconductor
device concerned is restarted or the data concerned are overwrit-
ten.

*2  Accelerator-driven neutron source: A facility for producing neu-
trons through a nuclear reaction caused by irradiating the target
with protons or electrons that are sped up by an accelerator.
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Fig. 1. Mechanism of soft error occurrence.

Study Group 5 (SG5)*3, commencement of a study on
soft errors in telecommunication equipment was
approved with the intention of defining requirements
on measures to mitigate soft errors, ranging from
design techniques to evaluation methods. The Ad Hoc
Committee on Soft Error Testing (SOET Adhoc)
member companies worked together and developed
draft Recommendations [2]. The ITU-T has now
approved these Recommendations.

The Recommendations stipulate the design, testing,
and quality estimation methods and reliability
requirements concerning soft errors. They include
benchmarks that vendors and carriers can use to
select measures against soft errors that are appropri-
ate for the required reliability level.

The soft-error-related standards approved by
ITU-T consist of five Recommendations and a sup-
plement. An overview of the Recommendations is
shown in Fig. 2, and the list of Recommendations is
given in Table 1. A timeline of the standardization of
Recommendations and measures to mitigate soft
errors is given in Table 2.

NTT Technical Review Vol. 17 No. 3 Mar. 2019

The Recommendations and supplement define the
following items.

2.1 K.124 (Overview): Overview of particle
radiation effects™ on telecommunication sys-
tems [3]

This Recommendation describes the mechanism by
which particle radiation causes soft errors, the impact
of soft errors generated in telecommunication equip-
ment, mitigation methods, and the need for further
Recommendations to address soft errors. Soft errors
are mainly caused by particle radiation of neutrons
and alpha particles. Neutrons are generated by cos-
mic rays, and alpha particles are generated by minute

*#3 ITU-T SGS5: ITU-T is an ITU organization that issues Recom-
mendations with a view to standardizing telecommunications.
SGS5 investigates issues related to the environment and climate
change.

*4  Particle radiation effects: The impact of particle radiation (emitted
energy in the form of neutrons, alpha particles, etc.) on semicon-
ductors. In recent years, the number of soft errors caused by neu-
trons generated in the atmosphere by cosmic rays has been in-
creasing in semiconductors used in ground-level equipment.
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Table 1. List of soft error Recommendations.
Recommendation Subject Title
) Qverview of particle radiation effects on
N Quizefa telecommunication systems [3]
Neutron irradiation test methods for telecommunication
K.130 Test equipment [4]
K131 Design DeS|g_n methodologies for telecommunication systems
applying soft error measures [5]
K.Sup11 Supplement Supplement to K.131 - Soft error measures for FPGAs [6]
) Reliability requirements for telecommunication systems
Nl TS affected by particle radiation [7]
. - Quality estimation methods and application guidelines for
R Cluaiiy E5ilivE (o mitigation measures based on particle radiation tests [8]

Table 2. Timeline of standardization of measures against soft errors.

2015 2016 ‘ 2017 2018
T
A August A December A January
TTC SOET Adhoc was opened. K.124 (Approval) K.130, K.131 (Approval)
A October A November
New work item proposal was approved K.138,
in ITU-T‘SGS meeting. K.139 (Approval)

TTC: The Telecommunication Technology Committee
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quantities of radioisotopes contained in materials
used in semiconductor devices.

The occurrence of soft errors caused by alpha par-
ticles can be reduced by using high purity materials
such as low-alpha-particle plastics.

Soft errors caused by cosmic rays are caused by the
following factors. In space, high-energy particles,
mainly protons, are dispersed as a result of sun and
supernova explosions. When these high-energy par-
ticles enter the Earth’s atmosphere, they collide with
nitrogen and oxygen nuclei in the atmosphere, caus-
ing a nuclear reaction. At this time, neutrons inside
the nucleus are scattered. Although most of the neu-
trons generated in the atmosphere normally penetrate
semiconductor devices and have no effect, on rare
occasions they undergo nuclear reactions with the
silicon nuclei that make up semiconductor devices,
and these reactions generate various charged parti-
cles. This creates electrical noise and causes a tempo-
rary soft error.

2.2 K.130 (Test): Neutron irradiation test meth-
ods for telecommunication equipment [4]

This Recommendation describes methods and test
procedures for generating soft errors in telecommuni-
cation equipment using accelerator neutron sources.
When proton/electron particles accelerated by an
accelerator are irradiated to a target (lead, tungsten,
beryllium, lithium, etc.), a nuclear reaction occurs,
and neutrons are generated. When telecommunica-
tion equipment is irradiated with these neutrons, it is
possible to irradiate 1 million to several hundred mil-
lion times more neutrons than in the natural world
and to reproduce soft errors in a short time.

2.3 K.131 (Design): Design methodologies for
telecommunication systems applying soft
error measures [5]

This Recommendation describes a method of
designing telecommunication devices constituting a
carrier communication network to prevent or reduce
soft errors. First, the basic configuration of the tele-
communication devices to be covered is described as
it relates to mitigating soft errors. A definition and
method of regulating reliability of equipment in the
event of soft errors are explained, and a procedure for
developing equipment to prevent soft errors in order
to comply with the reliability regulation is described.
Countermeasures to soft errors are particularly
important with field-programmable gate arrays
(FPGASs), so details on the soft error occurrence rate
in FPGAs are also described in this article, and K.
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Fig. 3. Failure rates of hard errors and soft errors of LSIs
(large-scale integrated circuits).

Supll, supplementary material to K.131, is intro-
duced as a measure to alleviate the effects of soft
errors in FPGAs [6].

2.4 K.139 (Requirements): Reliability require-
ments for telecommunication systems affect-
ed by particle radiation [7]

This Recommendation describes the reliability
requirements for equipment needed to ensure reliable
networks in the event of soft errors.

As semiconductor devices become highly integrat-
ed, the number of soft errors compared to hard errors
is increasing rapidly (Fig. 3). However, unlike hard
errors, soft errors can be greatly reduced by introduc-
ing appropriate countermeasures. Therefore, using
the rate of conventional hard errors as a guide, we set
a range within which the number of failures caused
by soft errors and the occurrence rate of the main
signal interruption fell within a statistical error range
(Fig. 4). However, in rare cases, a silent failure may
occur due to a soft error. All silent faults must be pre-
vented in the operation of network services. There-
fore, we established a reliability standard such that no
silent faults would occur even after approximately
10,000 years of neutron irradiation.

As a result, we defined three reliability standards
designed to reduce the failure exchange rate, reduce
the main signal interruption rate, and prevent silent
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Fig. 4. Approach to setting reliability requirements.

failures. The reliability of large networks can be
ensured by meeting these criteria.

2.5 K.138 (Quality estimation): Quality estima-
tion methods and application guidelines for
mitigation measures based on particle radia-
tion tests [8]

This Recommendation describes how to evaluate
whether the reliability requirements for soft errors of
telecommunication devices defined in K.138 (quality
estimation) are satisfied based on the results of neu-
tron irradiation tests described in K.130 (test). The
test described in K.130 indicates that soft errors can
be reproduced in a short time by irradiating neutrons
with an intensity of 1 million to several hundred mil-
lion times that of natural fields. An example of the
evaluation is shown in Fig. 5. First, a neutron beam is
irradiated to generate a soft error. The main signal
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condition is confirmed with the measuring instru-
ment, and the alarm generation condition is con-
firmed by the alarm monitoring terminal.

The generated event is classified into three reliabil-
ity criteria. For example, in the first soft error in the
figure, a device alarm occurred, and the main signal
was cut off. In this case, it is counted as an event cor-
responding to MR (maintenance reliability) because
maintenance is assumed to be necessary. Also, the
main signal has been cut off, so it is counted as an
event corresponding to SR (service reliability). The
second soft error was automatically corrected; thus,
there was no device alarm and no effect on the main
signal. In this case, it is not counted in any confidence
level.

The effect of the main signal and the equipment
alarm condition are continuously checked during the
test. For example, with the eighth soft error, the main
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Fig. 5. Example of quality estimation methods.

signal is disconnected, but there is no device alarm.
This corresponds to a silent failure and can be count-
ed as one AR (alert function reliability). In this way,
events corresponding to each reliability criterion are
counted. In addition, the natural operating time and
frequency converted from the irradiation time can be
used to determine whether the standard value is satis-
fied.

3. Future outlook

It is expected that widespread deployment of tele-
communication equipment that satisfies the require-
ments defined in these Recommendations will
improve the reliability of telecommunication servic-
es.
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