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1.   Introduction

The potential of quantum computers and quantum 
networks has been attracting attention recently. Fault-
tolerant processing is the most essential technology 
for this because there is a significant difference in the 
amount of noise that can occur between quantum 
information processing and current information pro-
cessing (classical information processing). In classi-
cal information processing, errors occur less fre-
quently, so most information processing can be done 
without much concern for errors. However, in quan-
tum information processing, errors occur so frequent-
ly that only small-scale computations can be executed 
without handling the errors. To make quantum infor-
mation processing scalable, execute various useful 
quantum computations, and develop a large-scale 
quantum network, it is necessary to carry out fault-
tolerant processing for quantum information and 
protect quantum information from noise. In quantum 
information processing, therefore, fault tolerance is 
expected to become a fundamental part of computer 
and network architecture technology. We are investi-

gating fault-tolerant processing as an important fun-
damental technology to protect quantum information 
from errors and noise. 

There are two major error-suppression methods for 
quantum information processing: using quantum 
error-correcting codes and quantum error mitigation. 
Quantum error-correcting codes redundantly encode 
one logical qubit into multiple physical qubits that 
can be corrected by decoding even if some errors 
occur. Fault-tolerant quantum computing using quan-
tum error-correcting codes is the only method known 
to be capable of scalable quantum computing with 
fault tolerance and is expected to be essential for the 
practical application of large-scale quantum informa-
tion processing in the future. However, the number of 
qubits and processes required for encoding and 
decoding will inevitably increase; therefore, it will 
take a long time to achieve large-scale fault-tolerant 
quantum computing. 

Another method that has been attracting attention 
recently is the quantum error-mitigation method. This 
is a method of removing errors from the computa-
tional results by predicting the correct calculation 
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results without the overhead of number of qubits. 
Computational cost increases exponentially with the 
noise level for the prediction of the error-free results; 
hence, this is not scalable. However, it does not 
require the overhead of number of qubits, so it is con-
sidered an important method while the scale of quan-
tum information processing is still small. It is also 
important that the elemental quantum gates be as 
accurate as possible and have high functionality for 
communication and distributed processing. 

We introduce our research activities on software 
infrastructure for fault-tolerant quantum computing, 
quantum error-mitigation methods, and basic ele-
ments for the implementation of quantum informa-
tion processing.

2.   Research and development for fault-tolerant 
quantum computing

Quantum computers enable various types of novel 
information processing by using the superposition of 
quantum states but at the cost of being vulnerable to 
noise and slow throughput of unit instructions. In cur-
rent memories, such as dynamic random access 
memory, a capacitor is charged or discharged to indi-
cate 0 or 1, and under threshold operation with a suf-
ficient margin, the memory is refreshed earlier than 
the information is lost by natural discharge. This 
mechanism enables long-time storage of information 
with a small overhead. In comparison, quantum 
memories using a superconducting circuit, which 
also manipulates electrons, are not only slow in exe-
cuting basic operations but also cannot be directly 

refreshed due to the no-cloning theorem. This prob-
lem can be avoided by encoding information of qubits 
using quantum error-correcting codes and by repeat-
edly detecting and correcting errors indirectly. How-
ever, carrying out quantum computations with quan-
tum error correction requires enormous resources: 
hundreds or thousands of times more in time and size 
than that without error correction [1]. Thus, in devel-
oping quantum computers, the loss of information 
from a volatile memory must be suppressed by fast 
feedback with error-correcting codes instead of a 
simple refresh. To develop a practical fault-tolerant 
quantum computer, it is essential to construct a sys-
tem with not only excellent quantum devices but also 
scalability, broadband interfaces, and robust control. 
Our group, in collaboration with RIKEN and several 
universities, is developing a fault-tolerant quantum 
computer using superconducting qubits with both 
high performance and high reliability. In this section, 
we introduce three topics on the software infrastruc-
ture of quantum computers, an overview of which is 
illustrated in Fig. 1.

The first topic is a system to efficiently characterize 
and calibrate a large number of superconducting 
qubits on a chip. Currently, superconducting qubits 
must be individually controlled due to their inhomo-
geneity; thus, the measurement system becomes a 
huge distributed system consisting of a large number 
of field-programmable gate arrays and microwave 
sources. We constructed basic software for asynchro-
nous control of such devices and automatic and fast 
calibration of a large number of qubits. We also pro-
posed efficient methods for characterization and  

Fig. 1.   Concept of fault-tolerant quantum computing and its software infrastructure.
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calibration using machine learning and quantum ran-
domness [2, 3].

The second topic is the design of peripheral circuits 
that execute the operations and feedback required for 
quantum error correction. The maximum likelihood 
estimation of errors in a high-performance quantum 
error-correcting code can be reduced to a graph prob-
lem called minimum-weight perfect matching. How-
ever, naive algorithms to solve this problem are not 
practical since they have large latency. Our group is 
working on a method for optimizing decoding cir-
cuits for small codes using machine learning [4] and 
on a fast decoder using single-flux-quantum circuits 
[5].

The third topic is a software toolchain to translate 
programs across multiple technology layers to evalu-
ate the performance of architectures and simulate 
their behavior. In particular, our quantum circuit 
simulator, which is a part of the toolchain, became the 
world’s fastest for several benchmarks [6]. As men-
tioned above, the development of a large-scale fault-
tolerant quantum computer is a battle to control inte-
grated quantum devices while ensuring high perfor-
mance and reliability with optimized control devices 
and algorithms using a large-scale distributed system. 
This is a challenging task that is suitable for NTT 
laboratories, who have been studying these technolo-
gies.

3.   Quantum error-mitigation method

In October 2019, Google announced that a quantum 
computer was able to solve a problem that would 
have taken 10,000 years to solve with a classical com-
puter in 200 seconds using a small-scale quantum 
device with 53 qubits [7]. Small-scale, noisy quantum 
computers such as the one used in this demonstration 
are called noisy intermediate-scale quantum (NISQ) 
computers. There is a counterargument that the prob-
lem solved by Google can be solved in a few days 
using a supercomputer, not 10,000 years. However, as 
the size of quantum computers becomes larger, this 
gap is expected to widen further. Researchers world-
wide are studying how to use such small-scale quan-
tum devices practically. They are mainly expected to 
be applied to chemical calculations and machine 
learning.

However, the computational errors of such small-
scale quantum computers cannot be ignored. Histori-
cally, quantum error correction has been studied as a 
method of suppressing errors. In quantum error cor-
rection, multiple qubits are used to encode one logi-

cal qubit, and the error is suppressed exponentially 
with respect to the number of qubits used for encod-
ing. However, this method is not suitable for NISQ 
computers, which have a limited number of qubits. 
Therefore, quantum error mitigation has been exten-
sively studied to suppress errors without increasing 
the burden on the hardware side [8]. Quantum error 
mitigation does not require the overhead in number of 
qubits but does require a larger number of measure-
ments.

A variety of error-mitigation methods have recently 
been proposed. In this section, we first explain the 
simplest and most straightforward extrapolation 
method. The computational error of a quantum com-
puter can be increased by adding noisy operations, 
etc. The extrapolation method is to estimate the error-
free result by extrapolating the original result and the 
result with the increased error. A conceptual diagram 
of the extrapolation method is shown in Fig. 2. There 
is also a method called the quasi-probability method, 
which identifies the error model of the computational 
error and executes an inverse transformation of the 
error to effectively cancel it [9]. There are also other 
methods such as the symmetry verification method 
and subspace expansion method. For further details, 
please refer to the review paper [8].

With the expectation on an increase in the number 
of qubits in the future, our group showed for the first 
time that quantum error mitigation is useful for fur-
ther improving computational accuracy, even after 
fault-tolerant quantum computing using quantum 
error correction becomes possible to some extent 
[10], and that quantum error correction and quantum 
error mitigation should not be considered separately 
but should be considered as an integrated scheme.

Fig. 2.   Quantum error mitigation (extrapolation method).
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4.   Implementation schemes for basic 
elemental technologies

Thus far, we have introduced how to effectively 
implement fault-tolerant processing from the soft-
ware side for given hardware. It is also important for 
fault tolerance that the implementation schemes of 
the basic elements function with high accuracy and 
have scalability. It is also important that the functions 
become more sophisticated for communication and 
distributed processing. In particular, various elemen-
tal technologies based on the interaction between 
atoms and photons using cavity quantum electrody-
namics (QED) (Fig. 3) are important for expanding 
the functions for quantum computing and quantum 
networks. NTT Secure Platform Laboratories is 
studying such implementation schemes for future 
quantum secure-network infrastructures including 
quantum repeaters.

It is first important to generate photons, which are 
used as qubits for quantum communication, with high 
efficiency and scalability. There are problems in scal-
ability of current single-photon generation methods 
using a weak laser light or nonlinear crystals because 
of the unwanted multiple-photon generation events. 
Deterministic single-photon generation is possible 
with high efficiency using single-atom cavity QED 
systems [11]. We investigated the improvement in the 
repetition rate by shortening the pulse length, so that 
the overall performance of information processing 
can be improved [12]. When atoms are used as sta-
tionary qubits and photons are used as communica-
tion qubits, highly accurate quantum gates between 
atoms and photons are possible by using cavity QED 
systems. For these gates, we considered the trade-off 
in fault tolerance in terms of photon loss and gate 

fidelity and investigated implementation schemes 
that optimize them [13]. We are investigating circuit 
QED systems to efficiently execute quantum gates 
between superconducting qubits and microwave pho-
tons or the routing of the microwave photons for dis-
tributed processing of superconducting quantum 
computers [14, 15].

5.   Conclusion

We are investigating fault-tolerant quantum com-
puting using error-correcting codes and quantum 
error-mitigation methods from the viewpoint of soft-
ware infrastructure. We are also engaged in research 
from the opposite side, that is, how to improve the 
accuracy and efficiency of the basic elements of the 
physical implementation and how to expand its func-
tionality. We are attempting to create a new efficient 
architecture for a sufficiently large fault-tolerant 
quantum computer, which is expected to be put to 
practical use in the far future. In the meantime, we are 
conducting research on making quantum information 
processing as meaningful as possible in the near 
future by using quantum error mitigation and other 
methods.
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