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1.   Introduction

The novel coronavirus has had varying impact on 
our society and lives. Various events, including the 
Olympic and Paralympic Games, were postponed 
due to the transition of social activities and lifestyles 
premised on the securing of social distance.

As the impact of the coronavirus has spread world-
wide and the situation is expected to continue for a 
long time, the world’s transformation (adoption of a 
new way of life and reconstrucion of social order in a 
post-coronavirus world) is being accelerated; accord-
ingly, various efforts towards digitization and 
enhancement of connectivity to the Internet are rap-
idly advancing. The supply chain, which was based 
on conventional social activities, has become dys-
functional, and major changes are occurring not only 
at the individual level but also at the social-framework 
level.

Security and privacy concerns are spreading, and 
the damage caused by cyber attacks aimed at tele-
work/telecommuniting, which is increasing rapidly, 
and attacks that take advantage of people’s anxiety 
are becoming increasingly serious. Sufficient consid-
eration must also be given to privacy in monitoring 
and behavior tracking to identify infected persons and 
those suspected of being infected for preventing the 
spread of coronavirus infection.

In the supply chain, wide-area attacks taking 
advantage of the rapid digitization and enhancemnet 
of connectivity are intensifying, and reconstruction of 

secure supply chains is necessary.
NTT is conducting research and development 

(R&D) on security to contribute to a safe and secure 
society. As the world changes drastically, it is impor-
tant to think about the future of society and security 
to engage in security R&D looking ahead not only to 
the problems that are occurring in front of us but also 
to the future.

To create a safe and secure society, we will con-
sider future visions, specifically the Smart World [1] 
10 years from now, through changes in the social 
environment and development of technologies sur-
rounding information and communication technolo-
gy.

2.   What will be the Smart World 10 years 
from now?

The society in which innovative technologies, such 
as artificial intelligence (AI), Internet of Things, 
robots, and big data, have penetrated is the fifth new 
society (Society 5.0 [2]) in the history of social devel-
opment, following the development into an industri-
alized society due to the industrial revolution and into 
an information society due to the development of 
computer technology, and is expected to be a future 
ideal way (Smart World) to enrich lives.

In the Smart World, where cyberspace (virtual 
space) and the physical space (real space) are highly 
integrated by various innovative technologies, an 
enormous amount of data, such as sensor information 
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accumulated from physical space, is used for data 
analysis and prediction in highly intelligent cyber-
space and fed back autonomously to the physical 
space. As a result, both the optimization of individual 
users and that of society as a whole will progress in 
various services and social infrastructures, and a soci-
ety in which everyone can live safely and indepen-
dently (a true Smart World) will be possible.

For example, when it comes to personal life and 
living, people will be able to enjoy ultimate custom-
ized services tailored to their individual circumstanc-
es. In terms of social infrastructures, AI predictions 
will enable us to take proactive measures to optimize 
the entire society and provide sustainable services. In 
terms of economy and industry, it will be possible to 
flexibly respond to diversification and develop the 
economy even in a society with a declining birthrate 
and aging population (Fig. 1). 

There is also concern that the exposure to cyber 
attacks and the extent of such damage will intensify 
due to the increase in higher intelligence, autonomy, 
flexibility, and domain cooperation of technologies 
and infrastructures that support such an ideal world 
(Fig. 2). When analyzing or using huge amounts of 
data, privacy may not be sufficiently considered, 
unethical use may occur, or information may be unin-

tentionally leaked.
The threat of malicious tampering with data-analy-

sis algorithms is also becoming more real. In the past, 
it was difficult to tamper with a program that was 
created in accordance with a pre-designed algorithm 
without directly modifying or replacing it. However, 
in a situation in which AI has become widespread, 
there are risks of attacks that do not involve direct 
tampering, such as causing malfunctions in AI learn-
ing and AI decisions. Specifically, we can think of 
new attacks, such as an attack in which an attacker 
makes an intended decision by mixing illegal values 
into data learned by AI or an incorrect decision by 
crafting data recognized by AI or a new attack in 
which data that could violate privacy are illegally 
obtained by inferring data learned from AI opera-
tions.

Alteration of the algorithm can not only result in the 
intentional leakage of data but can also change the 
analysis results to malicious ones. Malicious analysis 
results are fed back into the physical space, which has 
a significant impact on various services and social 
infrastructures.

To achieve a true Smart World, it is necessary to 
consider that a new threat will be created by the 
advanced fusion of cyberspace and the physical space 

Fig. 1.   The Smart World 10 years from now.

DTC: Digital Twin Computing
IOWN: Innovative Optical and Wireless Network

Responding to flexible 
diversification
Economic development despite 
declining birthrate and aging

Industry
Cyberspace

Cyberspace and physical space
interaction

IOWN/DTC

Big data

Cross-domain
analysis

Higher 
intelligence

Autonomy

Domain
cooperation

Separation of
ownership and use Evolution of things Multifunctionalization

Flexibility

• Mass customization
• Supply chain efficiency
• Agritech

• Automatic city updates
• Sharing service

• Autonomous vehicle 
control

• Evolve even after buying

Optimal and sustainable as a
whole by anticipating the future

Personalized customization of 
everythingLife

Healthcare

• Decision support
• Custom-made service

• Custom-made medicine
• Power assist

You can live safely and 
healthily where you like.

Social
infrastruc-

ture



Feature Articles

NTT Technical Review 73Vol. 19 No. 6 June 2021

and focus on security R&D that can simultaneously 
improve convenience while resisting attacks that 
grow in size and sophistication.

3.   Approach to security R&D from 
a long-term perspective

Security risk depends on the threat of an attack (in 
a broad sense involving people and society), vulner-
ability of the system, and size of the assets that must 
be protected (including not only information and 
money but also human life). As cyber attacks grow in 
size and sophistication and we become more exposed 
to various threats due to the advanced fusion of cyber-
space and the physical space, security risks will 
increase dramatically.

There is a limit to how much a company can spend 
on security measures because it is expensive to 
strengthen security measures. It is difficult to imple-
ment countermeasures against all threats only by 
extending or simply enhancing existing security mea-
sures. Therefore, it is necessary to drastically improve 
defense and countermeasures against cyber attacks.

Security R&D from a long-term perspective must 
(1) focus on technologies that respond to new threats 
and protect the environment to support the creation of 
value in the Smart World; and (2) create technologies 

that change the situation in which attackers dominate, 
such as technologies that reduce the vulnerability risk 
to zero and that predict and proactively respond to 
attacks.

The NTT Group will strengthen its response sys-
tems to major sporting and cultural events, and the 
development of new fields (urban development, 
energy, and healthcare) on the basis of its medium-
term management strategy will require the safe use of 
data and the security necessary to implement the 
Innovative Optical and Wireless Network (IOWN). 
Therefore, the following points will be important in 
security R&D (Fig. 3).
(1)  Development and deployment of data distribu-

tion and utilization technologies that secure the 
value-creation process

Develop technology for flexible and safe sharing 
and analysis of data and capable of using data across 
fields to solve problems of data encirclement, privacy 
infringement, and illegal use of data [3].
(2)  Development of technologies to solve opera-

tional-cost problems and minimize damage
Develop technology to autonomously and auto-

matically respond to cyber attacks while responding 
to new threats so that humans will be able to focus on 
confirming responses and responding to new threats 
that require creativity, thereby strengthening their 
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Fig. 2.   Security threats in Smart World 10 years from now.
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comprehensive response capabilities [4].
(3)  Development of advanced technologies for the 

future to support security R&D
As a security Center of Excellence, develop basic 

technologies for the future such as cryptography and 
information theory and quantum information security 
technology [5].

To sustain the safe and secure communication 
demanded by the NTT Group into the future, we will 
engage in R&D to meet the medium- and long-term 
objectives of safe data distribution and utilization and 
minimize damage including cutting-edge technolo-
gies for the future and those that make use of IOWN.
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Fig. 3.   Viewpoints required for security R&D.
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