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Think about Your Definition of a
Good Idea and Believe in Your Idea

Toshikazu Hashimoto

Senior Distinguished Researcher,
NTT Device Technology Laboratories

Abstract

Today, everything is digitalized. In the creative process, how-
ever, not only digital thinking but also analog thinking, which
captures events as they are, is considered important. Toshikazu
Hashimoto, a senior distinguished researcher at NTT Device
Technology Laboratories, is researching and developing optical
circuits to enable new information processing using the analog
characteristics of light. We interviewed him about the progress of
his research activities and his attitude as a researcher.

Keywords: optical circuits, planar lightwave circuit, quantum

teleportation

Optical circuits for new information processing
by manipulating light waves

—Tell us about the research you are currently work-
ing on.

I am researching optical circuits that enable a new
type of information processing by manipulating light
as waves. What I mean by “manipulating light as
waves” is to use the analog nature of light. In the case
of digital computation, for example, it is necessary to
use two values (bits), “1” or “0,” in a sequence such
as “010110...” to represent a number. In analog com-
putation, however, it is only necessary to use a single
value, for example, “0.10110...” (i.e., the number
itself). If we use analog computation skillfully, we
may be able to conduct calculations faster, reduce the
number of calculation steps, and save the labor
involved in calculations. However, as you can easily
imagine, when a number is represented by an analog
signal such as light intensity, the last digit after the
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decimal point would lose its information due to noise.
Information processing using analog computation,
which is susceptible to noise, is difficult to scale up
and has not been applied to computing.

Despite the above-mentioned drawback, for com-
putations to extract properties independent of minor
differences, as is the case with artificial intelligence
(Al), or computations by using the superposition of
many quantum states while suppressing noise in the
quantum state, as required with quantum computers,
analog computation is more significant because it is
possible to execute many calculations at once, albeit
at the expense of accuracy, or manipulate quantum
states without destroying them. In other words, rather
than exceeding the limit of digital-information-pro-
cessing capacity by using analog computation, we
carry out a different type of processing using analog
computation for information with different quantity
and quality than before. This is the “new” informa-
tion processing using light waves that I am aiming
for. To make such information processing a reality,
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Fig. 1. Newly designed, ultra-low-loss optical device technology.

we are proceeding with research and development
(R&D) with a focus on the following two technolo-
gies.

The first technology is newly designed, ultra-low-
loss optical device technology (Fig. 1). It might seem
contradictory to what I said earlier, but as noise
becomes lower, the calculation performance
improves, so the first step is to minimize loss—which
constitutes noise—in an optical circuit as much as
possible. Therefore, we are working on a new device
design that enables significantly reducing the loss and
signal processing by capturing the light scattering of
the optical circuit that causes the loss. The optical-
circuit technology that I am researching targets opti-
cal fiber communications, and I have been pursuing
low-loss characteristics so that the optical signal does
not weaken. However, I am aiming for technology
that reduces losses by an order of magnitude and
enables large-scale circuits and high-performance
optical circuits.

The second technology is light-wave computing
technology, which uses light waves for computations
(Fig. 2). The challenge is to devise a computational
method for exploiting the advantages of light as
physical light. We are proposing light-wave informa-
tion-processing technology using optical device tech-

NTT Technical Review  Vol. 20 No. 1 Jan. 2022

nology. To develop the world’s first and highest-per-
formance computing technology using light waves,
we are attempting to demonstrate the basic operation
of optical information processing using technology
based on the light paths (optical waveguides) in cur-
rent devices.

Of course, lowering the loss of optical circuits also
reaches a limit, and electrical control is essential to
fully use light waves; accordingly, it is important to
create new optical circuit technology by combining
the features of both digital and analog computations.
One example application of this new type of informa-
tion-processing technology using light waves is a
large-scale, fault-tolerant universal optical quantum
computer, which is expected to be developed around
2050. A quantum computer capable of large-scale,
universal computation is expected to enable the
development of innovative materials and the design
of chemical reactions that have been difficult to carry
out with conventional supercomputers. It is also
expected to contribute to solving global issues such as
energy problems. As a participant in one of the
Moonshot Research and Development Programs of
the Japan Science and Technology Agency, which
started in 2020, we are developing optical-circuit
device technology for quantum information processing
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Fig. 2. Example of light-wave computing technology.

to enable a large-scale, fault-tolerant and universal
quantum computer that exploits the properties of light
as a wave and can operate at room temperature.

—It is fascinating that your research on optical cir-
cuit technology could contribute to achieve large-
scale quantum computers. Can you tell us about one
of your achievements in other applications?

The optical circuit that I am researching is called a
planar lightwave circuit (PLC). As a component tech-
nology for optical fiber communications, a PLC inte-
grates an optical-waveguide circuit (namely, a path of
light) on a silicon substrate. The application of PLC
includes optical branch circuits and wavelength mul-
tiplexers/duplexers. Developing PLC technology to
create optical circuits with even higher performance
was the essence of my research. This high-perfor-
mance optical circuit technology can control light
with wavelengths less than half that of the light used
for optical fiber communications (visible light). It is
therefore being applied not only to optical computa-
tion but also to ultra-compact RGB (red, green, and
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blue) laser light sources for smart glasses. Semicon-
ductor lasers using the three RGB primary colors are
beginning to be used in a variety of situations as sin-
gle-color lasers; however, to combine them and create
an RGB light source, it is important to devise an
optical system (optical circuit) technology that uses
the characteristics of the laser light by means of inter-
ference and other phenomena. Conventionally, the
optical system was made up of lenses and mirrors,
which are bulky and difficult to assemble. We have
therefore applied our visible-light PLC technology
for those parts and created the world’s smallest opti-
cal system that forms the basis of an ultra-compact
light-source module that fits in the temples of smart
glasses.

Making sure that the limits of my imagination do
not become the limits of my research

—How do you find research themes?

Optical circuit technology—which is the basis of
my research—has matured as a device technology for
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optical fiber communications, so it can be said that it
is difficult to propose new ideas. Therefore, I started
to think that what type of light to input into an optical
circuit is more important than what type of optical
circuit is possible. This way of thinking is the same as
I mentioned at the beginning of this interview, name-
ly, it is important to know what kind of information to
handle to take advantage of the characteristics of
analog computation. By inputting visible light, which
has a different wavelength from that used for optical
communications, into an optical circuit, we would be
able to consider applications such as RGB light
sources. Also, by devising ways to put information on
optical signals, analog computation with optical cir-
cuits becomes possible. We might also be able to cre-
ate an optical quantum computer by inputting quanta
of light (photons) into an optical circuit. [ believe that
inputting new light into an optical circuit is the source
of creating a new optical circuit.

To foster different perspectives, I am paying atten-
tion to the trends of deep-tech ventures involved in
Al, quantum computers, and so on. Although it is a
mixture of good and bad, the ability of such venture
companies to quickly commercialize basic technolo-
gy (such as Al and quantum computers) is remark-
able. Collaboration is also important because through
collaboration, it will be possible to apply the optical
device technology we have developed thus far to
completely different fields. I have been greatly stimu-
lated by collaboration with other researchers and
companies, which is true joy of research.

—Do you feel that you have any advantage as a
researcher working at NTT laboratories? In addition,
could you tell us about the attitude that you value in
your research activities?

I think that various applications and collaboration
are possible only with outstanding optical circuit
technology that is difficult for others to imitate. The
optical-component technology of the research labora-
tory to which I belong represents research results
accumulated for half a century. With such a founda-
tion, adding a little more value or doing something
slightly different will lead to top-notch research
results. (Of course, there have been many cases in
which our approach has not worked.) We also have a
full range of research facilities that are necessary for
manufacturing, and such an environment is a huge
advantage in regard to advancing device research. To
put that another way, I believe that NTT researchers
have the mission to develop the technologies that we
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have developed thus far and implement them in soci-
ety. Through such efforts, we will be able to consoli-
date various technologies and create the direction of
technology trends.

Of course, it is not possible to conduct research by
only using the advantages of our laboratories; you
need to create value on your own accord. One of the
most important points that I keep in mind is to make
sure that the limits of my imagination do not become
the limits of my research. For example, the study of
optical circuits deals with the natural phenomenon of
“light.” Natural phenomena are far beyond my imagi-
nation, and many unexpected things can happen. I
think it is important to start your research with the
mindset “It would be great if that happened” instead
of “This is a natural phenomenon, so anything other-
wise cannot happen.” The design method shown in
Fig. 1(b) was developed on the basis of this mindset.
That is, by using light scattering, we can design opti-
cal circuits with desired characteristics. The conven-
tional idea behind optical circuits is to minimize as
much scattering as possible because scattering usu-
ally results in loss. Instead of adopting that mindset as
a starting point, we devised the design method shown
in the figure by first thinking about how to create an
optical circuit with the desired characteristics. Even if
you take this attitude, it does not mean it is always the
right way; even so, I think that is okay. I believe that
itis okay to make mistakes without hesitation because
natural phenomena will correct our wrong ideas after
we conduct calculations and experiments. Instead of
thinking about what is correct, it is important to think
hard about what you wish would happen.

First, let’s consider the definition of a
“good idea”

—What are some of the challenges you face as a
researcher?

It is normal for research to go wrong and for
researchers to struggle, so I tend to think positively
and try to persevere. I think that has always been the
case. My first research theme was hybrid optical inte-
gration of optical waveguides and semiconductor
lasers, which is a technology for assembling optical
components. Since such integration involved com-
bining multiple optical components, it was necessary
that all the components were aligned and fixed prop-
erly. At first, it looked like it would be easy to do it in
my mind because it was like putting together building
blocks; however, it did not go well, and I struggled for
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over a month. I researched the cause of the problem,
thought about it thoroughly, and corrected it. When I
was finally able to assemble all components properly,
I let out a shout with tears swelled up, and I would
have surprised anyone if they had been around.
Although it may have been a minor success, I remem-
ber how happy I was to think that I was the first per-
son in the world to know that I have achieved this.

Since having such experiences, I have come to
believe that rather than just trying to do what you can
do to break free of difficulties, it is better to face those
difficulties and think carefully about them. To do that,
it is important to be persistent in thinking things
through and optimistic in finding the right way for-
ward. If that approach still does not solve the prob-
lem, I try not to get stuck by changing my interpreta-
tions or assumptions and stay optimistic. For exam-
ple, I try to find value and meaning in work that I
dislike by viewing it from a different perspective. I
believe that there is a lot to learn by doing so, and by
expanding my work in this way, I will be able to meet
more people and come into contact with a wider vari-
ety of ideas.

—Would you say a word to future generations of

researchers?

Ijoined NTT and was assigned to a research labora-
tory, and since then I have been mostly engaged in
R&D. Along the way, there were times when I did not
know what I wanted to do as a researcher, and some-
times I felt that research was “just a job.” More than
20 years have passed, and sometimes I look back on
those early days. I feel that I have come to understand
the joy of research a little more by going back to my
original intentions and approaching my research from
that standpoint. I think it is very effective to go back
to your beginning from time to time to look at your-
self objectively.

In the past, I have been asked by a young research-
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er about my ideas for finding research themes. I think
that person was just trying to come up with a new
research theme. I answered, “The idea itself is natu-
ral, and you will come up with some sort of idea
soon,” and I still wonder if that was good advice.
Now, I think I would answer, “First, think about the
definition of a ‘good idea’.” The definition of a good
idea varies from person to person; for example, a
good idea may be one that can make money from
patents or can be cited in many other studies. My
definition of a good idea is one that I like. If you
deeply like an idea, you can discuss it with others
with passion and can overcome difficulties to make it
happen. If you define ideas in this way, I think it is
important to think things through in your own way
and have your own conviction, even if you cannot
prove or explain the idea fully; in other words, believe
in your ideas, without worrying about the results or
what people around you think.

My message to young researchers would be that if
you keep your original intentions in mind and pas-
sionately discuss good ideas with others, you will
surely enjoy your research.

H Interviewee profile

Toshikazu Hashimoto received a B.S. and M..S.
in physics from Hokkaido University in 1991 and
1993. He joined NTT Photonics Laboratories in
1993 and has been researching hybrid integration
of semiconductor lasers and photodiodes on sili-
ca-based PLCs and conducting theoretical
research and primary experiments on the wave-
front-matching method. He is a member of the
Institute of Electronics, Information and
Communication Engineers and the Physical
Society of Japan.
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Pioneering a Next-generation Basic
Theory and Purpose-specific
Cryptography toward the Future of
Symmetric-key Cryptography

Yosuke Todo

Distinguished Researcher, NTT Social

Informatics Laboratories

Abstract

Cryptography is an essential technology for secure information
communications. Types of cryptography include public-key cryp-
tography and symmetric-key cryptography. Here, we’re talking to
Yosuke Todo, a distinguished researcher who is working on build-
ing a basic theory for symmetric-key cryptography and research-

ing purpose-specific cryptography.

Keywords: symmetric-key cryptography, purpose-specific cryp-

tography, tamper resistance

Symmetric-key cryptography: Using a common
key for encryption and decryption

—What is symmetric-key cryptography?

In information communications, hiding and pro-
tecting your information hinges on encryption.
Encryption can be thought of as the “gears,” the
smallest parts composing the larger system of secu-
rity. A missing or broken gear can affect the entire
system, and may lead directly to safety issues. As
such, you could think of cryptography research as
pursuing the creation of highly secure, high-perfor-
mance gears.

Cryptography uses separate keys for encryption
and decryption, and within that there is public-key
cryptography, which uses a public encryption key,
and symmetric-key cryptography, which uses the
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same key for encryption and decryption (Fig. 1).

Public-key cryptography can be compared to a pad-
lock on a shed. Anyone can lock a padlock, but they
need a key to open it. Public-key cryptography is a
mechanism where there are many distributed “pad-
locks,” but they can only be opened by the person
with the corresponding key. To reproduce this digi-
tally, the system is contrived to make use of mathe-
matical problems that are difficult to solve, such as
integer factoring, discrete logarithmic problems, and
lattice problems. And so, just as with solving these
difficult math problems, encryption and decryption
require complex computer-based calculations.

On the other hand, symmetric-key cryptography
can be compared to a safe in a hotel room. You enter
a particular number when you lock it, and then enter
the same number again to unlock it. Unlike public-
key cryptography, symmetric-key cryptography is



Public-key cryptography

e Like a padlock

* Separate keys used for
encryption and decryption

* Complex math calculations
required

Symmetric-key cryptography

e Like a safe

* Same key used for encryption
and decryption

* Created through efficient
calculations

Fig. 1. Public-key cryptography and symmetric-key cryptography.

based on the concept of making efficient calculations
based on the environment in which it is used. As a
result, symmetric-key cryptography is 100 to 1000
times faster than public-key cryptography, and so is
well suited for encrypting large amounts of informa-
tion.

I work with symmetric-key cryptography, and my
current research topics are “A Basic Theory for Next-
generation Symmetric-key Cryptography” in the
medium to long term, and “Purpose-specific Cryp-
tography and Solutions” in the short, medium, and
long term.

Unlike public-key cryptography, symmetric-key
cryptography isn’t based on difficult mathematical
problems, so there are important questions about
whether or not the encryption itself is really secure,
and how to ensure that security.

For example, the Caesar cipher, used by ancient
Roman politician Julius Caesar, could be considered
a symmetric-key cipher that shifts each letter of the
unencrypted text (the plaintext) a certain number of
positions in the alphabet; however, it is very easily
attacked. In general, symmetric-key ciphers can be
created by anyone, but the drawback is that they can
quickly be broken by someone without any special
equipment. Nearly half a century has passed since the
emergence of cryptographers specializing in sym-
metric-key cryptography, and nowadays there are
many ciphers that are considered difficult to crack.
However, even if you can ensure a cipher is secure by
testing it with various attacks, you cannot guarantee
it will be safe against the attempts of a future crypto-
graphical genius.

The basic theory of symmetric-key cryptography is
to discover new methods of attack and analysis, and
to explore measures that ensure absolute safety
against existing methods of attack and analysis. Of
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course, it’s hard to create truly secure encryption, and
in practice it’s more like working toward encryption
that is absolutely secure against a particular kind of
attack, going some way to ensuring overall security.

In a way, this is the defining goal of all cryptogra-
phers, and ever since joining the company I have been
focusing on an attack method known as “integral
cryptanalysis,” and studying the complexity of cryp-
tography—phrased more technically, I have been
researching the vulnerabilities of attacks that involve
accurately estimating algebraic degrees. And to put it
simply, it’s research that aims to get to grips with the
upper bounds of the security of an encryption: know-
ing that if the encryption is attacked, the security will
be lower than a certain level at best. As a result, in
2015 I was the first Japanese person to receive the
Best Paper Award at Crypto, the premier international
conference in the field of encryption, and in 2020 I
became the third ever person to win the award twice.
Recently, I have also been working on research where
the lower bounds of the security are considered, i.e.,
where you know that security is higher than a certain
level, at least.

We compared encryption to gears earlier, and gears
are generally manufactured without the creators
knowing where the gears are going to be used. We’re
therefore trying to create gears that are as safe and
high-performance as possible. However, of course
there will be special gears out there that are only used
for certain products.

And like these gears, the same approach can be
used in creating custom-made ciphers to suit specific
applications, which is the topic of my research on
“Purpose-specific Cryptography and Solutions.” In
recent times, Internet of Things devices and smart
cards are increasingly handling sensitive data such as
personal information, and so more devices require



encryption. In response to this, I am working on light-
weight encryption that can be implemented on devic-
es with less computing power than personal comput-
ers.

My research into “A Basic Theory for Next-gener-
ation Symmetric-key Cryptography” will potentially
create a generic standard cipher; It will combine
research from the perspective of the attacker, under-
standing the upper bounds of the security of an
encryption, and research from the perspective of the
designer, understanding the lower bounds of the
encryption’s security, and ensuring high security of at
least a certain level. The foundation of today’s
encryption was developed 40 years ago, so if a new
generic standard cipher is built, it could become the
foundation for the next generation of encryption,
increase security, and find applications in all sorts of
fields.

One type of purpose-specific cryptography is ultra-
low-energy encryption, which is expected to be use-
ful in the medical field. For example, consider a
medical device, implanted in a person, that collects
and transmits a variety of vital data to a medical insti-
tution. Such sensitive vital data should, of course, be
encrypted to prevent plagiarism and tampering. How-
ever, it is quite the ordeal to have surgeries every time
the device’s battery is depleted. So the device needs
to run for a long time on a small battery, and the
encryption also needs to consume as little energy as
possible.

Previous approaches to cryptography have been
quite all-purpose, balancing all elements and improv-
ing overall performance. However, if you make a
compromise in one area you can ramp up the perfor-
mance in another to suit the application, and this is
what I aim to do with purpose-specific cryptography.
In addition, various types of encryption may be pos-
sible depending on the application. For example,
minimizing the circuit size using small sensors, or
minimizing the communication latency between the
central processing unit and the memory.

I think it would be interesting to ask organizations
that deal with confidential data and personal informa-
tion about how their data are used, and then create
new, specific encryption methods to meet those
needs.
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First, we are aiming for ultimate tamper resistance.
Current cryptographic safety studies assume that the
plaintext and ciphers will be seen by third parties, but
that the intermediate stage, during the actual encryp-
tion process, will not be seen. However, there have
been instances of a type of attack called a “side-
channel attack,” which figures out encryption keys
using information such as the power consumption of
hardware and electromagnetic wave leakage. It can
be even more serious in the case of software, with
instances of reverse engineering being used to extract
the algorithms in the encrypted portion of an app
downloaded to a smartphone. The strength to with-
stand these attacks on the encryption process is called
“tamper resistance.”

Given that the encryption process itself is being
exposed, we are now focusing on research areas such
as “white box cryptography” and “gray box cryptog-
raphy” that, while they may not currently be 100%
secure, are safe in the event of an encryption algo-
rithm being leaked.

NTT’s strength is that it has many talented people.
When I joined the company ten years ago, I didn’t
know about symmetric-key cryptography, how to
write papers, or how to conduct research, but I
received a lot of guidance from my senior colleagues.
We do have to create new research fields ourselves,
but when you’re just getting to grips with the basics
of research, you have the advantage that you can
increase the speed and quality of your learning by
following the paths skillfully carved out by your



senior colleagues, rather than by studying alone.

I also think it’s valuable to have several distin-
guished researchers in the same laboratory working
on the common field of encryption. I think that hav-
ing multiple distinguished researchers working in the
same area will create diversity in research, which will
in turn lead to the creation of new technologies.
Above all, young researchers who are under the guid-
ance of distinguished researchers will also be pro-
moted if they get important results, which I think will
be encouraging for them.
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H Interviewee profile

Yosuke Todo joined NTT in 2012 as a master’s
graduate, and worked for NTT Secure Platform
Laboratories. He received the Crypto Best Paper
Award in 2015, completed a Ph.D. at Kobe
University in 2017, was a visiting researcher at
Ruhr-University Bochum from July 2019 to
October 2020, and received the Crypto Best
Paper Award in 2020. He has been a distinguished
researcher at NTT Secure Platform Laboratories
since April 2021, and is currently a distinguished
researcheratNTT Social Informatics Laboratories.
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Opening Up about Our Collaboration
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Abstract

There are several means of conducting scientific research. Corporations have traditionally adopted a
proprietary approach. The academic world, by contrast, conducts research in a more open and collab-
orative manner. This article compares these two approaches in the context of basic and applied research;
explains why NTT Research, a private company, has adopted an Open Lab model; and reviews how this

is working out in practice.

Keywords: Open Lab, research strategy, research community

1. Proprietary vs. open models

Until a few decades ago, corporations typically
conducted research using internal resources alone.
One classic example was Bell Telephone Laborato-
ries. Originating from engineering departments
within the American Telephone & Telegraph (AT&T)
and Western Electric companies, and now known as
Nokia Bell Labs, this famous research organization
was responsible for many breakthrough technologies,
including the electronic transistor. These results,
including thousands of patents, were the outcome of
basic and applied physics research conducted by Bell
Labs’ employees. Another example on a smaller scale
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is that of a former Bell Labs engineer, Chester Carl-
son, who patented a dry photocopy technique known
as Xerography that he developed in his laboratory.
Each technology, the transistor and Xerography, grew
into very big businesses in the 20th century.

However, many companies in the U.S. are now
focusing on applied research for their products or
services, such as autonomous driving, artificial intel-
ligence based on deep neural networking, etc., rather
than on basic research. Basic research has tended to
be the domain of universities, not corporations, and
this remains the case today. This kind of research has
the potential for various future products and services,
but these beneficial outcomes require very long lead
times and the assumption of many types of risks.

In addition to established laboratories in Japan,
NTT founded NTT Research in the U.S. with the
transformational vision of “Upgrade Reality.” NTT
believes exploring basic research is also a means to
create brand-new business value in the future. In
theory, by hiring the right mix of scientists, NTT
Research could try to gain a monopoly on any new
knowledge acquired in this pursuit, along with the
rights of invention. However, the founders of NTT
Research chose another path. We realized that many
of the challenges facing our current and future gen-
erations are extremely complex and closely inter-
twined. For example, one of the goals of medical care
is to enable patients to recover from illness and
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maintain their health more easily. Everyone has a dif-
ferent constitution, so we believe it is necessary to
provide precise medical care suited to the individual.
When we explore precise medical care, we need not
only medical and biological knowledge but knowl-
edge related to drug discovery, sensing, big data ana-
lytics, treatment materials, etc. To achieve precise
medical care, we believe we need to improve upon
the accuracy of these technologies.

To gather as much insight, experience, and wisdom
as possible, as well as to manage our risk in precision
medical care and other research areas, we decided
that an Open Lab strategy was the better way to go.
This Open Lab approach is more akin to academic
and government-sponsored research, rather than
corporate research, which on the whole aims for
short-term product development. Research universi-
ties pursue scientific discovery in the open, with
results shared and evaluated by peers. Foundational
knowledge is often the common goal. Government-
directed research may have more specific goals, but it
is also a collective effort for social benefit. The U.S.
Defense Advanced Research Project Agency
(DARPA), famously responsible for creating the
Internet by collaborating with several universities, is
a case in point.

The NTT Research executive team and board have
taken the lead in establishing the vision “Upgrade
Reality,” and setting goals such as a cardiovascular
bio digital twin and a quantum computing system
based on optical technologies. Our vision and goals
are connected to resolving parts of social problems,
for instance: precise medical care through the bio
digital twin or drug discovery through a new kind of
quantum computing. Because our high aspirations
are beyond the reach of any single company, we have
adopted an Open Lab strategy that faces outward,
predominantly through joint research projects with
other worldwide research organizations. We contrib-
ute our new knowledge, results, and findings in the
public as papers or as joint patents with collaborators.
We also see ourselves as a venue for discussion, seek-
ing various viewpoints to expand upon the ideas of
any individual researcher.

2. Open-source and NTT Research operations

In certain ways, our method resembles that of open-
source software development. In that model, an indi-
vidual or small community first approaches a coding
project with a vision and goal. When more developers
and users realize the value of the initiative, the com-
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munity expands, attracting developers of not only
core software but also applications. The knowledge
and ideas proposed by community members improves
the code, which in turn increases its value.

The Coherent Ising Machine (CIM) research group
within our Physics and Informatics Laboratories (PHI
Lab) has a comparable record. Starting with just sev-
eral internal employees, within our first year the CIM
group gained eight joint research partners, covering
theoretical and hardware research of optical-based
quantum computers. In our second year, this has
grown to 13 organizations and over 60 members,
including collaborators. We are now achieving new
breakthroughs as we gain employees and collabora-
tors, including scientists who are researching CIM
applications, such as compressed sensing, drug dis-
covery, and artificial/biological brain science.

Like the PHI Lab, our Medical and Informatics
Laboratories (MEI Lab) has a clear and visionary
lead product—the aforementioned bio digital twin, a
virtual replica of individuals in cyberspace. In the
initial phase, we are focused on the cardiovascular
system. The MEI Lab is also engaged in research on
implantable electrodes and remote sensing that can
capture many types of vital information from the
actual human body. Like the PHI Lab, the MEI Lab
can subdivide its research, with collaborators taking
on parts of the agenda. The National Cerebral and
Cardiovascular Center in Japan and the Technical
University of Munich in Germany, for instance, have
become key partners.

Measured in terms of contributions to leading aca-
demic conferences, our Cryptography and Informa-
tion Security Laboratories (CIS Lab) has become a
world leader in its field. While the CIS Lab has estab-
lished several joint research agreements, its members
also collaborate with peers on a less formal, topical
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basis. The cryptography team’s research is more aca-
demic and theoretical, whereas the blockchain team’s
work is more applied, with implications in law, pri-
vacy, and other practical concerns. Theoretical
research within cryptography is deepened by discus-
sions between researchers who have the same interest
in a target topic. It resembles the kind of small com-
munity that initiates an open-source project. Mem-
bers of an open-source community might write code
and documents as their goal. Our CIS Lab researchers
write scientific papers.

Across all three labs, we might adjust our strategy
if some topics shift from basic research into product
development. Regarding basic research, where dis-
coveries should become public assets, the Open Lab
strategy is a sound method.

3. Open Lab requirements

To succeed, an Open Lab strategy needs to meet
several requirements. Funding is key, as it can clearly
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accelerate research activity. However, without a clear
vision, strong leadership, and an effective team, funds
are likely to be inefficiently distributed. Of all
requirements, vision is the most important.

About 40 excellent researchers have gathered
around our “Upgrade Reality” vision over the past
two years. We hope to improve upon today’s “Reali-
ty,” addressing social and industrial problems that
face the current and next generations. With a clear
vision, the direction of research proceeds in the right
manner. However, this is not necessarily without
detours, which are often associated with trial and
error. Basic research, especially involving multiple
laboratories, contains a natural element of surprise.
Therefore, we need to allow for some flexibility as
well. Because basic research involves unknown facts
and brand-new technology, it also carries risk. By
subdividing and distributing tasks, the Open Lab
strategy helps to manage that risk and increase the
likelihood of success.
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Making the Blockchain Ecosystem
Secure, Scalable, and Sustainable

Shin’ichiro Matsuo

Abstract

In place of the centralized computation of the Internet’s current architecture, blockchain could be used
to implement self-resilient or self-operating systems, as it upkeeps states with highly resilient mecha-
nisms by design. Despite blockchain’s potential to correct problems associated with the current Internet
ecosystem, there are several issues that need addressing within the blockchain ecosystem. These include
security; the tradeoff between scalability and decentralization; and sustainability.

Keywords: blockchain ecosystem, smart contract, proof-of-work mechanism

1. Potential and issues regarding the
blockchain ecosystem

Whether you are interested in blockchain or not,
there are several reasons for engaging with it. Cryp-
tocurrency, smart contracts, and non-fungible tokens
(NFTs) rely upon this distributed ledger-based tech-
nology, and it could have revolutionary implications
for global networking and information technology
(IT) companies, and the Internet at large.

The Internet, for instance, was originally designed
to achieve global networking without a single point of
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failure (SPOF). However, the current problem for the
ecosystem over the Internet is that tech giants have in
effect become such SPOFs. Hence, there is a contin-
ued need for extensible trust without these risky
flaws. In place of the centralized computation of the
Internet’s current architecture, blockchain could be
used to implement self-resilient or self-operating sys-
tems, as it upkeeps states with highly resilient mecha-
nisms by design.

Despite blockchain’s potential to correct problems
associated with the current Internet ecosystem, there
are several issues that need addressing within the
blockchain ecosystem. These include security, broad-
ly understood; the tradeoff between scalability and
decentralization; and sustainability.

2. Security and cryptography

Studies conducted on the formalization of block-
chain security requirements have largely neglected to
consider the entire technology and all its systems.
While this does not necessarily imply insecurities, it
means we are unable to demonstrate that blockchain
does not contain vulnerabilities.

The presence of risk applies not only to blockchain
specifications but also to its implementation. The
attack in 2016 on a decentralized autonomous organi-
zation illustrated the possibility of exploiting vulner-
abilities in the Ethereum blockchain code. Because of
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the pervasive role that blockchain is expected to play
as a social infrastructure tool, the impact of security
incidents could increase dramatically. This means
there is a need for vulnerability-handling procedures
to ensure the quality of code and respond to attacks
when they occur.

There also needs to be a standard operating model
regarding the use of cryptography. When the IT
industry transitioned from secure hash algorithm
(SHA)-1 to SHA-2 several years ago, following a
reported compromise of SHA-1, the Bitcoin and
blockchain engineering community for the most part
lacked the experience, mechanisms, and operations to
do likewise.

With quantum computing looming as a long-term
threat, the digital signature schemes used in block-
chain technologies could also become insecure.
Efforts to develop post-quantum cryptographic tech-
niques are underway. The U.S. National Institute of
Standards and Technology (NIST), for instance, has
selected post-quantum finalists covering public-key
encryption and digital signatures. Because long-term
operations are assumed with blockchain applications,
it is important to transition to equally long-term,
secure cryptographic techniques. Cryptographic agil-
ity, which means a level of flexibility when the under-
lying cryptography is compromised, should be imple-
mented into blockchain technology, operations, and
governance mechanisms.

3. Scalability vs. decentralization

The blockchain ledger is processed according to a
specified rule of processing speed. (In the case of
Bitcoin, 1-MB block of data is added every 10 min-
utes.) This upper bound on the maximum number of
transactions per unit time effectively puts a limit on
scalability, which advancing computing power can-
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not overcome.

One solution is to increase the size of the block by
changing its specifications. However, this would
increase the amount of data stored at all user nodes.
This could result in only wealthy individuals or par-
ties having the resources to operate the nodes, which
in turn decreases their number. A solution involving
fewer nodes would therefore contradict the original
“decentralization” philosophy of permission-less
blockchain, making such blockchains less secure.

The trade-off between scalability and decentraliza-
tion is related to design philosophy. Reducing the
number of nodes or setting multiple nodes in the same
cloud computer (to achieve greater scalability) may
destroy one of the prime merits of public blockchain,
namely, the removal of centralized operators. It is,
therefore, crucial to consider the cost-merit balance
of introducing such a semi-decentralized blockchain
when we expand its applications.

4. Sustainability

From an environmental perspective, there is con-
cern about whether the proof-of-work (POW) block-
chain consensus mechanism used by Bitcoin is sus-
tainable given the tremendous amount of energy
consumed in mining these digital assets. The alterna-
tive proof-of-stake (POS) mechanism is much more
energy-efficient; however, POS faces numerous imple-
mentation challenges, including confirmation delays.

From a business perspective, public blockchain
systems such as Bitcoin are considered self-resilient
because their protocols implement fees for operations
through self-issuing crypto assets. A capital growth
theory analysis indicates that blockchain systems are
usually sustainable, although stakeholders uncon-
strained by certain standard rules of business (such as
those involving taxes, energy costs, or risk of bank-
ruptcy) could undermine a chain’s viability. Similar-
ly, if we were to see a so-called selfish mining attack
on the POW mechanism, it could lead to the collapse
of a chain, another limit on sustainability. It is also
worth mentioning that the use of blockchain by itself,
for instance in NFTs or self-executing contracts, does
not guarantee outcomes that could be characterized
as fair. Achieving fair outcomes calls for appropriate
design considerations.

What that also means is that in addition to further
analysis, we are likely to need regulations in this
field. If we are interested in a new type of public, self-
resilient Internet infrastructure mentioned at the start
of this article, we may need to upgrade blockchain.
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The Future of Problem Solving: The
Coherent Ising Machine Approach

Yoshihisa Yamamoto

Abstract

Several new computing models tackle combinatorial optimization problems. These include adiabatic
quantum computation, also known as quantum annealing, and the coherent Ising machine (CIM). The
Physics and Informatics Laboratories at NTT Research launched a CIM initiative, and NTT Basic
Research Laboratories built large-scale CIM prototypes. This article reviews the CIM approach, results

to date, and future research agenda.

Keywords: coherent Ising machine, optimization problems, optical parametric oscillator

1. Introduction

The current computing model, composed of pro-
cessing, communication, and memory units, is more
than 70 years old. To overcome the inherent limita-
tions of this model, over the past few decades, physi-
cists, computer scientists, and technology companies
have been exploring a range of new approaches. A
common goal with these alternative models, which
use a mix of analog, digital, classical, and quantum
technologies, is to solve extremely difficult computa-
tional challenges with reduced energy cost.

Such challenges commonly target non-determinis-
tic polynomial-time (NP)-hard or NP-complete prob-
lems. There are several types of NP-hard problems.
One type targets combinatorial optimization, i.e.,
finding an optimal solution from a large set of candi-
dates. One of the earliest described combinatorial
optimization problems was determining the mini-
mum total distance in a journey to N number of cities.
Calculated by factorials, the number of combinations
becomes astronomically high as N increases.

Several new computing models tackle combinato-
rial optimization problems. These include adiabatic
quantum computation, also known as quantum
annealing (QA), and a coherent Ising machine (CIM).
The Physics and Informatics Laboratories (PHI Lab)
of NTT Research launched a CIM initiative, and NTT
Basic Research Laboratories built large-scale CIM
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prototypes. This article reviews the CIM approach,
results to date, and future research agenda.

2. Definition of terms

To understand the CIM approach and why it is a
type of quantum/classical hybrid computing, let us
define some terms, starting with Ising then turning to
coherent. The proper name refers to Ernst Ising, a
German physicist linked to a mathematical model
created in the 1920s to describe magnetic orders.

The Ising model originally consisted of a one-
dimensional set of discrete variables representing N
magnetic moments of atomic spins, each of which
has two possible states (+1 or —1). Its energy was
expressed in terms of the sum of pair-wise (two-
body) interaction, Hamiltonian. Solving the model
involves finding its ground state, which is the lowest
energy state. If a spin-spin coupling configuration is
not simple and cannot be described by planar graphs,
finding the ground state of an Ising Hamilton falls
into the NP-hard category of computational complex-
ity.

The most important active component in a CIM is
an optical parametric oscillator (OPO). First demon-
strated in 1965, about five years after the invention of
the laser, the OPO is a coherent light source. It is
distinct from the laser because it produces a quantum
state of light (squeezed state). While the Ising model,

16



Feature Articles

which evolved from a one- or two-dimensional lattice
framework, mathematically represents the atomic
spins in any complex configuration, the OPO-based
CIM creates a universe of artificial spins, which can
then be mapped to a real-world combinatorial optimi-
zation problem through an N x N coupling matrix.
The solution corresponds to an optimum configura-
tion of spins that minimize their energy function.

This system is doubly coherent in the following
sense. When one photon is eliminated from a pump
pulse sequence at frequency 2, two photons (called
a photon-pair or biphoton) are generated simultane-
ously in a signal pulse sequence at frequency o. If a
CIM consists of two OPOs, a single photon pair
exists simultaneously in two OPOs as linear superpo-
sition. If the CIM consists of N OPOs, a single photon
pair exists simultaneously in N OPOs as linear super-
position. Therefore, the elementary excitation of the
CIM coherently spreads in an entire machine consist-
ing of N OPOs.

This fact means that each OPO state simultaneously
exists in a vacuum state with a zero-photon state with
a large probability and two-photon state with a small
probability. Because of this coherent superposition
nature, each OPO state occupies 0-phase (down spin)
and m-phase (up spin) states even if there is one and
only one photon pair in an entire machine. Therefore,
a prerequisite for quantum computation, linear super-
position of two states, is naturally satisfied in a CIM

[1].

3. Two CIM types

In practice, there are two types of CIMs: one using
an optical delay line (ODL) and the other using mea-
surement feedback (MFB) to introduce the coupling
matrices. As mentioned above, the OPO absorbs one
photon from the pump field and emits two photons
into the signal field simultaneously. As a result of
interference among the zero- and two-photon states,
the electromagnetic field is stretched into a squeezed

above threshold (either |1) or [{))

t/ (OPO), (OPO), (OPO),
A \ N/ NN, S \ N { >} y
A Y, M

below threshold (linear superposition of | 1) and |{))

NTT Technical Review  Vol. 20 No. 1 Jan. 2022

vacuum state or a linear superposition of up- and
down-spin states. If the pump amplitude is further
increased, the stretched noise is finally split apart into
the two states with positive and negative average
amplitudes.

That splitting point marks a transition from quan-
tum to classical mechanics. The quantum region
below the threshold is represented by a linear super-
position of up- and down-spin states and above it, by
a classical up or down spin, but not both simultane-
ously. It is the states of photon pulses that change a
CIM from quantum to classical, allowing for reading
out final answers with high accuracy [2].

Regarding the MFB-CIM, following the OPQO’s
generation of two photons, an optical beam splitter
creates a quantum correlation between the internal
and external (measured) fields. The use of homodyne
detection, which extracts information encoded as an
amplitude of an external signal field, induces state
reduction for the internal field [3]. (The measurement
of a quantum system induces, via “wave-function col-
lapse”, a completely new state.)

In the ODL-CIM, optical mutual coupling creates
the quantum correlation (entanglement) among
OPOs, while in the MFB-CIM, the original quantum
correlation is converted to classical correlation
among OPOs via measurement feedback. The differ-
ence between the two CIMs, which both involve
quantum-to-classical transitions, is that the separa-
tion or breaking of symmetry occurs through quan-
tum correlation for the ODL-CIM and classical cor-
relation for the MFB-CIM.

The two machines also have different histories and
tradeoffs. The CIM was originally demonstrated
using an ODL, but for the past five years, MFB has
predominated. While an ODL is more difficult to
implement, once set up, it promises higher opera-
tional speed and lower energy consumption.

4. CIM performance

How has a CIM performed to date? Two tests, one
experimental and the other mathematical, indicate a
CIM’s unique computational power.

In a 2019 benchmark study between the MFB-CIM
and QA [4], the success probability (time to solution)
of this CIM outperformed QA by an ever-widening
gap as the problem size increased. For a dense Max-
Cut problem of N = 55, for instance, the MFB-CIM
determined a solution seven orders of magnitude
faster than did QA from D-Wave, Inc. For a problem
size of 100, the differential was estimated as 21
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orders of magnitude.

These extremely large differentials derive from
design. Whereas the MFB-CIM had all-to-all connec-
tions among its 2000 spins, QA was connected only
locally. This resulted in a divergence in the number of
spin-spin couplings: 4 million (CIM) vs. 8 thousand
(QA). Ultimately, the difference can be traced back to
the basic hardware platforms. QA consists of local-
ized spins and requires real wiring to connect qubits
(the basic unit of quantum information). By contrast,
a CIM is based on a de-localized harmonic oscillator
field, in which mutual spin coupling can be imple-
mented at any place in the machine.

In a mathematical comparison with an ideal QC
machine [5], the MFB-CIM also outperformed it. In
this comparison, the ideal QC exhibited no decoher-
ence, no energy dissipation, no gate error, and all-to-
all qubit coupling—conditions that are far from being
actualized. Even so, the time-to-solution (TTS) for
discrete adiabatic quantum computation (dAQC) and
the Grover search, an optimum quantum algorithm
for unstructured search, fell far behind. The TTS for
Grover search and dAQC scaled in accordance with
the exponential of problem size n, and the TTS for the
MFB-CIM scaled in accordance with the sub-expo-
nential of n, an increasingly small number.

In this case, system design again matters. The uni-
tary QC machines are limited to linear amplitude
amplification at best, while a dissipative CIM can
increase in this regard exponentially. It can do so
because the operating principle of the quantum-to-
classical transition enables the stimulated emission of
photons above the OPO threshold.

In the latest numerical simulation study [6, 7], the
CIM with amplitude error correction feedback can be
competitive also against state-of-the-art digital heu-
ristics such as Breakout Local Search (BLS) and
Simulated Bifurcation Machine (SBM).

5. Future research agenda

Notwithstanding the strong results from CIM pro-
totypes and mathematical studies, there remains
much from a theoretical perspective to understand
about how they perform. This situation contrasts with
the prevailing scenario in the QC domain, where
experimental results lag far behind the theory.

To remedy this knowledge deficit, NTT Research
launched an ambitious, long-range collaborative
exercise with 14 institutions: Stanford University,
California Institute of Technology, The University of
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Chicago, Cornell University, Harvard University,
University of Michigan, Massachusetts Institute of
Technology (MIT), NASA Ames Research Center,
University of Notre Dame, Swinburne University of
Technology, Tokyo Institute of Technology, The Uni-
versity of Tokyo, University of Waterloo, and 1QBit.
These joint research projects with 25 principal inves-
tigators cover a wide range of topics, including quan-
tum optics and information, neural network and brain
science, nonlinear photonics, combinatorial optimi-
zation, and machine learning.

To be on the edge of new knowledge can be exhila-
rating. First, there are pressing, real-world problems
that a CIM could solve in areas such as operations
and scheduling, drug discovery, wireless communica-
tions, finance, integrated circuit design, compressed
sensing, and machine learning. Then there is the
range of interdisciplinary viewpoints that impinge
upon this research, which arguably amount to a new
field of study. Neuroscience may be one of the most
significant of these areas of knowledge.

Compared with the static nature of the long-standing
legacy computing model, the new paradigm, which
includes CIMs, is shifting toward more brain-like
functionality, a point captured in our PHI Lab slogan:
“Quantum Physics meets Brain Science on Optical
Platform.”
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Abstract

The mission of the Medical and Health Informatics Laboratories at NTT Research is to make advance-
ments in the medical and health sciences that will improve an individual’s overall wellness and health
outcomes. Our bio digital twin initiative aims to create digital replicas of patients that physicians can
then use to simulate various treatments to enable optimal and patient-specific therapeutics. This article
provides recent updates on our projects and team members.
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1. Introduction

The mission of the Medical and Health Informatics
Laboratories at NTT Research is to make advance-
ments in the medical and health sciences that will
improve an individual’s overall wellness and health
outcomes. Our bio digital twin initiative aims to cre-
ate digital replicas of patients that physicians can then
use to simulate various treatments to enable optimal
and patient-specific therapeutics. In the initial phase
of this project, we at the MEI Lab are developing a
cardiovascular bio digital twin (CV BioDT). We are
targeting the cardiovascular system in part because of
that system’s prominent role in global mortality rates
and the relatively high availability of data required
for modeling.

Over the past year, the MEI Lab has made signifi-
cant progress on several fronts. In December 2020,
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we signed a research agreement with Japan’s Nation-
al Cerebral and Cardiovascular Center (NCVC) to
jointly develop cardiovascular disease-related com-
putational models, implement them on a bio digital
twin platform, and develop applications for use by
physicians and patients. In the first half of 2021, we
made two key hires, Dr. Jon Peterson, newly pro-
moted to a distinguished scientist, and Iris Shelly as a
scientist.

2. NCYVC joint research

The two-and-a-half-year project with the NCVC is
titled “The Development of Human Hemodynamics
Mapping and Autonomous Multimodal Therapeutics
Systems.” It involves research at both organizations.
The principal investigator (PI) for the joint research
agreement on the NCVC side is Dr. Keita Saku, labo-
ratory chief of NCVC’s Department of Cardiovascu-
lar Dynamics. I have the PI role on the NTT Research
side.

The agreement calls for the NCVC to develop inte-
grated computational models to support multimodal
closed-loop interventions for acute myocardial
infarction (AMI) and acute heart failure (Acute HF).
In parallel, the MEI Lab will be implementing these
models into a bio digital twin platform and develop-
ing physician- and patient-oriented applications to
support physician clinical decision making and
patient self-care.

The NCVC is a semi-independent national institu-
tion. Its government affiliation is through the Japan
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Ministry of Health, Labor and Welfare, the counter-
part to the U.S. Department of Health and Human
Services. The NCVC focuses on intramural cardio-
vascular clinical practice and dedicated cardiovascu-
lar research. As such, it resembles the National Heart,
Lung and Blood Institute (NHLBI) of the U.S.
National Institutes of Health. Unlike the NHLBI,
however, the NCVC is not a cardiovascular research
funding agency.

Near-term goals for the joint project include the
development and validation of models representing
heart and vascular dynamics, particularly as they
relate to AMI and Acute HF. Heart and vascular mod-
els that include neural control of circulation, as well
as heart energetics, will be fundamental to computa-
tional platforms for determining optimal therapies for
heart conditions. New models that Dr. Saku is devel-
oping in support of the CV BioDT will help deter-
mine optimal interventions for AMI and Acute HF
across multiple therapeutic modalities such as medi-
cations, medical devices, and neuromodulation. The
longer-term goal is to achieve patient-specific CV
BioDTs to enable patient-specific therapeutics.

The MEI Lab entered this partnership with Dr. Saku
and the NCVC because of their internationally recog-
nized expertise in cardiovascular regulation and
advanced technologies relating to closed-loop auto-
mated therapeutic interventions for conditions such
as heart failure and mechanical circulatory support.
This exciting project has also benefited from the
instrumental support of Dr. Kenji Sunagawa, profes-
sor emeritus in the Department of Cardiovascular
Medicine at Kyushu University and founder of the
Department of Cardiovascular Dynamics at the
NCVC Research Institute. Dr. Sunagawa trained both
Dr. Saku and myself (in my case, at Johns Hopkins
University, Kyushu University and NCVC) and
helped orchestrate this agreement. Going forward, he
will play a leadership role in this project for the MEI
Lab.

By February 2021, the MEI Lab had already con-
ducted two proof-of-concept studies to establish
requirements and frame the initial bio digital twin
platform architecture. The CV BioDT models devel-
oped through this joint research agreement will need
to be validated in further studies before subsequent
validation in preclinical human studies. These tests
will be conducted at NCVC hospitals. During later
stages of the CV BioDT validation and rollout, addi-
tional organ systems will be added towards the goal
of an overall bio digital twin. In a noteworthy devel-
opment, interfaces with the renal, respiratory, pulmo-
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nary and some neural systems are advancing sooner
than expected.

3. New staff scientists

In February 2021, it was announced that Dr. Jon
Nels Peterson had joined the MEI Lab, then as a
senior scientist. Dr. Peterson is a biomedical engineer
with both academic and medical device industry
experience. He had most recently been principal
clinical systems engineer at Micro Systems Engineer-
ing, Inc., where he was the lead systems engineer for
a family of implantable cardiac monitors. He also
previously held research and engineering positions at
Boston Scientific CRM and Creare, Inc. and was a
research assistant professor at the University of Ver-
mont College of Medicine. Dr. Peterson’s back-
ground as a research scientist and clinical systems
engineer, with experience in hardware, firmware, and
software subsystems, his talent for mathematical
modeling and simulation, and his understanding of
physiological control systems, as well as pathophysi-
ological states such as heart failure, all bear directly
on the MEI Lab’s agenda.

In June 2021, it was announced that Iris Shelly had
joined the MEI Lab as a scientist. An applied research
engineer with expertise in biomedical signal process-
ing and low-power devices, Shelly was most recently
a senior applied research engineer at Micro Systems
Engineering, Inc., where she designed, developed,
and validated cardiac arrhythmia detection algo-
rithms. She is initially working on model architecture
and the interface for the CV BioDT. Her algorithm
design experience and attention to detail, honed
through years of experience in medical device
research and software verification, are vital skills in
support of model development for the CV BioDT.
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4. Leadership shift

Taken together, the partnerships with the NCVC
and new hires represent significant progress for the
MEI Lab’s bio digital twin initiative, which I have led
since joining NTT Research in 2020. Before closing,
I should mention another notable development: my
appointment as director of the MEI Lab in July 2021,
where I succeeded Dr. Hitonobu Tomoike, who has
assumed the position of research professor at the

Joe Alexander

Director, Medical and Health Informatics
Laboratories, NTT Research, Inc.

After graduating with a degree in chemical
engineering from Auburn University, he studied
medicine as a fellow of the Medical Scientist
Training Program (MSTP) at Johns Hopkins
Medical School, where he received both an MD
and PhD. His PhD is in biomedical engineering,
where he specialized in cardiovascular dynamics,
training with Dr. Kenji Sunagawa in the labora-
tory of the late Dr. Kiichi Sagawa. Immediately
afterwards, he completed a fellowship in research
cardiology at Albert Einstein College of Medi-
cine before additional training as a Japan Society
for Promotion of Science (JSPS) Fellow at
Kyushu University. He then took academic fac-
ulty positions in biomedical engineering and in
medicine at Vanderbilt University while simulta-
neously completing a residency in internal medi-
cine at Vanderbilt Hospital. During that time, he
helped train astronauts such as Dr. Chiaki Mukai
for the Neurolab Spacelab Mission. He likewise
collaborated with The National Cerebral and
Cardiovascular Center as a visiting researcher
supported by the Science and Technology Agen-
cy of Japan. Following academia, he entered
Pharma — first Merck then Pfizer. During his 18
years at Pfizer, he worked in various capacities
including roles in R&D, Business Development,
and Medical Affairs. In Pharma as in academia,
his passion for modeling and simulation was
evident throughout his work and extended across
therapeutic areas. He is credited with creating
several Pharma modeling platforms including
The Lyrica Virtual Lab, The Neuropathic and
Neuropathic-like Pain Virtual Lab, and The Pul-
monary Vascular Disease Virtual Lab. He is a
fellow of the American College of Cardiology
(FACC) and is very interested in heart failure,
pulmonary hypertension, and medical devices.
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NTT Basic Research Lab.

In this new position, I will continue to lead the CV
BioDT group but now with Dr. Peterson as co-lead. I
have also been engaged in harmonizing other MEI
Lab projects, namely those involving implantable
electrodes and remote sensing, within an overarching
strategy that aligns with NTT Research and the
broader NTT Group. It is an honor to follow in Dr.
Tomoike’s footsteps and continue to advance the MEI
Lab’s ambitious “moonshot” goals.
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A New Lab Exploring Emergent

Matter from Light
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Abstract

In September 2021, NTT Research unveiled its new smart workspace in Sunnyvale, California, called
the NTT OneVision building. It is one of the first office buildings in Silicon Valley built for a post-pan-
demic vision of the workplace with collaboration-focused spaces, state-of-the-art health monitoring
capabilities, and new layouts. The 35,100 square foot office building also contains a new optical labora-
tory for the NTT Research Physics & Informatics Laboratories (PHI Lab).

The Sunnyvale optical lab supports multiple users and research themes. One specific design focus
when planning the new lab was to provide ways to experimentally create and study many-body states of
light, a specific example of which is the engineering of a bosonic fractional quantum Hall state using
light. This article provides a brief review of our research agenda on quantum many-body states of light

and details of the new lab.

Keywords: optical lab, quantum many-body states, fractional quantum Hall effect

1. Research agenda

In traditional condensed matter platforms, the inter-
actions between large ensembles of particles (such as
electrons or atoms) lead to the emergence of fascinat-
ing new physical phenomena such as superconductiv-
ity, superfluidity and the fractional quantum Hall
effect. Key to the most exotic of these emergent
phases of matter is strong interactions between the
constituent particles. While photons (particles of
light) do not typically interact, advances in optical
materials and hybrid-optical structures can also
induce very strong non-linearity between photons.
Furthermore, the ability to control photons to very
precise, even single photon levels, in addition to more
recent discoveries such as topological states of light,
make optical platforms extremely exciting for the
exploration of fundamentally new states of matter.
Pursuing new optical platforms that strategically
combine these and other properties, we aim to create
and explore new many-body quantum states of light.

In optics, there are many experimental platforms
we might use, each of which has distinct features and
advantages. Exciton-polaritons (bosonic half-light,
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half-matter quasi-particles in a semiconductor micro-
cavity), for example, have the advantage of relatively
strong interactions, a result of hybridizing cavity
photons with interacting electronic excitations. This
platform may be fabricated using a variety of materi-
als and structures, also with spatial structuring and
even topological phases. Meanwhile, implementation
of topological models in a time-multiplexed optical
resonator network (a similar geometry to the coherent
Ising machine) is a distinct methodology with the
unique feature of being able to engineer non-local
interactions, which makes this also an exciting plat-
form to study in the context of lattice bosonic quan-
tum Hall effects.

The breadth of photonic-platform exploration is
enhanced by strategic partnerships with external
institutions, including California Institute of Technol-
ogy, Massachusetts Institute of Technology, Stanford
University and RIKEN — a major scientific research
institute in Japan. Of course, much of our work will
take place at Sunnyvale. Some of the fundamental
problems we are seeking to initially explore in the
new optical lab include the following:

1. How can photons be made to interact (very)
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strongly — to the level at which strong correla-
tions and new physical phenomena result?

2. How can we induce a large artificial magnetic
field for neutral photons, and use this to create
topological states of light?

3. What new quantum states of matter and other
phenomena might result from highly non-linear,
structured photonic systems?

Pursuing our research agenda requires precise opti-
cal control, extreme conditions, including low tem-
peratures and large magnetic fields, as well as
advances in materials and innovative device design.
Our Sunnyvale laboratory is uniquely positioned to
approach these challenges, combining in the same
space advanced material and device fabrication with
ultra-low temperatures, high magnetic fields, and
new schemes for optical manipulation and measure-
ment.

2. Optical lab features and capabilities

The main lab area is about 35 feet x 33 feet, with a
very high ceiling, which is useful for installing and
operating larger equipment, such as our 11-foot-tall
dilution fridge. The room is divided into three parts
with retractable optical blackout curtains separating
the sections. Two sections, which may each be inde-
pendently and completely blacked out, are host to two
distinct experimental research themes, while the
other room will always be lit and used for discus-
sions, data analysis, sample preparation, etc.

There were many design requirements incorporat-
ing a range of Physics & Informatics Laboratories
(PHI Lab) experiments, and it was necessary to make
numerous accommodations. The combination of

research projects together had strict requirements,
necessitating design of custom HVAC (heating, ven-
tilation, and air conditioning) systems, noise isolation
for pumps and compressors, and removal of all mag-
netic materials from sections of the room. Some of
the lab’s notable features and capabilities include the
following:

e Precise optical control: In the context of our
experiments, this initially means being able to
create and drive optical phenomena on micron or
smaller scales with high spatial precision and
reproducibility. It will eventually become more
stringent, where we will need to have such pre-
cise spatial and temporal control at a single pho-
ton level of quantum objects.

* Temperature range: Certain experiments are
being conducted at room temperature, which is
one of the advantageous features of optics exper-
iments in general. Other experiments are con-
ducted at significantly using materials and
devices cooled to much lower temperatures. We
will have two helium refrigerators as part of the
lab infrastructure. One is compact and fast to use
and operates at around 4 K. This is a sufficiently
low temperature to study, iterate new materials
and structures in detail, and reveal new physics
of these samples. The other refrigerator, known
as a dilution fridge, may reach about 5 mK
(about 60,000 times colder than room tempera-
ture) and is a highly customized apparatus. Such
low temperatures are desired because quantum
states of matter (many-body states, in particular)
are typically revealed only at very low tempera-
tures. Even if a given many-body quantum state
can be observed (or engineered to appear) at
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higher temperatures, lowering the temperature
gives robustness to this quantum state. The frac-
tional quantum Hall effect in its traditional elec-
tronic manifestation is paradigmatic of a system
requiring and benefitting from both criteria. Both
fridges have optical excitation and imaging
access with low vibration and high spatial reso-
lutions.

* Large magnetic field: A magnetic field can be
used to strongly modify the properties and
behavior of electronic and magnetic materials. In
two-dimensional (2D) electronic materials, a
strong magnetic field applied to samples at low
temperature quenches the kinetic energy leading
to the formation of topological bands and an
enhanced importance of interactions, the neces-
sary ingredients to create an electronic fractional
quantum Hall effect. We will be studying the
emergence of such states in new monolayer opti-
cal semiconductors in which optical techniques
(not just electronic) can be used for measurement
and control. Hybridizing with other monolayer
materials may also be used to create new func-
tionality and control.

» Fabrication tools: It is atypical for an optics lab
to have sample fabrication integrated into a sin-
gle facility, but in doing so, we hope to be able to
rapidly iterate the process of design, fabrication,
and measurement of new samples, along with a
fast turnaround of testing new materials and
incorporating new ideas and refinements into
updated sample structures. Whereas traditional-
ly, complex semiconductor structures need to be
‘grown’ in large chemical reactors run by teams
of people, newer materials including van der
Waals materials may be assembled manually
layer-by-layer using a compact but precise set of
fabrication tools. In our laboratory, we have an
inert atmosphere glove box housing a state-of-
the-art 2D material transfer station capable of
constructing these structures with atomic level
precision in addition to an atomic force micro-
scope for structural characterization. The glove
box maintains an oxygen-, water-, and other
impurity-free atmosphere (down to the level of
parts per billion) for clean sample fabrication.

e Optical measurement and control: Part of the
design feature set of the laboratory is to be able
to fabricate and characterize new materials and
structures. Another is the ability to optically
pump and measure the dynamics of electronic
and optical excitations in these devices. Our
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cryogenic capabilities were chosen such that we
can measure with sub-micrometer levels of
vibration for precise excitation and imaging. We
also work with very narrow-linewidth stable
laser sources across several wide frequency
bands (including ultraviolet, visible, and near-
infrared) which will be combined with spatial
light modulators to drive structured spatial and
temporal dynamics of these excitations.

3. Flexible and focused

As with any new experimental optics laboratory, we
needed to make sure the Sunnyvale lab was not too
specific to be flexible with the exploratory nature and
changing directions of the research projects. We have
a well-balanced set of complimentary and cutting-
edge equipment and apparatus, the combination of
which is unique and offers us the ability to conduct
entirely new experiments and work with as-yet
unstudied but promising materials, of which only this
apparatus is capable.

For the specific themes discussed in this article, the
exploration and creation of quantum many-body
states in optical platforms is enabled through the
development of new techniques, new materials, new
theory, and by innovative design of experiments. We
are gradually building a toolbox of experimental
techniques, materials and device designs that will
give us further opportunities to create fundamentally
new states of matter with optics.

Michael D. Fraser

Senior Research Scientist, Physics and Infor-
matics Laboratories, NTT Research, Inc.

He received a B.Sc. in physics and physical
mathematics and B. Eng. in microelectronics
engineering from Griffith University in 2002 and
Ph.D. from the Australian National University in
2010. He joined the PHI Lab in 2019, where he
focuses on condensed matter physics using
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PHI Lab Director Yoshihisa Yamamoto, whom he
met while a Fulbright Fellow at Stanford Univer-
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Abstract

This article describes research and development (R&D) of security in the Innovative Optical and Wire-
less Network (IOWN) era to create a prosperous and enriching society. We seek to change the role of
security to activating people and ideas. This new form of security will solve diverse problems related to
security motivation in individuals, organizations, and society, convert ideas and computing resources
directly into work, and ensure continuous security. We will achieve this through R&D based on the three
pillars of theory, data-driven approach, and communication.

Keywords: security, IOWN, R&D

1. Driving force of the future

We have been studying communication and infor-
mation security continuously for more than 30 years.
During this time, the Internet came into being as a
means of communicating safely no matter where one
may be through cryptography; similarly, the web and
cloud came into being as means of safely storing
information anywhere through security measures.
However, while our daily lives have thus far been
protected by such security measures, it cannot be
overlooked that there is still much anxiety over secu-
rity threats; thus, the need for giving full attention to
security measures.

The Innovative Optical and Wireless Network
(IOWN) era will make life more enriching and satis-
fying through information and communications tech-
nology (ICT) that exceeds the limits of conventional
technology. It is our goal to make security the driving
force behind this transformation.

There is no debate as to the need for security. The
security by design approach is being increasingly
adopted, which points to the inherent need for secu-
rity in achieving healthy individual and social activi-
ties. However, keywords, such as security cost and
security fatigue, have appeared, reflecting the com-
mon feeling that anything that is needed to ensure
healthy activities must be obligatory and trouble-
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some. We disagree with this mode of thinking. Sim-
ply put, security should bring about a bright future.

It is our intent to change the current belief that secu-
rity technology is necessary but difficult through
research and development (R&D) on the basis of the
following viewpoints:

* Security is widely useful for all types of work

and lifestyles (extended).

e Security can convert ideas and computing

resources directly into work (efficient).

* Security is ongoing (continuous).

In this article, we explain the concept of security
R&D in the IOWN era from the viewpoints of extend-
ed, efficient, and continuous security and outline the
security technologies that we will target (Fig. 1). The
type of security discussed in this article is informa-
tion security that, while not intended for maintaining
public peace and order, includes peripheral fields
such as privacy and ethics.

2. Extended security

It had been generally believed that security is for a
particular system to be unbreakable. Since we see
security as being useful for all types of work and life-
styles, we would like to drive the evolution of secu-
rity R&D from the two viewpoints of security targets
and security motivation.
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Extended

Fig. 1. Concept of security R&D in the IOWN era.

2.1 Extended 1: Security targets

In addition to particular systems (information
assets) as targets of protection by security, we would
like to include companies and organizations, people,
and society.
2.1.1 Information assets

The target of security has been called information
assets, which means a company’s customer informa-
tion, sales information, technical information, etc.
The protection of information assets depends on the
form of their records or storage, so the means of stor-
ing these information assets will also be a target of
protection. Typical formats include files; media, such
as paper; disk storage; transmission channels; hard-
ware systems, such as smartphones and computers;
and software systems, such as email, databases, and
artificial intelligence (Al) services. We can add Inter-
net of Things (IoT) devices such as drones and indus-
trial robots.
2.1.2 Extension to companies and organizations

The targets of security are expected to change
greatly in parallel with changes in the activities of
companies and organizations. For example, deter-
mining the form of information assets will become
difficult. Information assets may be placed in storage
equipment outside the company or under the manage-
ment of a separate organization through inter-compa-
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ny transactions. In future companies, the data gener-
ated by others in a procurement or supply chain may
become an information asset of those companies. The
introduction of IoT devices, however, will make the
form of information assets all the more fluid.
2.1.3 Extension to people

If people were to be regarded as a medium of infor-
mation assets, they could be called a medium requir-
ing a very high degree of confidentiality. While it is
said that facial expressions reflect a person’s feelings,
it is not the case that customer information could be
leaked from facial expressions. People can be easily
deceived, and in some cases, they can betray others.
Corporations deal with such situations by training
their employees and establishing rules and regula-
tions. There is also posting in social networking ser-
vices (SNSs) as a medium of people’s activities not
limited to those of corporations. Information security
incidents via SNSs include information leaks, copy-
right infringements, and flaming. However, such
incidents are mostly left as a matter of personal
responsibility. When it comes to security targeting
people, there is a limit as to what safety management
that treats people as systems can accomplish.
2.1.4 Extension to society

There is currently no established opinion on wheth-
er society can be set as a target of security. Autonomous
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car and surveillance-camera systems, for example,
are in the process of becoming systemized at a social
level. In a smart city, such systems will have basic
conventions (policies) with regard to security, so this
can be thought of as an extension of a conventional
security target, though it depends on the system scale.
A specific example is how a pandemic should be dealt
with. Measures, such as contact-tracing apps, operate
under clear policies, but the rules of behavior behind
the operation of many other measures tend to be
agreed upon by consensus through voluntary and
spontaneous exchanges of information. It is thought
that society as a whole operates in this manner. Such
rules of behavior are sometimes referred to as ethics
or customs, and dealing with them requires a new
approach.

2.2 Extended 2: Security motivation

We believe that the reasons (motivation) security is
necessary are wide-ranging going beyond preventing
information leaks. They also include the existence of
incidents, system quality, laws, ethics, customs, and
social objectives.
2.2.1 Incidents

The most known motivation for security is prevent-
ing information leaks. It is common knowledge that
this motivation drives measures for blocking a variety
of threats such as unauthorized access, malicious
software, and unauthorized entry and exit. However,
we believe that it is important not to think of such
incidents as infringing upon confidentiality, integrity,
and availability. For example, incidents involving
privacy (flaming) should also be given attention.
Instead of being a matter of information leaking, they
have been thought of as a peripheral security problem
that arises due to inadequate explanation of informa-
tion access, purpose of use, etc. or violation of rules.
We should also think about whether abnormal Al
operations are peripheral security problems. The
results of Al operations have not traditionally been
considered a security problem. We consider that
problems requiring attention should not be treated
within the conventional security framework but be
extended to include any problems brought about by
computers or problems related to privacy, Al, etc.
2.2.2 System quality

In fields such as critical infrastructures, a high level
of security is required beforehand in system develop-
ment. This need produces some of the motivation for
security. Yet, there are also systems in which security
is just a tacit requirement. In such a case, the level of
security required is also tacitly expressed, and pro-
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viding for security is simply regarded as a develop-
ment cost. This is a problem that cannot be ignored.
Security is an inherent requirement of a system, so
any deviation from that requirement due to a lack of
motivation must be fundamentally solved starting
with its cause.
2.2.3 Laws

Observing laws and regulations is also a security
motivation. In Japan, the Basic Act on Cybersecurity
calls for the people of the nation to make security-
related efforts. For companies, this means security
premised on such laws as the Act on the Protection of
Personal Information and Unfair Competition Pre-
vention Act. We believe that it is not simply a matter
of scrutinizing the security-related legal system and
applying it to R&D but something that must be
actively participated in through discussions on what
the legal system should be.
2.2.4 Ethics, customs, and social objectives

There are cases in which security would still be felt
necessary even if there were no fear of incidents,
quality was kept constant, and laws were complied
with. This feeling is based on values and fears that
people hold within themselves that can be expressed
in terms of ethics, customs, and social objectives. We
believe their existence should be treated as elements
providing some of the motivation for security.

3. Efficient security as a driving force

Unfortunately, security has the possibility of being
treated as a business cost, but we would like to change
this perception by introducing the concept of security
efficiency. Efficiency relates to (1) ideas and (2) com-
puting resources. Maximizing both these aspects will
maximize the efficiency of security.

3.1 Efficiency 1: Converting ideas directly into
work

We are investigating security that does not hinder
the implementation of ideas and supports people in
challenging themselves. When implementing an idea,
security requirements and methods of achieving them
must be determined. Minimizing this process leads to
efficiency, and ideally, the security required at the
time of system development would be built-in with-
out having to worry about it.

Determining requirements normally consists of
analyzing all the elements described above under
security motivation, legal compliance assuming the
occurrence of incidents, etc. Next, in determining a
method for satisfying these requirements, it should be
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noted that constructing security measures from
scratch is seldom done. The typical approach is to
survey available components (in a library) and use the
security functions needed.

We are now investigating minimizing and automat-
ing both processes. The automation of security is
extremely difficult, but the problems involved can be
solved through a theoretical approach and the data-
driven approach described later. In addition, if best
coupling of security requirements and implementa-
tion methods can be provided through a development
environment and user interface, a shortcut to solving
these problems should be achieved.

3.2 Efficiency 2: Converting computing resources
directly into work

In current web applications, for example, no one is
really concerned about the fact that security process-
ing generates overhead and slows down communica-
tions and screen displays. However, in the IOWN era
in which a massive amount of devices in urban, trans-
port, and other social infrastructures are connected to
the network, this cannot be ignored. In the context of
carbon-neutral initiatives, security processing that
can make full use of computing and communication
resources is desirable. For this reason, we are investi-
gating security that can exploit the special features of
advanced hardware represented with the All-Photon-
ics Network of IOWN and maximize our experience
with information communications.

4. Continuous security

Security must be continuously maintained. Security
attacks and defensive measures evolve along with
ongoing progress in information processing technol-
ogy, so our R&D efforts in this area are ongoing to be
prepared for that evolution. There is another reason
continuity in security R&D is necessary. The core of
security technology is theory and data. An example of
the former is cryptography and an example of the lat-
ter is whitelisting/blacklisting in which theory and
data, respectively, must be continually built up. In
contrast to the continuity of security technology, the
arrival of discontinuous changes in the form of quantum
computers is predicted. We are therefore investigating
the development of technology based on continuity
that can withstand even major changes.

5. Three new pillars of security R&D

To achieve extended, efficient, and continuous
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security, we are promoting R&D focused on the fol-
lowing three pillars (Fig. 2).

5.1 Guaranteeing security through theory

Cryptography guarantees the confidentiality of
applied data through theory. Given a software module
that is theoretically guaranteed to be safe, there is no
need to worry about the security of that module. If a
system should be constructed by correctly intercon-
necting only theoretically safe modules, that system
can be evaluated as being entirely secure. Increasing
the number of theoretically safe modules will clearly
contribute to achieving system security. While cryp-
tography is typical of theory that can guarantee secu-
rity, mathematics, including cryptography, crypto-
graphic protocols, and formal methods, forms the
foundation of this theory. Attention is also being
given to physics. If quantum information processing
becomes possible, we can expect the prevention of
new forms of eavesdropping and data alteration to be
found not only in communications but in data pro-
cessing.

5.2 Guaranteeing security by using a data-driven
approach

Theoretically guaranteeing the security of all tar-
gets is difficult, so it is necessary to guarantee certain
items in a data-driven manner. For example, given an
infrastructure system consisting of multiple devices,
one approach is to record the state of all constituent
devices and evaluate risk. This work would be carried
out throughout a supply chain and its operations. The
records of these states constitute data, and their evalu-
ation is called a data-driven approach. Those parts of
an evaluation result that can be used at other times
and in other environments can be reformatted and
reused. This data-driven approach can be applied to
any security target in addition to infrastructure sys-
tems. We call such data for conducting re-evaluations
trust data, which includes both positive and negative
evaluations with regard to safety. Using trust data
enables a data-driven type of security guarantee.
Trust data are not intended to be absolute overall but
rather local and fair.

5.3 Communication for a consensus of security
level

In addition to the theoretical and data-driven con-

tinuous approaches, there is the communication

approach in relation to forming agreements that we

have come to recognize as being extremely necessary.

We noticed that we have to consider how to establish
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Extended

*

Fig. 2. Three pillars of security R&D.

a security policy, which is a precondition of executing
security measures, by considering what is safe to do,
and what should be done so that people can live their
lives to the fullest without anxiety. To establish a
policy that confirms a security motivation, we believe
that forming agreements through communication
between the parties concerned becomes important
while extending security in the narrow sense to eth-
ics, customs, and social objectives. We are studying a
mechanism for forming agreements on security deci-
sions by concerned parties and a mechanism for
evaluating whether operations can actually be carried
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out according to the agreed-upon decision.

6. Conclusion

In this article, we reorganized the direction of secu-
rity R&D in the IOWN era from the viewpoints of
extended, efficient, and continuous security and out-
lined the security technologies that we will target by
the three pillars of theory, data-driven approach, and
communication. We aim to create a society without
anxiety regarding security with high ethical standards
and technologies.
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Abstract

The implementation of an optical transport network, especially between datacenters, has been pro-
gressing. Similar to the Internet, communications on the optical transport network are protected by
public-key cryptography and symmetric-key cryptography, but there are concerns that advances in the
research and development of quantum computers will pose a risk to current cryptographic systems,
public-key cryptography and key exchange in particular. In response to this problem, researchers at NTT
Social Informatics Laboratories and NTT Network Innovation Laboratories are engaged in the research
and development of safe key-exchange schemes to counter the cryptographic risks posed by quantum
computers. They are also engaged in architecture design and tests with actual equipment with the aim of
applying such key-exchange schemes to the optical transport network.

Keywords: optical transport network, quantum key distribution, post-quantum cryptography

1. Background

1.1 What does “transport”” mean?

“Transport” is often defined as “carrying” (as in
physical distribution) or “transmission” (as in com-
munications). In other words, it generally refers to
corporate distribution and transport services and to
communication and transmission services. To make it
easy to imagine the features of a secure optical trans-
port network as a technology affixed with the label
“transport,” we begin our discussion using distribu-
tion and transport services as an example (Fig. 1).

What are the features of distribution and transport
services by truck? Various images may come to mind,
such as the carrying of many goods at one time and
the prompt delivery of goods after orders are placed.
We take up such features from the five viewpoints
listed in Table 1.

First, in distribution and transport services, large
capacity and low delay are features that are most
important to customers and that give value to these
services. Large capacity means a large number of
trucks and low delay means short truck queuing time.
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From the viewpoint of running a distribution and
transport business, efficient operations are essential,
which can be expressed as the optimization of distri-
bution and the economical management of daily
operations. Many questions are now being asked
about the social impact of services, so concerns about
environmental load and safety have also become ser-
vice features. Environmental load means low levels
of exhaust gas/carbon dioxide (CO2) and safety
means correct delivery of goods and few traffic acci-
dents.

What do these features mean in communication and
transmission services? Large capacity and low delay
are also the features that are the most important to
customers and that give value to these services. Using
terms from the field of communications, large capac-
ity means high throughput and low delay means low
latency. From the viewpoint of running a communica-
tion and transmission enterprise, efficient operations
are likewise essential, which can be expressed as
network efficiency in providing communication and
transmission services. Finally, it is also true in the
communications industry that the social impact of

32



Feature Articles

o

Distribution site A
(communications
site A)

Distribution site B
(communications
site B)

A

-

Fig. 1. What does “transport” mean?

Table 1. Comparison of distribution/transport and communication/transmission services.

Service features

Distribution/transport services

Communication/transmission services

Large capacity Number of trucks

Throughput

Low delay Truck queuing time

Latency

Efficient operations

Distribution optimization

Communication network optimization

Environmental load Exhaust gas/CO,

Power consumption

Safety

Few traffic accidents

Correct delivery of goods

Few communication failures
High level of security

services has come under the spotlight, so environ-
mental load and safety have also become of concern.
In this industry, environmental load means low power
consumption and safety means few network failures
and a high level of security.

Among the five viewpoints listed in Table 1, the
Innovative Optical and Wireless Network (IOWN)
and All-Photonics Network (APN) under research
and development at NTT aim for services that take
into account the three points of large capacity, low
delay, and low environmental load that appeal most to
customers [1]. The first step in adding the viewpoint
of “safety = security” to IOWN/APN is the secure
optical transport network proposed in this article.

1.2 Necessity of an optical transport network
Many people have come to appreciate how their
lives have become more convenient thanks to the
proliferation of mobile phones and smartphones and
the expansion of the large-capacity and low-latency
fifth-generation mobile communications system
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(5G). Large capacity and low latency are also desir-
able features in communication and transmission
services targeting corporate customers. Customer
needs have come to focus on datacenter interconnect
services envisioning the need for datacenter disaster
recovery as well as on uncompressed video transmis-
sion services for remote production to enable simul-
taneous and parallel work between a video produc-
tion site in the field and an editing site. Transmitting
such large-capacity data with low latency in real time
to the extent possible requires the application of opti-
cal transport [2]. This article introduces our efforts in
adding security to optical transport.

2. Current technologies

2.1 Internet standards

To add security to communication and transmission
services, we can expect the application of current
technologies used on the Internet to be effective and
to mature in terms of evaluating security the longer
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they stay in use.

On the Internet, Secure Sockets Layer/Transport
Layer Security (SSL/TLS) and Security Architecture
for Internet Protocol (IPsec) are typical protocols
used for configuring safe communication paths
(secure channels). SSL/TLS is a standard protocol for
configuring a secure channel between a web server
and client. IPsec is a standard protocol for configur-
ing secure channels between sites such as between a
company’s main office and its branch offices. It is a
technology used in virtual private network services.
The secure optical transport network introduced in
this article is a communication and transmission ser-
vice operating between sites.

2.2 IPsec

IPsec for configuring a secure channel between
sites is specified by the Internet Engineering Task
Force (IETF), an organization that formulates de
facto Internet standards. The IPsec specifications are
organized into architecture, encryption, authentica-
tion, and key exchange [3].

IPsec’s architecture features the following mecha-
nisms: Internet key exchange (IKE) that exchanges
keys, encapsulated security payload (ESP) that per-
forms encryption and authentication, authentication
header (AH) that performs authentication, and secu-
rity association database (SAD) that conveys the keys
agreed upon in IKE via ESP or AH (Fig. 2). “Authen-
tication” includes message authentication and entity
authentication, which test the validity of a message
delivered from a communication destination and that
of the communication destination, respectively.

Next, we discuss how this IPsec configuration
might change in a secure optical transport network.

3. Issues and proposals (I): Possibility of
advances in quantum computers

3.1 Possibility of advances in quantum computers
Current communications on the Internet and other
networks use key exchange based on public-key cryp-
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tography, which uses a problem that is difficult to
solve mathematically as a basis for ensuring security.
For example, the Rivest-Shamir-Adleman (RSA)
cryptosystem uses the fact that factoring the product
of two large prime numbers takes an extremely long
amount of time as a basis for security. However, if a
genuine quantum computer having error resilience
could be achieved, factoring the product of two large
prime numbers could be performed in a relatively
short time. If so, the RSA cryptosystem could no
longer be called secure. To solve this problem, we
have been researching and developing a key-exchange
scheme that cannot be broken by a quantum com-
puter.

3.2 Quantum key distribution

Quantum key distribution (QKD) is a mechanism
for distributing keys by quantum physics. It shares
information on a secret key via quantum states on a
quantum channel that can transmit quantum states.
The most outstanding feature of QKD is the ability to
detect eavesdropping by a third party when sharing
the secret key. This originates in a property unique to
quantum mechanics that measuring a quantum state
changes the state. If a third party is attempting to
eavesdrop, that is, to carry out measurements while
two parties are sending and receiving a quantum
state, the sent quantum state and received quantum
state will differ. Consequently, if the two parties
should then check with each other on their sent and
received states and find that they differ, they would be
able to detect that a third party is eavesdropping. Per-
forming this process of sending/receiving quantum
states and checking for eavesdropping repeatedly
increases accuracy and eventually enables the two
parties to share a secret key.

3.3 Post-quantum cryptography-based key distri-
bution
Post-quantum cryptography (PQC) is a public-key-
cryptography and key-distribution mechanism in
which problems that are mathematically difficult to
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Fig. 3. Example of a lattice problem difficult for quantum computers.

solve provide a basis for security. In particular,
problems that are assumed to be difficult even for a
quantum computer to solve are used as grounds for
security. In lattice-based cryptography, for example,
it is assumed that finding the lattice points closest to
the origin in a given set of lattice points is a difficult
problem to solve even for a quantum computer,
thereby providing a basis for security.

At NTT, research and development in this area is
centered about NTRU, a type of PQC lattice-based
cryptography incorporated in technology developed
by a team including NTT (Fig. 3).

We generically refer to QKD and PQC-based key
distribution (PQKD) as xKD.

4. Issues and proposals (II): Countermeasures
against new attackers in architecture design

4.1 Countermeasures against attackers in a zero
trust network

Designs that envision attackers in a zero trust net-
work, which, as the name indicates, is a closed net-
work that cannot be trusted [4] have become wide-
spread. In this architecture design, it is necessary to
assume attackers on all types of networks including
telecommunications carrier networks and intra-site
networks. In a telecommunications carrier network, it
is assumed that an attacker will be intercepting com-
munications by physically connecting to optical fiber,
while in an intra-site network, it is assumed that an
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attacker intercepting communications has access
rights in that network.

We first consider an attacker attempting to intercept
communications by physically connecting to optical
fiber in a telecommunications carrier network. A
defense can be mounted through hop-by-hop encryp-
tion such as OTNsec, a protocol that protects Layer 1
(physical layer), and MACsec, a protocol that pro-
tects Layer 2 (data link layer). Implementing encryp-
tion functions in lower layers in this manner should
enable the addition of security without hindering the
low-latency feature of IOWN/APN.

Next, to defend against an attacker who is attempt-
ing to intercept communications within an intra-site
network while having access rights in that network,
architecture design for inter-site communications
typified by IPsec must be reviewed from the bottom
up. In the secure optical transport network, key
exchange equivalent to IPsec/IKE described above
will correspond to XKD equipment, and encryption
equivalent to ESP/AH in IPsec will correspond to an
optical transponder or white-box switch. Given the
trend toward a disaggregated architecture described
later, it must be assumed that separate devices will
perform key exchange and transmission and that the
key exchange and encryption functions that were
integrated in [Psec will take on a separated configuration
(Figs. 4, 5, and 6). As a result, key information corre-
sponding to SA(D) in IPsec will circulate in a network
external to the device, which means that new measures
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Fig. 6. Configuration with equipment of secure optical transport network separated.

must be studied for protecting communications on
any type of network assuming a zero trust network.
Specifically, it will be necessary to design a secure
method for key distribution from xKD equipment to
the optical transponder and a secure method for
equipment authentication between xKD equipment
and the optical transponder. For details on these stud-
ies, the reader is asked to consult a previously pub-
lished paper [5].
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4.2 Necessity of architecture and equipment that
can be tested from the outside

In a zero trust network, the ability to test the reli-
ability of architecture, protocol, equipment, etc. from
the outside is required. The ability to make updates
separately to architecture, protocol, equipment, etc. is
also required as a fundamental security measure in
anticipation of some type of danger. For architecture
design, protocol design, and equipment selection
described in this article, we adopted formal verification
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and the white-box switch as technologies for testing
reliability from the outside and making updates sepa-
rately.

4.3 Formal verification

At the time of protocol design including cryptogra-
phy, there is a need for testing that can mathemati-
cally guarantee security as in maintaining the confi-
dentiality of secret information within a protocol and
ensuring the integrity of messages. In this regard,
formal verification technology has been used for test-
ing the safety of protocols such as SSL/TLS and
IPsec that serve as transport layers and for testing the
safety of authentication protocol on the 5G standard.
Formal verification is a technology that describes a
system and the properties that the system must satisfy
in a formal language and that tests whether the system
is satisfying those properties on the basis of logical
reasoning. In formal verification, there are many
components that can be automated by computer, so
this technology excels in testing results from the out-
side including checking for reproducibility and in
adaptively retesting in the face of protocol updates.
For the secure optical transport network introduced in
this article, we designed an IPsec-based protocol that
combines XKD equipment with an optical transpon-
der and tested its security using the ProVerif formal
verification tool [6].

4.4 White-box switch

Transmission equipment for optical-transport pur-
poses had been provided in a form that integrated
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optical modules and various functions. In contrast,
there is also equipment that adopts technology that
enables flexible configuration changes, the addition
of new functions, cost reductions, etc. by separating
the various functions of the transmission equipment
and controlling them by standardized interfaces in a
disaggregated architecture. This equipment is called
a white-box switch or white-box transponder. In our
current research, we have taken a white-box switch
and added an xKD client function for obtaining an
encryption key from xKD equipment in the software
function group in order to set the key and control the
encryption function of the hardware function group
(Fig. 7). We also added a function for directly input-
ting an SDI (serial digital interface) signal (video
signal) and showed that uncompressed 8K60P video
in excess of 40 Gbit/s could be securely transmitted
with ultra-low latency using this function. Therefore,
we have demonstrated the feasibility of secure optical
transport linking XKD equipment and optical tran-
sponders.

5. Toward the future

In this article, we introduced a secure optical trans-
port network as an initiative to add security functions
to [OWN/APN now being researched and developed
at NTT. We also introduced key issues and proposals
in relation to this initiative. We consider our efforts to
be one step in our ongoing plan to contribute to the
provision of safe and secure technologies and ser-
vices.
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Consisting of Optical Logic Gates
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Abstract

With the progress in nanophotonics, miniature optical devices have been fabricated and the research
and development of optical logic gates has become active. We are researching cryptographic circuits
consisting of optical logic gates for use in data encryption and authentication in optical computing and
optical information communications on the All-Photonics Network, a key element of the Innovative
Optical and Wireless Network. In this article, we introduce methods of implementing cryptographic
circuits using optical logic gates for the Advanced Encryption Standard, which is one of the de facto

standard algorithms.

Keywords: All-Photonics Network, optical logic gate, cryptographic circuit

1. Optical computational operations on the
All-Photonics Network
information-processing platform

Targeting the All-Photonics Network (APN) infor-
mation-processing platform, a key element of the
Innovative Optical and Wireless Network (IOWN),
we aim to achieve low-power, high-quality, large-
capacity, and low-latency information processing by
introducing optical technology from the communica-
tions network and communications platform up to
terminal devices. While data processing on conven-
tional network equipment and computational opera-
tions on terminal devices had been executed on elec-
tronic circuits, the use of optical technology in such
equipment and devices on the APN information-pro-
cessing platform should improve processing and
operation performance. Optical circuits consisting of
optical logic gates to enable logical operations consti-
tute one example of optical technology. It has been
shown, for example, that optical circuits can be used
for the computational operations required by learning
algorithms in the field of deep learning and that low-
latency and low-power operations can be achieved

[1].
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2. Optical cryptographic circuit technology

On the APN information-processing platform, opti-
cal circuits will be used to achieve various types of
dedicated hardware to improve computing perfor-
mance. Therefore, optical circuits will also be used to
implement dedicated cryptographic hardware
required for ensuring the safety of this platform. It is
also desirable for the circuits to be designed to sup-
press delay and power consumption so that crypto-
graphic operations will not result in overall perfor-
mance bottleneck. Taking this into account, we have
been researching optical cryptographic circuits that
can execute encryption and authentication operations
by optical signals. In this section, we introduce meth-
ods for implementing the Advanced Encryption Stan-
dard (AES) by optical circuits.

2.1 AES encryption scheme

AES is a block cipher with a 128-bit block length.
Key length may be selected from 128, 192, or 256 bits
[2]. Here, 128 bits of intermediate values called a
“state” are represented by a 4 x 4 matrix with each
element consisting of 8 bits. Repeated application of
around function—the basic structure of encryption—
to the state outputs the ciphertext. The round function
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Fig. 1. MZI switch and its operation.

consists of SubBytes, which is a nonlinear operation,
ShiftRows and MixColumns, which are linear opera-
tions, and AddRoundKey, which combines the state
and key. This section focuses on SubBytes and Mix-
Columns as the main operations of AES and intro-
duces methods for achieving these operations by
optical circuits.

2.2 Implementing SubBytes by optical logic gates

The SubBytes operation converts each byte to
another byte on the basis of a substitution box (S-box)
table determined from specifications. The S-box table
is an 8-bit input/output nonlinear conversion. Given a
set of 8 bits as input, the operation references the
table to obtain an 8-bit output value. For example, the
S-box output for an input value of 0xf0 would be
0x8c (input/output values are expressed in hexadeci-
mal numbers).

This type of conversion based on a table can be
implemented using a Mach-Zehnder interferometer
optical switch (MZI switch), which is a type of opti-
cal logic gate. As shown in Fig. 1(a), an MZI switch
consists of optical couplers and a phase shifter.
Applying a voltage to the path embedded in the phase
shifter can change the refractive index of the optical
waveguide, thus changing the phase difference
between the two paths. This enables the MZI switch
to operate as a switch that changes the optical path-
way. In Fig. 1(b), for example, when inputting light
into the upper path and applying a voltage to the path
embedded in the phase shifter (corresponding to elec-
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trical signal “17), the optical signal travels straight
ahead resulting in output from the upper path. How-
ever, when not applying a voltage (corresponding to
electrical signal “0”), the optical signal crosses over
to the lower path resulting in output from that path.
We devised a method for implementing table con-
version that outputs a 1-bit optical signal against 8
input bits. This is accomplished by interconnecting a
number of MZI switches in accordance with the num-
ber of input bits in table conversion and switching
paths (Fig. 2). In Fig. 2, the method prepares 256 (=
28) optical signals branched from a single optical
source in which each optical signal is set to “light on”
(corresponding to an optical signal of bit “1”) or
“light off” (corresponding to an optical signal of bit
“0”). The method then passes light through the MZI
switches while selecting paths in accordance with the
8-bit input (x1, X2, ..., Xg) and finally selects and out-
puts one optical signal. This method achieves table
conversion that outputs a 1-bit optical signal against
an 8-bit input using MZI switches.
Interconnecting multiple MZI switches, as
described above, and appropriately setting the 256
optical signals makes it possible to configure an
S-box table. Input to the S-box table is set as MZI
input (electrical signals) and output of the S-box table
is set as an optical signal. For example, if the least
significant bit of each of the 256 values of the S-box
table is set as an optical signal, then the least signifi-
cant bit of the S-box table output with respect to the
8-bit input (x1, X2, ..., Xg) can be obtained. In the same
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Fig. 3. Configuration of MixColumns in AES.

manner, if the nth bit (n =1, ..., 7) of each of the 256
values of the S-box table output is set as an optical
signal, the nth bit of the S-box table output with
respect to the 8-bit input can be obtained.

To obtain 8 bits of S-box table output, the above
processing can be repeated 8 times by time division
multiplexing or 8 instances of the circuit in Fig. 2 can
be implemented in parallel. For optical signals, it is
also possible to calculate 8 bits of S-box table output
using only one instance of the circuit in Fig. 2 by
multiplexing eight wavelengths and deriving the nth
bit of the S-box table for each wavelength.
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2.3 Implementing MixColumns by optical logic
gates

As shown in Fig. 3(a), the MixColumns operation
is defined as the multiplication of a fixed matrix and
the state (where X and Y indicate 8-bit values). On
calculating this matrix equation, each 8-bit output can
be expressed using Eq. (1) shown in Fig. 3(b) (only
Y1 is shown in the figure). Furthermore, in carrying
out these multiplications, Eq. (1) can be expressed as
five 5-bit exclusive OR (XOR) operations (an XOR
operation with 5 input bits and 1 output bit) and three
7-bit XOR operations (an XOR operation with 7
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input bits and 1 output bit) [2]. To give an example,
we present a method for configuring a 7-bit XOR
operation by optical logic gates. A 5-bit XOR opera-
tion can be configured in the same manner.

A Y-gate is an optical device that can execute an
XOR operation [3]. A Y-gate superposes two input
optical signals at a junction point where they meet.
An XOR operation or OR operation can be achieved
using the property that an optical signal is a “wave”
having amplitude and phase, which results in opera-
tions approximately 300 times faster than those with
electrical logic gates [3].

The principle of an XOR operation by a Y-gate is
shown in Fig. 4. This Y-gate inputs two optical sig-
nals (input optical signal A and input optical signal B)
of equivalent amplitude having a phase difference of
180°. In Fig. 4, “—” indicates a state in which the
amplitude of the input optical signal is O, that is, a
state in which there is no input optical signal. These
two optical signals are input into the Y-gate and the
magnitude of the output optical signal is determined.
In case (4) in Fig. 4, for example, the two input opti-
cal signals have equivalent amplitude but a phase
difference of 180° with the result that the signals
cancel each other out, making the amplitude of the
output signal 0. Therefore, if we assign bit “0” to the
state in which the amplitude is O and bit “1” to the
state in which the magnitude of the amplitude is
essentially the same as that of the input optical signal,
an XOR logical operation can be executed, as shown
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by the bit values of the output optical signal in the
figure. In other words, an XOR operation can be
achieved using a Y-gate by limiting the two input
optical signals to a phase difference of 180°.

However, while executing a 7-bit XOR operation
would involve the connecting of multiple Y-gates,
taking the results of XOR operations as the input of
the next XOR operation means that the phase differ-
ence of the two input optical signals of each Y-gate
would not necessarily be 180°. (For example, when
executing a 4-bit XOR operation (a®b®c®d), the
result of the XOR operation between a and b and that
between ¢ and d could both be the output of case (2),
and those results would then be input to another XOR
operation.) There is therefore a need for an operation
that can change the phase difference of the two input
optical signals to each Y-gate depending on operation
results. Such an operation, however, would increase
delay and power consumption.

To eliminate this need for converting phase during
operations, we devised a method that operates on the
input to a Y-gate as optical signals having the same
phase and corrects the output result by threshold pro-
cessing at the end of the operations. This method is
outlined in Fig. 5. It consists of Y-gate superposition
and threshold processing within an optical detector.
Y-gate superposition adds up optical-signal ampli-
tudes using a total of 7 Y-gates (since there are 7 input
signals, the amplitude of the 8th input is taken to be
“0” (light off). Threshold processing, however, uses
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the fact that the greater the number of optical signals
with non-zero amplitudes from among the input opti-
cal signals (x1, x2, x3, X4, X5, X6, X7), the larger the
amplitude of the output optical signal. It detects the
magnitude of this amplitude to determine the output
bit. On detecting no output signal (light off) or an
amplitude that is an even multiple (2, 4, or 6 times as
large) of the amplitude of the input signals, the output
result is determined to be bit “0”, and on detecting an
amplitude that is an odd multiple (1, 3, 5, or 7 times
as large) of the amplitude of the input signals, the
output result is determined to be bit “1”. This method
enables XOR operations without having to convert
the phase of input optical signals at every Y-gate
operation. It also enables the processing of Y-gate
output to be decreased from 7 times (the number of
Y-gate outputs) to 1 time (only at the time of thresh-
old processing).

If we let the 7-bit XOR and 5-bit XOR operations
calculated from Eq. (1) in Fig. 3(b) correspond to the
operation method shown in Fig. 5, one bit of Y| can
be calculated. As with the SubBytes implementa-
tions, the calculation of Y; (8 bits) can be implement-
ed by either of three methods: time division multi-
plexing, using multiple operation circuits, or multi-
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plexing wavelengths in one operation circuit.

3. Future developments

We devised methods for implementing AES
encryption circuits using optical logic gates. Going
forward, ensuring safety on the APN information-
processing platform will require an optical security
accelerator that implements security technologies by
optical circuits for logical operations, authentication,
etc. through a variety of encryption schemes. This
type of accelerator is considered a constituent of pho-
tonic disaggregated computing [4], a type of architec-
ture supporting the APN information-processing
platform shown in Fig. 6. The central processing unit,
memory, and other types of devices had been con-
fined to servers, but photonic disaggregated comput-
ing is a new architecture that can be treated as com-
puters on a rack or a datacenter scale by connecting
and distributing those devices over a high-speed
optical network. An optical security accelerator will
lead to a safe photonic disaggregated computing plat-
form and the provision of safe smart services on that
platform. To achieve a low-latency and low-power
optical security accelerator, we will continue our
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research on new schemes for implementing encryp-
tion and authentication processes by taking advan-
tage of optical characteristics. Therefore, we wish to

contribute to the deployment of a safe [OWN.
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Abstract

The Smart World holds the possibility of maximizing the value of data throughout society by enabling
diverse organizations to bring each other data for analysis and create data for new purposes in a chain
reaction manner beyond the walls of companies and industries. In reality, however, the use of data among
organizations goes no further than the provision of limited data to limited parties, which prevents a value
chain from being achieved. This article introduces a new mechanism for data sharing called “trusted data
space” as an initiative to solve this problem and describes key technologies for making it a reality.

Keywords: security, data sharing and utilization, data space

1. Smart World enabling data sharing
across industries

There has been much activity in the research and
development of technology for not only reproducing
real-world systems such as manufacturing lines and
chemical plants in cyberspace to analyze and predict
system operations but also for data sharing and analy-
sis beyond individual organizations, business fields,
and industries.

In a smart city, for example, a massive amount of
output from sensors, video cameras, etc. installed in
physical space can be converted to data so that the
movements of people and things can be analyzed in
cyberspace in a cross-sectoral fashion. The results of
this analysis could then be used as a basis for direct-
ing the behavior of people and things in the city, that
is, in the physical space. The Smart World that fuses
physical space and cyberspace in such an advanced
manner is fast approaching.

In the Smart World, data will be continuously gen-
erated from a variety of individuals and companies on
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a global scale at a level of quality and volume not
seen before. There will therefore be a need for a
mechanism that can effectively use this massive
amount of diverse data. In particular, there is a need
for a data marketplace in which everyone can bring
each other data for analysis and generate data for new
purposes in a chain reaction manner beyond the walls
of companies and industries. This would have the
effect of uncovering value from each other’s data and
maximizing the value of data throughout society. This
mechanism is called “trusted data space” (hereafter,
data space).

Both providers and users participate in a data space.
The data in a data space, while placed under the man-
agement of the providers, can be used virtually in the
manner of one massive data lake and searched
through freely. The providers present terms of data
use (period of use, allowed processing, secondary use
conditions, etc.), while the users can use the data
within the allowed range after agreeing with those
terms. This type of mechanism enables data collected
for a certain purpose to be used for a new purpose,
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which points to the possibility of generating data with
new value from existing data in a chain reaction man-
ner. For example, marketing data collected through
the cooperation of amusement facilities, transporta-
tion operators, and eating and drinking establish-
ments for making user recommendations on personal
behavior on a certain day could also be used by local
governments for various purposes such as disaster
and crime prevention, promoting the health of its
residents, and urban development. In short, things
that could not be achieved by a particular business
entity alone would become possible (Fig. 1).

1.1 Issues with cross-organizational use of data

Despite heightened expectations for such a society,
the social adoption of data sharing and analysis tech-
nology remains at the level of local value discovery.
Data collected by an organization is generally used
only for the purpose for which the data were collected
by the collecting company, while the use of data
among organizations stops at the provision of limited
data to limited parties, preventing the creation of a
value chain. We call this the “data sharing wall.”

Overcoming the data sharing wall requires technol-
ogy for resolving three types of issues: issues in dis-
covering an appropriate data provider and optimal
data, issues in forming an agreement on data use, and
issues in sharing and using data on the basis of that
agreement (Table 1).

By providing technology for resolving these issues,
we should be able to achieve a form of data sharing
that creates new value in a chain reaction manner
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while also maximizing the value of data throughout
society.

2. Trends in data sharing throughout the world

In Europe, data sharing is being revitalized with a
focus on the manufacturing industry. Typical of this
movement is the Gaia-X [1] project that aims to
establish a data-sharing infrastructure for Europe.
The Gaia-X vision of supporting data sharing and use
on a European scale was announced on October 29,
2019 by the German and French governments. This
was followed by the founding of the Gaia-X AISBL
non-profit organization for achieving this vision in
January 2021. The plan is to construct an infrastruc-
ture that can provide a technical mechanism for
ensuring interoperability with diverse cloud services
while controlling data access based on rules and
agreements and protecting data sovereignty”. In
Japan, the Data Society Alliance was founded on
April 1, 2021 in the wake of this movement with the
aim of constructing a platform called DATA-EX [2]
to facilitate data linking across diverse fields. A num-
ber of projects have been established as data sharing
initiatives using Gaia-X with the aim of constructing
data-sharing infrastructures composed of companies
in a trustworthy relationship such as a supply chain.
In Germany, for example, there is Mobility Data
Space for achieving Mobility as a Service (MaaS) and

*  Data sovereignty: The right of a data provider to determine the
range of data disclosure, usage applications, etc.
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Table 1.

Issues with cross-organizational data sharing.

Issues in discovering appropriate
data providers and optimal data

* Prevent data giving/receiving among undesirable parties
¢ Enable data users to discover data applicable to their conditions

Issues in forming an agreement

Form an agreement between the data provider and data user on data-processing
conditions and process the data on the basis of those conditions

Issues in sharing and using data on
the basis of the agreement formed

Enable the data possessed by a provider to be processed and provided to data
users without disclosing the data and processing method to the other party

Catena-X
Germany: Automobile
supply chain

Mobility Data Space
Germany: Transportation

Smart
Connected Supplier Network
The Netherlands: Supply chains for
small/medium-sized businesses

iShare
The Netherlands:
Data sharing

Japan data space

Fig. 2. Data sharing platform beyond industry walls.

Catena-X for achieving an automobile manufacturing
supply chain, while in The Netherlands, there is the
Smart Connected Supplier Network (SCSN) for
small/medium-sized businesses in the manufacturing
industry. Catena-X and SCSN plan to build data shar-
ing infrastructures on a scale of 1000 and 3000 com-
panies, respectively, by 2022.

The construction of data-sharing infrastructures
across industries has already begun. However, this
process is still at the stage of setting up rules centered
about Gaia-X; as a result, data sharing has been lim-
ited to companies that are already in a trustworthy
relationship. In addition, major issues are expected to
arise from here on in terms of providing security to
protect data from cyber attacks and providing protec-
tion of data sovereignty that enables data sharing
while protecting the rights of data providers. The
questions to be answered are what technologies
should be implemented to achieve these goals and
how should such a system be constructed as a social
infrastructure (Fig. 2).

3. Technology for configuring a data space

The following three mechanisms must be consid-
ered to resolve the issues described in Section 1.
(1) Mechanism for discovering data, applications,
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and business partners that can be trusted:
Catalog data/applications and business part-
ners and visualize information on their reli-
ability to gauge their appropriateness. Match
up with business partners that can be trusted
on the basis of this visualized information.

(2) Mechanism for forming an agreement on data

processing conditions: Form an agreement
between the data provider and data user on
data-processing conditions, disclosure condi-
tions, and processing methods on the basis of
cataloged information. Determine whether a
certain type of data processing can proceed
according to the content of that agreement.

(3) Mechanism for processing data based on an

agreement: The data provider manages the
data on its own and virtually shares and inte-
grates the data only when necessary. The data
user executes various types of analysis and
processing deemed necessary while keeping
secret not only the data but the data-process-
ing methods as well.

Current data processing executes risk management
on the basis of contracts such as non-disclosure
agreements (NDAs) and operation management poli-
cies, but there is a need for corroboration based on tech-
nology, as in mechanism (3). To execute transactions
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with unknown parties with which no business rela-
tionship has been established and create value in a
chain reaction manner, there is a need for forming an
agreement on data-processing conditions, as in mech-
anism (2). Finally, there is also a need for discovering
partners, data, and applications that can be trusted, as
in mechanism (1).

We introduce a data-processing mechanism based
on an agreement centered about a data space. This
mechanism gathers and virtually integrates data dis-
persed among organizations and individuals in an
encrypted state through the use of a virtual data lake
and processes that data while they are encrypted by
using either of two methods: data sandbox or secure
computation. We also introduce our forward-looking
work on an agreement-forming mechanism for data-
processing conditions.

3.1 Virtual data lake

When sharing one’s data with another party, only
the minimum required amount of data must be pro-
vided, and information protection and management
must be executed according to data usage conditions
established beforehand. A virtual data lake is
achieved through technology that virtually integrates
data under different management entities scattered
over a wide area while maintaining the governance of
each management entity and that transfers only a
minimum amount of data on the basis of the require-
ments of the data user. On top of this, a virtual data
lake includes mechanisms for quickly informing the
data user that data generation has begun and for
allowing the data user to begin using a portion of that
data before data generation is fully completed. This
makes it possible to use even a large amount of data
at an early stage as needed and accelerate data shar-
ing.

For example, a company that is generating data
could simultaneously generate and update data man-
agement information (metadata such as a data catalog
and control policies) and notify the platform of such.
The platform, in turn, could appropriately control the
sharing of that data by informing approved users of
the existence of that data and transmit to them that
portion of the data deemed necessary on the basis of
data management information. In addition, users
would be able to find desirable data with good effi-
ciency by referring to a virtually integrated list of data
and begin using those data at an early stage. These
mechanisms enable safe and convenient use of data
beyond individual organizations.
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3.2 Data sandbox technology

Data sandbox technology brings together an orga-
nization that possesses data but no analytical technol-
ogy and that has no desire to share that data with
another company and an organization that possesses
analytics technology but has no desire to share that
technology. Therefore, analysis results can be
obtained without these organizations having to share
data and analytics technology with each other.

If a data owner and analytics technology owner
were to reach an agreement on the use of a data sand-
box, a dedicated data sandbox that includes data and
analytics technology could then be created on the
basis of that agreement. A data sandbox blocks com-
munications with the outside and encrypts internal
communications, storage, and memory so that even
the data sandbox provider cannot decrypt that con-
tent. In short, data can be analyzed without anyone
including the data owner, analytics technology
owner, and data sandbox provider accessing decrypt-
ed data or analytics technology.

The data sandbox saves the results of analysis in a
location that can be viewed by the data owner and/or
analytics technology owner on the basis of the agree-
ment reached between those two parties. First, the
case in which the data owner may view the results of
analysis means that the data owner can access analy-
sis results without having to share data with another
party and that the analytics technology owner can be
compensated for the use of its data analysis technol-
ogy by the other party without having to share algo-
rithms with another party, all through the use of a data
sandbox. Next, the case in which the analytics tech-
nology owner may view the results of analysis means
that the data owner can be compensated for the use of
its data for analysis by the other party without having
to share data with another party and that the analytics
technology owner can access analysis results using
another party’s data that it does not possess without
having to share analytics technology with another
party, all through the use of a data sandbox.

3.3 Secure computation

Secure computation is an advanced encryption
technology that can process data while they are
encrypted without returning to the original data even
once. In 2019, NTT developed secure computation
deep learning to provide security and privacy mea-
sures for data used in artificial intelligence (AI). This
technology executes deep-learning training and pre-
diction while keeping the target data encrypted with-
out returning to the original data even once. Since the
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conventional technology had performance issues, this
technology became an alternative using processing
that was even simpler than that of ordinary (unen-
crypted) deep learning training and prediction. NTT’s
secure computation deep learning uses world-class
secure computation-processing performance and
reproduces the training process using standard opti-
mized processing executed in deep learning as a
world’s first by secure computation.

In other words, all the steps required for data usage
in deep learning, that is, (1) data provision, (2) data
storage, (3) training, and (4) prediction, can be exe-
cuted in an encrypted state. Since data are always
kept in an encrypted state without returning to their
original form even once, this technology enables
users and organizations to provide data with peace of
mind compared with conventional technology. This
should lead to an increase in the amount and types of
data that can be used for training. It is exactly this
expansion of data that should enable Al to achieve
even more accurate and advanced analysis.

3.4 Agreement-forming mechanism

In the use of data, there are two conditions under
which the provider approves of data usage and
requirements that the user demands of that data. The
content of those conditions and requirements differ
depending on the provider and user. The provider
may specify as conditions under which parties are
permitted to use the data, the purpose of use, the
range of use, the period of use, etc. The user, on the
other hand, may specify as requirements the target
data, purpose of use, desired processing, etc.

To enable data usage in a form that both sides agree
upon, there is a need for a mechanism that can com-

pare data conditions and requirements of data usage
between the provider and user then form an agree-
ment.

It has been common for a provider and user to
express provision conditions and usage conditions,
respectively, in the form of policies, which would
then be checked manually by each other to form an
agreement. In the future, however, we can consider an
approach in which the content of a user request for
data usage is compared with those policies at the time
of that request to automatically determine whether
the agreement is being satisfied. If differences exist
between requirements and conditions, the ability to
dynamically adjust those requirements and condi-
tions between the provider and user would enable
more flexible agreement formation. This kind of
approach must also be targeted for future study to
promote the use of data among companies and orga-
nizations.

4. Toward the future

The creation of a data space should accelerate the
sharing of data beyond corporate and industry walls,
which has been difficult, and enable data sharing that
creates new value in a chain reaction manner. To
make the data space a reality, we plan to research and
develop key technologies while accelerating the test-
ing of those technologies with partners.
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Kirari!

1. Tokyo 2020 Olympic Torch Relay

The Tokyo 2020 Olympic Torch Relay, which
started in Fukushima Prefecture on March 25, 2021,
was supported by 10,515 torchbearers over 121 days
through all 47 prefectures in Japan. The purpose of
the Torch Relay is to embody the Olympic ideals of
peace, unity, and fraternity by connecting the entire
host country with the torch, which is the symbol of
the Olympic Games, and build momentum for the
upcoming Games throughout the country.

NTT believes in the purpose of the Torch Relay and
initiated various support activities to help spread this
light of hope throughout Japan. We were involved in
four activities: (i) supporting the torchbearers, (ii)
supporting celebration events, (iii) supporting
expanded versions of the celebration events, and (iv)
hosting regional torch-relay events.

(i) The first activity (torchbearer support)
involved recruiting and recommending torch-
bearers and providing various types of support
for the selected torchbearers and cheering
them on during the relay run.

(i) The second activity (celebration events),
which was held at the points where the torch-
bearers finished each day, involved cheering
on the torchbearers from a stage and holding
exhibitions such as a commemorative photog-
raphy of a Torch Relay torch.

(iii)) The third activity (expanded celebration
events) involved expanded versions of the
second activity and large-scale events such as
live performances and exhibitions. We origi-
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nally planned to hold such events with an
audience of 5000 people in Osaka on April 13
and in Yokohama on June 30.

(iv) The fourth activity (NTT event) involved des-
ignating business sites as the Torch Relay
route and holding events through which
neighbors, students, employees working on
site, and others could experience the Torch
Relay together. NTT research and develop-
ment (R&D) laboratories organized one such
event at the NTT Yokosuka R&D Center,
which invited elementary and high-school
students from around the neighborhood.

Due to the spread of novel coronavirus (COVID-
19), the Torch Relay was postponed for one year.
After the postponement, it was still affected by the
pandemic in various ways. At the beginning of the
Torch Relay, many torchbearers ran on public roads;
however, as the pandemic worsened, more and more
local governments decided to take the Torch Relay off
public roads, eleven prefectures took it off public
roads altogether and nine prefectures took it off cer-
tain public roads. Accordingly, most of the celebra-
tion events were restricted or even cancelled. The
expanded celebration event scheduled to be held in
Osaka was streamed online instead of being attended
on site by the general public. The expanded celebra-
tion event scheduled to be held in Yokohama was also
streamed online and closed to the general public, and
only torchbearers and their families and friends were
allowed to watch on site. A number of regional torch-
relay events—as well as events organized by NTT—
were also cancelled.
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Fig. 1. Virtual torch kiss experience with Kei Nishikori using Kirari!.

Unfortunately, the festive momentum that was ini-
tially expected did not fully develop; regardless, NTT
continued its support because it felt the need to use
the power of communication to protect communica-
tion between people and spread the light of hope
throughout Japan.

2. A new form of experiencing and supporting
the Torch Relay by NTT R&D

NTT R&D has been researching and developing
communication technologies and experimentally
applying them to various fields to explore new forms
of entertainment and art that connect people and
enable amplification and sharing of emotions through
communication. We have been engaged in ultra-real-
istic stage production and live transmission of kabuki,
music concerts, fashion shows, sports, and other
events by using our ultra-realistic communication
technology called Kirari!, spatial-image production
based on moving display bots using robot- and video-
communication control technology, and other art
exhibitions.

For the Tokyo 2020 Olympic Torch Relay, we used
these communication technologies and expertise to
help make the Torch Relay more exciting. Using the
latest communication technologies, such as Kirari!
and the communication control technology called
“Swarm,” we could support the above-mentioned
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events.

3. Commemorative photo of the Torch
Relay torch

At the celebration and the expanded celebration
events, we hosted a booth at which visitors could take
commemorative photos of the Torch Relay torch by
using communication technology. The best user
experience for visitors was to actually hold the torch
in their hands, appreciate its beauty and weight, and
feel as if they were torchbearers. We further enhanced
that experience by applying communication technol-
ogy in the following exhibits.

The first was the Virtual Torch Kiss, Torch Relay
Commemorative Photo Corner: Kirari! Version. In
this experience, the participant was able to share a
“virtual torch kiss” with the professional tennis
player Kei Nishikori displayed as a holographic
image (Fig. 1).

The second was the Torch Relay Commemorative
Photo Corner: Optical Illusion Version. In this experi-
ence, projecting light triggered optical illusions that
created a mysterious “trick space” in which the still
pictures on panels appeared to move.

The third was the Torch Relay Commemorative
Photo Corner: Kabuki Version. This was an interac-
tive-experience exhibit that combined NTT’s com-
munication technologies. When participants held a
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Fig. 2. Spatial production to cheer on the torchbearers via display bots.

kabuki mask in front of their faces for a few seconds,
their faces appeared on a monitor in kabuki makeup
and they could have a commemorative photo taken
while holding up a torch.

4. Spatial production to support torchbearers

Communication technology was used to coordinate
countless moving displays (display bots) and create a
space from which to cheer on the torchbearers while
the road surface was being decorated with images
(Fig. 2). The magical expressions created by the mul-
tiple display bots by approaching or moving away
from each other, displaying images individually or as
a group, and so on gave the feeling that they were a
swarm of living creatures. This spatial production
was the result of joint research by NTT and Ars Elec-
tronica, a world-renowned media art research insti-
tute.

5. Stage production for celebrating the
Torch Relay

Kirari! was used for a stage production called
“GENERATIONS from EXILE TRIBE” in the
expanded celebration events held in Osaka and Yoko-
hama. We attempted to overcome and improve the
circumstances that made it difficult to bring people
together due to the COVID-19 pandemic through the
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power of communication.

The first part of this production was “remote col-
laboration” (Fig. 3). It had become difficult for artists
to get together due to the COVID-19 pandemic. Art-
ists from different locations tried to create a group
dance in tune with the song “Choo Choo TRAIN” by
EXILE. Images of artists dancing separately were
instantly cropped by Kirari! to create a composite
image that gave the impression that the artists were
dancing together in the same place.

The second part of the production was “remote live
viewing” (Fig. 4). This viewing experience created
the impression of the artist being teleported in front
of the viewer even though the viewer could not go to
the live venue due to the pandemic.

The third part of the production was “remote fan
interaction” (Fig. 5). Due to the pandemic, it had
become difficult for artists to interact with their fans.
Therefore, we created an experience that made the
fans feel like they were standing next to the artist
while sharing the same space.

6. Regional torch-relay events

We had initially planned to invite local elementary
school students to the NTT Yokosuka R&D Center to
participate in the torch-relay event. As a new means
of cheering during the pandemic, each student made
a device for “paper-cup communication” that would

55



Feature Articles

Fig. 3. Stage production using Kirari! (remote collaboration).

Fig. 4. Stage production using Kirari! (remote live viewing).

let them cheer while preventing droplets spraying
from their mouths when they shouted (Fig. 6). This
event was cancelled because of the increase in
COVID-19 cases; nevertheless, to give the students
(who were looking forward to the event) memories of
the Torch Relay, we went to the school and held a
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cheering event using paper cups, holding a torch
commemorative photo shoot by the students, and
presenting a technical lecture by researchers, all of
which the students enjoyed.
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Fig. 5. Stage production using Kirari! (remote fan interaction).

Fig. 6. Cheering on the torchbearers by using paper-cup communication devices made by the students.

NTT is an Olympic and Paralympic Games Tokyo
2020 Gold Partner (Telecommunication Services).
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Kirari!

1. Overview

To foster the momentum of the Olympic Games
Tokyo 2020, we wanted as many people as possible
to experience the Olympic Torch Relay. We therefore
created three experiential exhibits that enabled par-
ticipants to take commemorative photos with a torch
as a personal experience of the Olympic Torch Relay.
The first exhibit was the Virtual Torch Kiss, Torch
Relay Commemorative Photo Corner: Kirari! Ver-
sion, where participants could carry an actual torch
and virtually experience a torch kiss using the Kirari!
ultra-realistic communication technology. Kirari!,
which conventionally needs to be set up in a labora-
tory and include large devices, was packaged into a
truck, making it possible to hold the exhibit anywhere
around the country. The second exhibit was the Torch
Relay Commemorative Photo Corner: Optical Illu-
sion Version. By projecting a special light that elicits
phantasmagoric optical illusion onto a still image, we
created the mysterious effect of making a supposedly
unmoving image of a flame appear to move. Unlike
shooting in front of a regular panel, it was possible to
provide a more dynamic experience despite using still
images. The third exhibit was the Torch Relay Com-
memorative Photo Corner: Kabuki Version. This
exhibit combined kabuki, which has a long history in
Japan, and the Olympic Torch Relay, which con-
nected the regions of Japan, by enabling participants
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to take a commemorative photo with a torch while
having kabuki makeup virtually applied to their faces.

2. Torch Relay Commemorative Photo Corner:
Kirari! Version

We modified a truck that enabled participants to do
a virtual torch kiss with the professional tennis player
Kei Nishikori, who was holographically projected
using Kirari! inside the truck (Fig. 1). The holograph-
ic display was based on a two-dimensional (2D) aer-
ial image display [1]. We set up the display on the
floor of the truck and mounted a transparent screen at
a 45-degree angle from the display. The image of Kei
Nishikori shown on the display was reflected and
transmitted to the transparent screen, making it
appear as if he were standing on the stage.

Setting up the stage for this purpose usually
requires time for installing truss parts and setting the
transparent screen diagonally. For this celebration
event, since we had to move and install the transpar-
ent screen on the truck every day, we implemented a
structure that made it easy to store and install the
transparent screen. Thus, we were able to complete
the stage setup, which would usually take a day, in
only about two hours. Because also we had to travel
throughout the country for 121 days, we needed to
display the exhibit in a bright environment during the
day, depending on the actual venue and the time of
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Fig. 1. Kirari! truck exterior view.

Fig. 2. Torch Relay Commemorative Photo Corner: Kirari! Version experience.

the event. Therefore, we used a light-emitting diode
(LED) panel instead of a projector to improve the
brightness of the original image and enhance outdoor
visibility. We installed these pieces of equipment on
the loading deck of a 10-ton truck.

2.1 Flow of experience

Participants first climbed onto the stage on the
truck’s loading deck from the rear entrance of the
vehicle and received a torch from the staff. We also
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installed a lift to enable wheelchair users to experi-
ence the exhibit.

Once the participant bearing the torch was in the
proper position, a holographic image of Kei Nishi-
kori appeared on the stage in such a way that the vir-
tual Kei Nishikori and real-life participant appear to
be standing side-by-side (Fig. 2). We prepared two
patterns for displaying the holographic image of Kei
Nishikori: one where he was standing up and one
where he was kneeling. This made it possible for
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Fig. 3. Visually impaired person trying the virtual torch kiss experience.

participants to make a torch kiss regardless of their
height.

Since participants could not see Kei Nishikori
directly on the transparent screen, we prepared a
separate monitor through which the participants
could view the movement of Kei Nishikori’s torch as
they moved their torch toward his torch and do a vir-
tual torch kiss. The torch carried by the participant
was equipped with an infrared sensor to detect its
position. As the participant’s torch approached Kei
Nishikori’s, its tip lit up with an image of the Olympic
flame.

The experience was captured using a camera
installed off stage, and the video was instantly
uploaded to an Internet server. We provided a means
for issuing a 2D code of the video’s URL (uniform
resource locator) to the participant after the experi-
ence so that they could immediately view the record-
ed video on their smartphone and post it on social
networking services (SNS).

2.2 Results

The novel coronavirus (COVID-19) continued to
spread during the Olympic Torch Relay period, and
many municipalities canceled local torch relay cele-
bration events, so the number of exhibitions was less
than originally planned. We were able to hold the
torch commemorative photo corner using the Kirari!
truck at 34 venues in 25 prefectures, enabling a total
of 4498 people to experience the exhibit. Many peo-
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ple were surprised at the realness of the life-size
holographic image of Kei Nishikori appearing on
stage, with many participants saying that they were
able to gain a realistic experience of being an Olym-
pic torchbearer.

To improve the realness of the Torch Relay experi-
ence, we added a function to simulate the tactile
sensation of the fire being lit. This allowed people
with visual impairments to also enjoy the experience
(Fig. 3). Since the torch kiss experience with Kei
Nishikori’s holographic image was visual based,
visually impaired individuals had no way of knowing
when and how it was done. Therefore, by adding a
function that vibrated the torch simultaneously with
the torch kiss, we were able to deliver a haptic experi-
ence for the passing of the flame from Kei Nishikori’s
torch to the participant’s.

This was done by attaching a small vibration
device, which can be switched on and off by an exter-
nal infrared signal, to the torch, and having a staff
member turn the vibration on and off in accordance
with the timing of the torch kiss for visually impaired
individuals. We also designed the vibration to make it
easier for visually impaired individuals to sense
flames. This experience was provided only at one
venue (Yokohama, June 30, 2021). A visually
impaired person who experienced it commented that
“Although the vibration was weak immediately after
being lit, it gradually became stronger as I raised the
torch above me, so I was impressed by the effort put
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Fig. 4. Torch Relay Commemorative Photo Corner: Optical lllusion Version experience.

into making it possible to feel even the changing
intensity of the fire.”

3. Torch Relay Commemorative Photo Corner:
Optical Illusion Version

In this exhibit, a special light was projected onto a
panel showing an image of Kei Nishikori bearing a
torch to trigger the illusion that the flames on the
panel and the flurry of cherry blossoms in the back-
ground are moving (Fig. 4). Position matching was
important for this exhibit because light was applied
on the feature points on the panel. To accurately carry
out alignment at each venue, we accurately projected
the light to a specific location on the panel by linking
the projector with the camera. This made it possible
for the local staff to easily set up the exhibit.

A total of 5616 people in 3373 groups experienced
this exhibit. All participants were surprised at the
movement of still images that were not supposed to
move.

4. Torch Relay Commemorative Photo Corner:
Kabuki Version

NTT began its initiatives to create new experiences
by combining traditional culture with information
and communication technology (ICT) in 2016. As
part of these initiatives, we have been focusing on
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kumadori, the distinctive kabuki style of makeup, and
created the unusual experience of having your chosen
kumadori mask virtually adhere to your face using
ICT. Packaging this experience exhibit in a container,
we have traveled to Fukushima and Kumamoto pre-
fectures to provide a fun experience through ICT.
Building on these initiatives, we provided the Torch
Relay Commemorative Photo Corner: Kabuki Ver-
sion as an experience with the theme of “connecting,”
as exemplified by the Olympic Torch Relay that con-
nected the regions (Fig. 5).

4.1 Flow of experience

First, participants chose their preferred mask from
among the many painted with kumadori makeup
(Fig. 6). We also projected the same special light used
in the optical illusion version to make it appear that
the kumadori masks hanging on the wall were casu-
ally changing their expressions. Once the participant
stood in front of the monitor and placed their chosen
mask on their face, the system automatically recog-
nized the kumadori mask and overlaid it on the face
of the participant. The kumadori mask had augment-
ed reality (AR) features, i.e., it followed the person’s
facial expressions and movements in all directions on
the monitor in real time while the mask remained
attached to the person’s face. The background in the
monitor was also rendered to match the selected
kumadori mask. We also prepared a background
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Fig. 6. Selection of kumadori mask.

specifically inspired by the Olympic Torch Relay
(Fig. 7). With their chosen mask attached to their
faces, participants could pose any way they wanted
while carrying the torch. Going to the next room,
participants then found their faces being projected
onto a gigantic 1.2-meter-high, three-dimensional
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(3D) face, to give them an element of surprise
(Fig. 8). Photos of the experience were later posted
on SNS and made available for download.

4.2 Results
This experience was intended to be offered at the
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Fig. 7. Torch Relay Commemorative Photo Corner: Kabuki Version experience.

Fig. 8. A gigantic 3D face with a height of 1.2 m.

Olympic Torch Relay expanded celebration events at
two locations, namely, the Expo 70 Commemorative
Park in Osaka and the Yokohama Red Brick Ware-
house Square in Yokohama. However, due to the
spread of COVID-19, it was only held at the Yoko-
hama Red Brick Warehouse Square. A total of 82
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people, including Olympic torchbearers and other
people involved, experienced the exhibit. Participants
laughed once they saw their chosen kumadori masks
attached to their faces upon holding the masks up,
and many got into character as kabuki actors while
taking commemorative photos with the torch in hand.
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5. Summary
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Direction for Supporting
Torchbearers x Swarm
Communication Control Technology

Masafumi Suzuki, Hiroshi Chigira, Hitoshi Yamaguchi,
Takuya Indou, and Shingo Kinoshita

Abstract

In connection with the Tokyo 2020 Olympic Torch Relay, NTT held NTT Presents Tokyo 2020 Olym-
pic Torch Relay Celebration events in Yokohama and Osaka and presented a torchbearer-support pro-
gram that welcomes torchbearers exchanging torch kisses using spatial-expression technology with
robots. In this article, we introduce the control technologies used for the display bots that enabled the

torchbearer-support program.

Keywords: Olympic Torch Relay, supporting torchbearers, spatial expression using robots

1. Overview

NTT is working to create new experiences by com-
bining art and technology, and one of the results of
our research in this area is “Art of Swarms,” a spatial-
expression technology using display bots. Spatial
expression refers to the creation of an organically
changing visual space through the coordinated
above-ground movements of a swarm of robots
equipped with multiple displays. Unlike projection
through the entire floor surface, display bots, which
have physical mass, move as a swarm to create a
visual space that enables an unconventional and tan-
gible visual experience.

NTT introduced the concept of spatial expression at
the 2018 NTT R&D Forum. Since then, we have
expanded the scale and examined the theatrical
effects of using display bots, including through dem-
onstrations at the world’s largest art festival in Linz,
Austria in 2018 and exhibits at the Sports Viewing
Re-Imagined Exhibition in July 2019. At the Sports
Viewing Re-Imagined Exhibition, we presented a
collaboration of a swarm of more than 30 display bots
with prominent artists Akiko Nakayama [1] and Ei
Wada [2]. We also used a swarm of display bots for
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sports expression, which received high praise from
many people who watched the exhibit.

Using the knowledge gained from these demonstra-
tion experiments, we applied Art of Swarms to the
Tokyo 2020 Olympic Torch Relay. We wanted many
people to have a more dramatic experience of the
Torch Relay and enable them to witness the possi-
bilities of the fusion of NTT’s communication tech-
nologies with art. We directed a festival to welcome
the torchbearers arriving at the venue during the NTT
Presents Tokyo 2020 Olympic Torch Relay Celebra-
tion events (Figs. 1 and 2).

1.1 NTT Presents Tokyo 2020 Olympic Torch
Relay Celebration
e Osaka: April 13, 2021, in front of the Tower of
the Sun Plaza at the Expo *70 Commemorative
Park
¢ Yokohama: June 30, 2021, at the Red Brick
Warehouse Event Square
We originally planned for many local people to
watch these two events. However, due to the spread of
the novel coronavirus (COVID-19), onsite viewing
through general admission was canceled; thus, we
presented the event online.
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Fig. 1. Torch kiss scene at the Osaka event.

Fig. 2. Torch kiss scene at the Yokohama event.

We collaborated with Ars Electronica, a world-
class media art research institute, to create dramatic
scenes for the stage presentation. The original plan
was for members of Ars Electronica to come to Japan
to take part in local operations with members of NTT.
However, they could not travel due to COVID-19, so
instead they provided support online from Austria.
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2. System configuration and technologies used

Display bots are robots that move on the ground
and equipped with hexagonal displays (Fig. 3). They
are composed of a display component at the top and
a driving function component at the bottom, each
operating independently. This configuration enables
the robots to move in any direction while keeping the
display surface in a fixed direction, thereby increasing
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the breadth of the spatial-image expression. In addi-
tion to the display, the top part includes devices for
communicating, positioning, and controlling the
movement of the display bot. The bottom part
includes the driving mechanism and battery.

Figure 4 shows an overview of the entire system,
including the display bots. The editing system is used
for generating scenarios in which movements of mul-
tiple display bots and video-content assignments are
programmed on the basis of the desired final image
expression for the entire space. The control system
then delivers and executes the specific scenarios and
video content to the display bots. This enables display
bots to move organically as a swarm.

The position of each display bot must be measured
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accurately to enable coordinated movements while
they move close to each other at a distance of around
10 centimeters. We had used motion capture with
infrared cameras and reflective markers for position-
ing during previous demonstration experiments since
they were conducted indoors. The same method,
however, could not be applied since the torch relay
event was going to be held outdoors. Although Glob-
al Positioning System (GPS) is commonly used for
outdoor environments, the normal positioning accu-
racy of GPS exceeds a few meters, making it impos-
sible to apply it as is. We therefore adopted a high-
precision positioning system called real-time kine-
matic global navigation satellite system (RTK-
GNSS). However, RTK-GNSS had not been widely
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used, and using it for simultaneous control of 60
robots had never been attempted. RTK-GNSS enables
high accuracy (error of a few centimeters) even out-
doors by using correction information generated in
real time from observation data at different locations
called base stations in addition to the positional infor-
mation obtained from regular GPS antennas. For this
project, we applied NTT DOCOMO’s “DOCOMO
IoT high-precision GNSS positional information ser-
vice” [3] to RTK-GNSS, a first-of-its kind initiative.
Using RTK-GNSS enables accurate location infor-
mation to be obtained, but it does not enable measure-
ment of the exact direction. If the exact direction
could not be determined, the direction of each display
bot’s display would be different from one other, and
the entire image would be become corrupt. We there-
fore installed two antennas diagonally on the display
bot and obtained the direction information using the
differential information from the two antennas.

We used proprietary standard Laird communica-
tions (2.4 GHz) and Wi-Fi communications (2.4/5.2
GHz) for communication between the display bots
and control system and fourth-generation (4G) Long-
Term Evolution (LTE) communications via mobile
routers for communication with the DOCOMO IoT
high-precision GNSS positional information service.

Before the display bots start moving, the scenarios
are communicated simultaneously to each bot via
radio signals from the control system upon the opera-
tor’s command. Each display bot then begins to move
in accordance with the transmitted scenarios. The
bots move in accordance with the programmed sce-
nario, but they can also be controlled in real time by
the operator, such as to stop display bots simultane-
ously or decrease their speed, since they always oper-
ate in concert with the control system.

3. Testing

Testing with 100 display bots requires a space that
is large enough to store, charge, and operate them and
that is relatively free from obstructions to enable
reception of the satellite signals for RTK-GNSS. We
therefore conducted tests at the NTT Tsukuba R&D
Center (Tsukuba City, Ibaraki Prefecture), which
meets these requirements. After the decision to post-
pone the Tokyo 2020 Games, at the time of test
resumption, the plan was to hold the event in collabo-
ration with members from Ars Electronica. However,
COVID-19 infections did not subside as we had
expected, increasing the likelihood that they could
not come on the day of the event. We therefore

NTT Technical Review  Vol. 20 No. 1 Jan. 2022

promptly changed our policies as follows (Figs. 5 and 6).

* Control and preparations for actual event and

tests at Tsukuba was carried out by only Japa-
nese members mainly from NTT.

* Ars Electronica members did not come to Japan

but supported the operations online.

As a result, NTT members had to deal with many
unfamiliar tasks, such as handling hardware issues,
troubleshooting and analyzing problems, and other
tasks that were originally supposed to be handled by
members of Ars Electronica. Many hours were there-
fore spent on remote correspondence with members
in Austria. Due to the time difference with Austria,
there were many time constraints; thus, it was neces-
sary to efficiently carry out testing, problem analysis,
and response.

4. Live performance

We held the first live event in front of the Tower of
the Sun Plaza at the Expo 70 Commemorative Park
on April 13, 2021. The final torch kiss with the last
torchbearer of the day would have been welcomed
through a spatial-expression show by a swarm of dis-
play bots, with the Tower of the Sun, the symbol of
the Expo 70 Commemorative Park, in the back-
ground.

Around April 7, when we traveled to Osaka for the
preparations, the number of new COVID-19 infec-
tions in Osaka Prefecture began to increase sharply,
and the declaration of the third state of emergency
became imminent. Eventually, on April 7, an
announcement was made that the Torch Relay along
public roads would be canceled and held at the Expo
70 Commemorative Park. Although we were able to
avoid having the event on April 13 canceled, it was
held with no spectators. In addition, the Osaka pre-
fectural government requested us to avoid presenting
in front of the Tower of the Sun, which was illumi-
nated in red after sunset during the state of emergen-
cy. To comply with this request, we needed to start the
event before sunset. However, since the display bots
create the magical spatial expression by moving as a
swarm of images in the dark, holding the event before
sunset meant that the presentation would lose much
of its charm. Also, given that many display-bot hard-
ware failures had occurred since we arrived in Osaka
and that GPS reception in the field was poor and
positioning failed during preliminary rehearsals, to
be safe, we decided to carry out the live performance
in Osaka with 48 display bots in a stationary state.
During the day of the event, while it was raining
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Fig. 5. Remote collaboration with members of Ars Electronica.

heavily, the stationary display bots welcomed the
torchbearers and rendered a coordinated display of
lights along with the torch kiss.

After the completion of the Osaka event, we were
faced with two major issues to be resolved in prepara-
tion for the Yokohama event scheduled on June 30.
The first issue was the repair of the broken display
bots. More than half of the bots had some sort of
problem, so we needed to quickly carry out trouble-
shooting and repair to ensure that as many display
bots as possible were operational before the next
event. For the repair of the display bots, we deter-
mined which ones had to be returned to Austria for
repair and which ones could be repaired in Japan.
Considering all possible factors, including the num-
ber of units necessary for the entire production, num-
ber of days required for repair, and number of days
required for testing, we created a repair plan and
changed it in accordance with the daily situation. As
aresult, we were able to secure 48 operational display
bots before the live event.

The second issue was the stabilization of their posi-
tioning. The location of GPS satellites on the day of
the event and the surrounding environment had a
significant impact on positioning. Even if we con-
ducted prior testing in the same location and obtained
good results, there was no assurance that we could
obtain the same results during the actual event. We
therefore used two methods to increase the reliability
of positioning.

The first was improving the antenna-installation
method. From our experience in Osaka, we found that
raising the position of the antenna could lead to more
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Fig. 6. Testing at NTT Tsukuba R&D Center.

stable positioning. However, installing the antennas
too high leads to many issues, such as difficulty in
fixing the antenna in place or an unsightly appear-
ance, so it was necessary to find a height that bal-
ances functionality with aesthetics. After various
tests, we determined that the optimum height was
around 15 cm from the surface of the display. The
second was achieving failsafe positioning. We needed
to ensure that positioning would continue even if the
RTK-GNSS positioning fails. To achieve this, we
used an odometer to estimate the position and direc-
tion using the amount of rotation, etc. of the wheel of
the display bots.

The second event was held at Yokohama Red Brick
‘Warehouse on June 30, 2021. Due to the COVID-19
situation, like in Osaka, onsite viewing through gen-
eral admission was canceled, and the event was con-
ducted exclusively through online streaming. From
rehearsals to the live performance, the display bots
did not fail, and their positioning was stable and
almost never failed. In the area between Buildings
No. 1 and No. 2 of the Red Brick Warehouse, the
display-bot program showcased a magical display of
lights through coordinated movements of 48 display
bots as the last torch kiss of the day was exchanged
and the final torchbearer was sent off to ignite the
cauldron (Fig. 7).

5. Summary

Onsite viewing through general admission was can-
celed for both the Osaka and Yokohama events, pre-
venting the general public from experiencing the
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Fig. 7. Direction support for the Torch Relay in Yokohama.

display-bot presentation in person. Nevertheless, we
consider it a major achievement to have enabled
many people to enjoy via online streaming the pre-
sentation of lights and movements by the swarm of
display bots around the torchbearers and for the show
to be featured in various media events, including the
opening ceremony presentation, as an iconic scene of
the Tokyo 2020 Olympic Torch Relay.

Going forward, we will continue to study further
possibilities of the fusion of art and technology.
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1. Overview

The Tokyo 2020 Olympic Torch Relay, which
started in Fukushima Prefecture on March 25, 2021,
was carried by 10,515 runners over 121 days through
all 47 prefectures in Japan. The Torch Relay usually
involves the torchbearers running on public roads and
a celebration event at the final point of the relay at the
end of each day. At the celebration event, the final
torchbearer of the day lights the Olympic flame in its
cauldron, local residents and sponsors perform songs
and dances on stage, and people can have their photos
taken with an Olympic torch at the Olympic Torch
Relay Commemorative Photo Corner and enjoy other
exhibits to add to the excitement of the Torch Relay.

As an extended version of the celebration event,
“NTT Presents Tokyo 2020 Olympic Torch Relay
Celebration - CONNECTING WITH HOPE” was
staged by NTT in Osaka on April 13 and in Yokohama
on June 30. In addition to the torch being carried by
the final torchbearer of the day, GENERATIONS
from EXILE TRIBE performed live, junior-high-
school students, EXILE USA, and EXILE TETSUYA
performed “Rising Sun -2020-,” and calligraphy artist
Soun Takeda performed using calligraphy. Initially,
we planned to invite a general audience of about 5000
people; however, due to the spread of the novel coro-
navirus (COVID-19), general audience viewing at
both venues were canceled and switched to online
streaming instead.

NTT research and development (R&D) laboratories
have been conducting demonstration experiments of
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ultra-realistic live broadcasts and stage productions
of kabuki, live music, fashion shows, sports events,
and other events by using our ultra-realistic commu-
nication technology Kirari! (Fig. 1).

On the basis of the results of those demonstration
experiments, for the live performance by GENERA-
TIONS from EXILE TRIBE in the extended celebra-
tion event, we created three new stage productions by
using Kirari!, i.e., “remote performance,” “remote
viewing,” and “remote fan collaboration.”

2. Details of stage productions

2.1 Remote performance

During the COVID-19 pandemic, it has become
increasingly difficult for artists to get together, espe-
cially if they are far apart. The purpose of the remote
performance in such an environment is to harness the
power of communication to create an experience that
makes remote artists feel as if they are performing in
the same place. For this remote-performance stage
production, we created a group dance in tune with the
song “Choo Choo TRAIN” by artists in remote loca-
tions.

Normally, artists at distant venues would collabo-
rate with each other; however, in this case, to simulate
the experience, we used two locations on the stage as
remote locations and a transparent screen above the
stage as a virtual shared space. As shown in Fig. 2,
points (1) and (2) on the stage are the remote loca-
tions, and the transparent screen (3) is a shared space
above those locations. The images of the artists dancing
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at points (1) or (2) were transferred to the transparent
screen. At that time, the background images were cut
out by Kirari! and only each artist’s image was trans-
mitted. The images projected on the transparent
screen appeared to be three-dimensional, and that
appearance created an experience in which the viewer
feels that the artists are actually dancing there. Five
artists dance in turn, so, each time, the number of art-
ists on the transparent screen increased (Fig. 3(a));
finally, when all artists have finished dancing, the
images of the five artists merged into one as if they
were dancing in circular motions at the same location
(Fig. 3(b)). It is also possible to extract and transmit
the images of all the artists dancing at the same time
in real time.
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2.2 Remote viewing

During the pandemic, it has also become difficult
for fans to attend live-music concerts, especially for
fans in provincial areas wanting to go to concerts in
big cities. The purpose of this remote viewing was to
harness the power of communication in such an envi-
ronment to create an experience through which the
artist appears to be performing right in front of you.

Our challenge was to transmit the video of the art-
ists on the main stage to another remote stage with the
fans present. Normally, we would have streamed the
images to a remote site far away; however, for the
purpose of simulating the experience, as shown in
Fig. 4, we transmitted the data to a Kirari! truck set
up at a remote location in Yokohama. The Kirari!
truck housed a transparent screen similar to the one
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forming the main stage and, as shown in Fig. 5, the
artists transferred by Kirari! were displayed on the
screen in a holographic manner to create an experi-
ence in which the artists appear to have come to per-
form right in front of the fans.

2.3 Remote fan collaboration

It has been difficult for fans and artists to interact
with each other during the pandemic. Even if the fans
could go to a venue, the experience of shaking hands
with a celebrity like before has become impossible.
The purpose of remote fan collaboration was to har-
ness the power of communication in such an environ-
ment to create an experience in which the artist
appears to come and perform with the fans.

We faced two challenges for this production. One
was to transfer the artist on the main stage and the
other was to transfer the fans at the venue next to the
artist on the stage. For the first challenge, the images
of the artist on the stage were extracted using Kirari!
and superimposed next to the images of the fans dis-
played on a monitor on the stage. As shown in Fig. 6,
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this process gave the fans in the audience the virtual
feeling of being next to the artist. For the other chal-
lenge, the images of the artist extracted using Kirari!
were transferred to the remotely located Kirari! truck
in a manner that created the feeling that the artist had
been transferred next to the fans in the truck.

3. Technology

We now explain one of the technologies that make
up Kirari!, “real-time extraction of objects with arbi-
trary background” technology [1]. This technology
can extract a specific object from a video without the
need to use a green background. NTT developed
“KIRIE” [2] in 2018, which systemizes object extrac-
tion using this technology, and used it for the above-
described stage productions.

With KIRIE, the object is extracted by switching
between two methods: one using only background
subtraction and the other combining background sub-
traction and machine learning. With background
subtraction, an image without an object is acquired in
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Fig. 5. Appearance of remote viewing.

(a) The performers are transferred next to the fans in the audience
so they can all dance together

(b) The performer interacts with fans on the Kirari! truck

Fig. 6. Appearance of remote fan collaboration.

advance as a background, and the area in which the
object is to appear is identified by taking the differ-
ence between the background and image being cap-
tured.

Using machine learning, in addition to the above-
mentioned background image, multiple images
showing the object and background at the same time
are taken. By learning the combination of back-
ground color and color of the object to be extracted as
training data, it is possible to determine what area
corresponds to the object.
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The method that only uses background subtraction
has the advantage of not requiring prior training;
however, it is not easy to extract objects in colors
close to the background color. Another disadvantage
is that if the background changes even slightly, the
extraction accuracy will decrease. In contrast, the
method of combining background subtraction and
machine learning has advantages such as being able
to extract images even when the colors of the back-
ground and object are similar and being able to handle
changes in the background. However, it requires prior
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training.

For the above-mentioned stage productions, when
the performers could participate in the rehearsal the
day before and the color of the costume they would
wear on the day was decided, we aimed for more-
accurate object extraction by using the method of
combining background subtraction and machine
learning. When the performers could not attend the
rehearsal on the previous day, however, we used the
method that only uses background subtraction to
extract the objects.

4. Results

The extended versions of the Torch Relay celebra-
tion, which were streamed online, were viewed by
many people, with 100,000 views on YouTube Live
with a maximum of 12,000 simultaneous connec-
tions. We also received a large amount of positive
feedback on social networking sites, where over 90%
of the responses were positive.

Using the above-mentioned technologies for the
remote-performance, remote-viewing, and remote-
fan-collaboration productions, we could extract
objects with high accuracy.

Even under the condition that the color of the back-
ground tends to change, such as when it was raining
during the previous day’s rehearsal but sunny on the
next day’s rehearsal, we could extract the object by
combining background subtraction and machine
learning with an accuracy acceptable for viewing. In
some cases, the arrangement of the production sud-
denly changed on the day, and performers different
from those targeted in the previous day’s rehearsal
became the extraction target; nevertheless, the meth-
od using only background subtraction still produced
generally acceptable extraction results. The average
processing delay of KIRIE was 166 ms, which indi-
cates that we achieved real-time object extraction
with low latency and high accuracy.
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5. Concluding remarks

For the extended celebration events of the Tokyo
2020 Olympic Torch Relay, we conducted three stage
productions, remote performance, remote viewing,
and remote fan collaboration using Kirari!. Although
the public viewing was cancelled due to the spread of
COVID-19, we could still demonstrate to tens of
thousands of viewers the possibility of new remote
entertainment during the pandemic through online
streaming and received positive feedback from the
majority of those viewers. Taking the above-described
challenges as a first step, NTT R&D will continue to
research and develop technologies toward the cre-
ation of a new form of live entertainment suitable for
the “new normal” era.
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Torch Relay Regional Event x
Voice-recognition Communication

Technology

Yusuke Ichikawa and Yuki Yoshida

Abstract

To celebrate the Tokyo 2020 Olympic Torch Relay, NTT held a hands-on event that enabled children
from local elementary schools to cheer on the Torch Relay. During this event, we created a new cheering
experience by developing a cheering-production system together with the elementary-school students
that visualizes the cheers of the children as text using voice-recognition communication technology and
sends the text cheers to the runners. This article introduces the event and cheering-production system.

Keywords: Torch Relay, voice-recognition communication technology, experience design

1. Overview

The NTT Yokosuka R&D Center was selected as
one stop on the route of the Tokyo 2020 Olympic
Torch Relay, which traveled the length and breadth of
Japan. An event to welcome the torch to the center
was managed by NTT. NTT research and develop-
ment (R&D) laboratories recruited a wide range of
staff from across several laboratories to plan and
organize the event. A total of 18 people from 9 labo-
ratories worked together as a study team to organize
the event. The team decided to welcome the torch to
the NTT Yokosuka R&D Center by inviting local
residents to participate—with whom we have had
many exchanges in the past.

The concept of the Tokyo 2020 Olympic Torch
Relay was “Hope Lights Our Way.” Established in
1972 in Yokosuka, Japan, the NTT Yokosuka R&D
Center has long been involved in exchanges with
local residents through technology. Combining this
background with the concept of the Torch Relay, we
decided on the theme of “Connecting ages, connect-
ing communities, and connecting technologies” for
the event.

In accordance with that theme, we selected senior
researchers as initial torchbearers who would pass the
torch to young researchers who would in turn pass it
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to local students. In addition, elementary-school stu-
dents from nearby schools (Awata and Iwato Elemen-
tary Schools in Yokosuka City) were invited as spec-
tators to cheer on the Torch Relay. The entire Torch
Relay, including the spectators, was designed to con-
nect ages and communities. Students from Kanagawa
Prefectural Yokosuka High School, which had been
interacting with the NTT Yokosuka R&D Center
through programs such as “Super Science High
School,” were also selected as local student torch-
bearers.

On the basis of the theme of connecting communi-
ties and technologies, this event aimed to provide an
opportunity for elementary-school students to experi-
ence the communication technology of the NTT
Yokosuka R&D Center through cheering. The aim of
the event was to provide a new experience of cheering
for the Torch Relay. We developed a cheering-pro-
duction system using voice-recognition communica-
tion technology that enables the cheers of elementa-
ry-school students to be visualized and transmitted to
the torchbearers. To expose the students to such
technology, we introduced a paper-cup microphone
that they could make themselves using commercially
available paper cups, magnets, and coils and use as an
input device for the cheering-production system.
Before the event, we asked the students to make their
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Fig. 1. The cheering-experience event at lwato Elementary School.

own paper-cup microphones. By making the micro-
phones themselves, the students had a chance to learn
the principles of communication by which sound is
transmitted by a magnet and coil.

In March 2020, in the midst of these preparations,
it was decided to postpone the Torch Relay and the
Olympic and Paralympic Games for one year due to
the spread of the novel coronavirus (COVID-19).
Nevertheless, members of the study team organizing
the event continued to prepare to welcome the torch
to the NTT Yokosuka R&D Center. In March 2021,
the Torch Relay started as scheduled; however, two
weeks before our event, due to continuing spread of
COVID-19 infections, the Kanagawa prefectural gov-
ernment decided to take the Torch Relay off public
roads in the prefecture. Consequently, the Torch
Relay event at the NTT Yokosuka R&D Center was
cancelled. Although it was decided to cancel the
event, all the members of the study team had one goal
in mind, to create memories for the elementary-
school students who had participated in making their
paper-cup microphones. With that goal in mind, we
worked together and immediately started planning an
alternative event. Since we could not hold a group-
type event at the NTT Yokosuka R&D Center, we
decided to take the cheering-production system to the
Awata and Iwato elementary schools and hold a simi-
lar Torch Relay cheering-experience event on those
premises. The paper-cup microphones, which was an
idea of the members of the study team, has the advan-
tages of not only preventing oral droplets from
spreading but also amplifying voices without the
need for shouting. From that viewpoint, we were con-
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vinced that we could hold the event safely even in the
midst of the pandemic. When we consulted with the
elementary schools about our plan, they readily
agreed to hold the event in the gymnasium at Awata
Elementary School and in the audiovisual room at
Iwato Elementary School. The participants were sixth
graders. The event was simultaneously held at both
schools on June 29, which was the date the Torch
Relay was originally scheduled to be held (Fig. 1).
The total number of participants was 107, including
61 from Awata Elementary School and 46 from Iwato
Elementary School.

2. Cheering-production system

The cheering-production system visualized the
voices of the students through paper-cup micro-
phones by using voice-recognition communication
technology. The configuration of the system is shown
in Fig. 2. To obtain the sound of a student’s voice,
each student’s paper-cup microphone was connected
to his/her smartphone. The voice collected by the
paper-cup microphone was sent to the voice-recogni-
tion communication network through the smartphone
((1) in Fig. 2). Through the voice-recognition com-
munication network, the speech content was con-
verted into characters and output during the commu-
nication. The speech content output from the voice-
recognition communication network was displayed
on a projector at the event venue that can also be seen
by the torchbearers ((2) in Fig. 2). We improved the
recognition accuracy by limiting the recognition to
two specific cheering words, “ganbare!” (“Go for
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Fig. 2. Overview of cheering-production-system configuration.

it!”, “Come on”, etc.) and “faito!” (lit. “fight!”). The
number of times each cheering word was uttered was
also counted, and from the results of the counting, the
image projected by the projector at the venue and the
cheers collected with the paper-cup microphones and
output to the loudspeakers were visualized and trans-
mitted to the torchbearers (Fig. 3).

3. Technology

3.1 Voice-recognition communication technology
The signal-to-noise ratio of the speech collected
with paper-cup microphones is low, and the frequen-
cy of the band required for speech drops. Therefore,
the failure to recognize phonemes (sound units such
as the vowels /a/, /i/, lu/, /e/, and /o/) posed a chal-
lenge to implementing the cheering-production sys-
tem. Therefore, we developed a learning model and
tuned it to the characteristics of a paper-cup micro-
phone. For this event, it was important to recognize
the specified cheering word without omission. There-
fore, we were able to improve the cheering experi-
ence by limiting the number of words to be recog-
nized and tuning the model by prioritizing reproduc-
tion rate (sensitivity) over relevance rate (accuracy).
We asked the elementary-school students to make
their own paper-cup microphones for transmitting
their cheers to the voice-recognition communication
network. The creation of the paper-cup microphones
was part of the technology-education program that
was implemented in the children’s science class held
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at the NTT Yokosuka R&D Center Open House in
2012.

For this cheering-experience event, all students had
to complete their paper-cup microphones within the
time allotted by the school, i.e., two periods of 120
minutes. With that allocated time in mind, the study-
team members repeated trials, identified steps that
would take time, and devised ways such as omitting
work steps requiring scissors and prepared an all-
you-need kit. All the students completed their micro-
phones within the allocated time. A scene from the
day of the event is shown in Fig. 4.

On the day of the event, the procedure was as fol-
lows. On completing their paper-cup microphones,
each student, in order of finishing, connected the
microphone to their smartphone and recorded their
voice on the smartphone. Their recorded voices were
then played back from the speaker, and the operation
of the cheering-production system was checked. The
students were able to enjoy learning about the mecha-
nism of voice communication, for example, when
their voice was actually played back from the speak-
er, we heard them exclaim “Ooh!” and “Aah!”

4. Results

During the cheering-experience event, teachers
from the school ran with torches around classrooms
and gymnasiums, and when each torch-bearing
teacher reached the next teacher, they conducted a
simulated “torch kiss” by touching the tips of their
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Fig. 3. Example of displayed cheering words and number of times the words were uttered (The center of the screen is a

composite display of an actual runner’s image.).

Fig. 4. A snapshot of a student making a paper-cup microphone.

torches. The simulated Torch Relay lasted about 15
minutes, during which the students continued cheer-
ing while desperately trying to keep their voices
down to prevent droplet infection. Although the
cheers were not loud, they were amplified by the
paper-cup microphones and became louder, and the
two cheering words were counted about 9000 times
and displayed while the torchbearers were running.
After the event, all of the participating students wrote
their impressions (in a completely free format) with
comments such as, “I was so happy when I could
make a sound with the paper-cup microphone,” “I
could speak with a normal voice even though my
voice came from a microphone,” and “It was amazing
to cheer with the paper-cup microphone just like with
a real microphone.” We were amazed to see that the
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cheering experience was not only fun but also led to
an interest in technology. We heard the students’
interest in the fundamentals of technology with com-
ments such as “I want to know why it is the way it is.”

This event was evaluated as having value in terms
of not only regional exchange but also education. The
school principals said, “I think it was good for learn-
ing that various communication technologies are
being researched at local facilities” (Principal
Kaneko, Awata Elementary School) and “It was very
significant in regard to career education to be exposed
to NTT’s research and technology” (Principal Hara-
guchi, Iwato Elementary School).
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5. Concluding remarks
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Abstract

NTT undertook the technical development and implementation of high-efficiency Wi-Fi technologies
to provide spectators and related personnel a stress-free wireless communications environment at the
Japan National Stadium and other venues of the Olympic and Paralympic Games Tokyo 2020. These
technologies are expected to lead to new sports-viewing styles using the network of a venue and a variety
of new services using a flexible network at events such as meetings, incentives, conferences, and exhibi-

tions (commonly referred to as MICE).

Keywords: high-efficiency Wi-Fi, wireless resource control technology, wireless quality visualization

technology

1. Introduction

Everyone’s lifestyle has been changing along with
the widespread use of smartphones and social net-
working services (SNSs), and the way in which peo-
ple participate in events such as when attending
sports matches or live concerts has likewise been
changing. For example, it has become common for
spectators at a venue to take photos or video of an
exciting scene using their cameras or smartphones
and immediately post such images simultaneously on
SNSs or upload them to a cloud environment. In a
similar manner, it was envisioned that many specta-
tors at venues of the Olympic and Paralympic Games
Tokyo 2020 would be simultaneously using the net-
works of these venues.

The Japan National Stadium, the main venue of the
Tokyo 2020 Games, required a stress-free communi-
cations environment for spectators appropriately
linked to a variety of systems to become a world-class
stadium as the new hub for sports in Japan. To this
end, specialists having high technical competence
through extensive experience in constructing Internet
Protocol (IP) networks, Wi-Fi* systems, etc. were
recruited from NTT Group companies to set up an
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information-and-communication-technology envi-
ronment on a world-class level. These specialists
used their diverse experience and expertise in con-
structing and operating Wi-Fi systems at large-scale
stadiums to achieve an optimal arrangement of access
points (APs) tailored to the construction and shape of
the Japan National Stadium. This arrangement fea-
tured an AP for every 70 seats and provided coverage
of areas where people would tend to gather such as
concourses, vendor stalls, and ticket counters. The
end result was a total of approximately 1300 APs,
making for a high-density, world-class Wi-Fi system.
To achieve such a high-density configuration, optimal
channel settings to avoid radio-wave interference and
tuning performed at the final stage of construction
were important. Therefore, it was decided to use the
high-efficiency Wi-Fi technologies being developed
by NTT laboratories to create a stable and high-
quality Wi-Fi environment. This provided smooth
connections to the Internet enabling everyone in the
stadium to share their feelings or impressions on
SNSs or elsewhere.

*  “Wi-Fi” is a registered trademark of Wi-Fi Alliance.
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(a) AP wireless control: Dynamic control of AP operating frequency band (920 MHz,
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Fig. 1. Wireless resource control technology.

2. Introduction to high-efficiency
Wi-Fi technologies

The following introduces high-efficiency Wi-Fi
technologies for achieving a stable and high-quality
Wi-Fi environment.

2.1 Wireless resource control technology

The wireless resource control technology derives
an optimal combination of Wi-Fi parameters such as
the operating frequency channel, bandwidth, and
transmission power of each AP depending on the
radio-interference conditions among multiple APs
(Fig. 1) [1]. It derives, in particular, an optimal chan-
nel combination that avoids interference between
APs through iterative optimization processing using a
genetic algorithm. Carrying out this processing
dynamically enables the parameters of each AP to be
controlled in accordance with changes in the environ-
ment.

2.2 Wireless quality visualization technology
The wireless quality visualization technology esti-
mates the degree of congestion under peripheral wire-
less conditions by listening to and analyzing control
signals radiated in an area through the use of monitor-
ing devices (boxes) installed at locations near APs or
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users (terminals) [2]. This technology makes it pos-
sible to estimate the positions of transmitting/receiv-
ing terminals, issue alerts in the event of a sudden
increase in traffic, and provide an operator with user-
vicinity information needed to clarify the cause of
network instability (Fig. 2).

3. Demonstrations at venues

The opening event for the new Japan National Sta-
dium was held in December 2019 immediately after
completion of the structure. Filled to capacity with
64,000 spectators, the stadium hosted a program that
included relay races by famous athletes and live per-
formances by popular artists. During these activities,
there were moments when images and video taken by
spectators were simultaneously posted to SNSs or
emailed throughout the world. Through this event, it
was shown that 64,000 spectators could simultane-
ously make SNS postings without problems as an
extension of their everyday life and that the commu-
nications infrastructure of the Japan National Stadi-
um could provide stable and high-quality connec-
tions.

This opening event provided an ideal opportunity to
determine changes in the wireless environment and
shifts in traffic for an actual high-density gathering of
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Fig. 2. Wireless quality visualization technology.

spectators. With the wireless quality visualization
technology, the analysis of wireless-environment
data that were collected widely and continuously
confirmed that traffic could be accommodated with-
out problem during peak traffic occurrences even
from the viewpoint of data communications (Fig. 3).
Analysis based on data collected using this technol-
ogy clarified the effects of human-body shielding
with respect to receiving radio waves in an environ-
ment closely packed with spectators (Fig. 4). It has
been reported that the shielding and attenuation of
radio waves by human bodies in a crowd of spectators
in an environment such as the Japan National Stadi-
um can affect wireless communications, but the mag-
nitude of that effect has not been quantitatively clari-
fied. These analysis results provided beneficial data
for detailed designs of Wi-Fi parameters using the
wireless resource control technology.

This opening event was the first large-scale event in
the world to use the 5.2-GHz band, which had not
been approved for outdoor use prior to the event.
Japan, however, was a prime promoter of worldwide
system revisions with respect to this band and
achieved a revision of radio regulations allowing its
outdoor use in November 2019 just in time for the
opening event. As a result of this achievement, NTT
received the 31st Radio Achievement Award of the
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Minister of Internal Affairs and Communications
from the Association of Radio Industries and Busi-
nesses.

With a view to the Olympic and Paralympic Games
Tokyo 2020, there was a need for dividing channels
into those for spectator use and those for management
use at the same stadium. The aim was to ensure a
stable level of communications quality for people
related to the Tokyo 2020 Games and actual sports
events even during the occurrence of large volumes of
traffic generated by as many as 60,000 spectators.
From the analysis results of the opening event, a test
calculation of traffic volumes was conducted before-
hand, and it was found that insufficient capacity
would occur at an event on the scale of the Olympic
Games if the number of available channels was lim-
ited [3] (Fig. 5). NTT’s high-efficiency Wi-Fi tech-
nologies can dynamically derive an optimal combina-
tion of Wi-Fi parameters even with such a limited
number of resources. The effectiveness of these
technologies was recognized, and it was decided to
provide them at the Japan National Stadium. Unfor-
tunately, it was decided to hold the Tokyo 2020
Games without spectators, so Wi-Fi for spectators
was switched off and these technologies were not
used at the Japan National Stadium. However, they
were used in the free Wi-Fi environment at the Tokyo
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Big Sight Aomi Exhibition Halls that became the
showcase venue for sponsors of the Tokyo 2020
Games. It contributed to the provision of a stress-free
wireless environment at this location.

4. Toward the future

At NTT, we have been researching and developing
high-efficiency Wi-Fi technologies to optimize the
network within a venue and provide stable through-
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put with an eye to creating new viewing styles and
new types of events. For example, these technologies
will enable the flexible allocation of communication
resources in accordance with network demand per
unit area and the provision of flexible networks that
can improve throughput at particular locations such
as premium seating and press galleries.

These wireless technologies have been given the
group name Cradio® [4], which we will continue to
research and develop toward the implementation of
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the Innovative Optical and Wireless Network (IOWN)
vision promoted by NTT.

NTT is an Olympic and Paralympic Games Tokyo
2020 Gold Partner (Telecommunication Services).
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Abstract

Events that attract worldwide attention, such as the Olympic and Paralympic Games and international
exhibitions, have become easy targets for cyber attacks, and it is no longer rare to hear of reports of dam-
age from such attacks. The Olympic and Paralympic Games Tokyo 2020 was held in 2021 after a one-
year delay due to the novel coronavirus (COVID-19), and NTT, as a Gold Partner (Telecommunications
Services), had the responsibility of managing the network infrastructure supporting the Tokyo 2020
Games, thus dealing with the threat of cyber attacks. This article describes how NTT-CERT (NTT Com-
puter Security Incident Response and Readiness Coordination Team) of NTT Social Informatics Labo-
ratories faced cyber attacks as the representative computer security incident response team of the NTT

Group.

Keywords: information security, cyber attack, CSIRT

1. Olympic and Paralympic Games and
cyber attacks

The Olympic and Paralympic Games is an interna-
tional event with a long history. It attracts worldwide
attention, therefore, it can become a target of many
parties with a variety of malicious intentions. The
event can be misused as a site for advancing political
agendas, swindling money, or generating a loss of
confidence in the host nation by inducing failure. The
modus operandi of attackers having such malicious
intentions have begun to spread to cyberspace beyond
physical activities. In past Olympic and Paralympic
Games, a variety of attacks having the potential of
impacting their operations and management have
been confirmed. These include disruptive acts caused
by denial-of-service (DoS) and distributed denial-of-
service (DDoS) attacks, the breaching of systems
belonging to organizations related to the Games, and
targeted attacks toward malware infections. To obtain
results at a single international event, attackers have
been watching for opportunities and refining their
techniques. Organizations related to the Olympic and
Paralympic Games must therefore implement exten-
sive and reliable systems to protect the Games from
such advanced attacks. As a Gold Partner (Telecom-
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munications Services) of the Olympic and Paralym-
pic Games Tokyo 2020, NTT had the important
responsibility of managing the network infrastructure
supporting the Tokyo 2020 Games, thus having to
deal with the threat of cyber attacks. This article
introduces the activities of NTT-CERT (NTT Com-
puter Security Incident Response and Readiness
Coordination Team) of NTT Social Informatics Lab-
oratories at the Olympic and Paralympic Games
Tokyo 2020.

2. NTT-CERT activities at Olympic and
Paralympic Games Tokyo 2020

NTT-CERT, a research group operating within
NTT Social Informatics Laboratories, acts as the rep-
resentative computer security incident response team
(CSIRT) of the NTT Group (Fig. 1). NTT-CERT
activities, which do not include the operation of
equipment, have two major objectives: (i) collect
information and share that information seamlessly
with NTT Group companies to prevent cyber attacks
from occurring, and (ii) provide support to minimize
the damage caused by actual incidents and prevent
their reoccurrence. NTT-CERT also feeds back the
knowledge gained from such activities to research
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JPCERT/CC: Japan Computer Emergency Response Team Coordination Center

NCFTA: National Cyber-Forensics and Training Alliance
SNSs: social networking services

Fig. 1. Role of NTT-CERT.

activities and promotes research toward more
advanced and robust security technologies.

As described above, the NTT Group had the
responsibility of creating and maintaining a safe and
secure network infrastructure in support of the Tokyo
2020 Games. Therefore, it was essential that NTT-
CERT functions be enhanced to protect the NTT
Group and network infrastructure from a diverse
array of attackers from around the world. As an orga-
nization related to the Tokyo 2020 Games, we drafted
a policy of preventing the possibility of a cyber attack
before it occurs, and if an incident should occur, of
minimizing any damage and impact on the Tokyo
2020 Games. We focused our efforts on enhancing
our information collection and analysis functions.

Since NTT-CERT possesses no network facilities
that it directly operates, the target of its information
collection is mainly external open source intelligence
(OSINT). However, collecting such a large volume of
randomly arranged OSINT information would be
nearly impossible no matter how many people are
assigned to the task. We decided to prioritize the type
of threat analysis to be conducted for the Tokyo 2020
Games and the information that should be collected.
We analyzed cyber attacks that would seem likely to
occur at the Tokyo 2020 Games by analyzing threats
from the following four viewpoints: 1) What kind of
attacker or organization using 2) what type of attack
technique and having 3) what purpose would mount
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an attack on 4) what attack target? On the basis of
these four viewpoints, it became possible to organize
information in terms of what attack target should be
prioritized and protected by NTT-CERT and what
information on attack techniques should be priori-
tized and detected, and on the whole, to classify with
good efficiency the information that should be priori-
tized and collected. It was first necessary to list and
analyze as many cyber attacks as possible that could
occur at the Tokyo 2020 Games.

With this in mind, we began by collecting informa-
tion on cyber attacks that occurred in the past. Rang-
ing from the Olympic Games London 2012, during
which full-fledged cyber attacks occurred, to the
Olympic Winter Games PyeongChang 2018, during
which targeted attacks were confirmed, we analyzed
both Japanese and overseas news articles on past
Olympic Games, reports issued by security vendors,
etc. To obtain a comprehensive understanding of
attacks that should be expected, we broadened our
survey range to attacks that targeted personnel related
to the Olympic Games and spectators and prepared a
list of damages that occurred and damages that could
be assumed. To carry out the threat analysis described
above, we classified these data into “attacker,” “pur-
pose,” “technique,” and “target.”

After using that list to determine “attacker,” “pur-
pose,” and “technique” for which an attack could be
detected from outside sources, NTT-CERT prioritized
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Fig. 2. Analysis toward enhanced monitoring.

the information that should be collected from the
viewpoint of “target.” Specifically, attacks for which
the NTT Group would be the direct attack target were
set as top priority followed by attacks on personnel
related to the Tokyo 2020 Games that could have an
impact on the NTT Group and attacks on spectators
in that order. “Technique” and “purpose” were priori-
tized on the basis of what NTT-CERT could detect
from OSINT information. For example, while the
threat level of a targeted mail attack targeting the
NTT Group was high, it would be difficult to directly
detect the receiving of such mail at NTT-CERT, so
devoting resources there would be inefficient. We
therefore studied how the NTT Group could be pro-
tected from such threats on the basis of information
that could be detected from the outside. We consid-
ered, for example, detecting phishing sites having
domains similar to those of NTT that might act as an
inducement, determining whether stolen information
is being sold on the dark web, and checking for the
existence of hacktivists (persons engaged in hacking
activities to advance their social or political agendas)
who warn of politically oriented attacks. In short, we
investigated a variety of attacks that could be detected
from NTT-CERT’s position (Fig. 2).

After prioritizing the information that should be
collected, the next step was to enhance the range and
volume of information collection. Until recently,
NTT-CERT’s main target of information collection
had been the surface web as well as dark web infor-
mation from intelligence vendors with survey lan-
guages being Japanese and English. However, as
described above, it was considered insufficient to
detect as much information as possible on informa-
tion for sale on the dark web or on hacktivists’ agen-
das, so we used machine translation to add two survey
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languages for which there were many past cases.
Dark web surveys developed by NTT-CERT were
also launched. Though we had been conducting sur-
veys of domains similar to those of the NTT Group,
we decided to simultaneously conduct surveys of
domains similar to those of the Olympic and Para-
lympic Games Tokyo 2020 that were predicted to
increase while the Tokyo 2020 Games were being
held (including the preparatory period) and collected
information on phishing sites in detected domains.
These activities can be regarded as surveys that intro-
duced new tools and applied accumulated knowledge
as functional enhancements making use of research
results in the automation of CSIRT functions.

No matter how much a single company’s functions
can be enhanced through such efforts, there is a limit
to how much information a company can collect.
Therefore, NTT-CERT proactively shared informa-
tion in collaboration with a variety of communities
that it had thus far fostered. It participated, for exam-
ple, in the Japan Cybersecurity Information Sharing
Platform (JISP), an information-sharing tool of the
National Center of Incident Readiness and Strategy
for Cybersecurity (NISC), and the information shar-
ing platform for the Olympic and Paralympic Games
Tokyo 2020 set up by the ICT Information Sharing
and Analysis Center (ICT-ISAC). These activities
created a state in which NTT-CERT could access
unreleased or original information. Collaboration
with NTT Security’s Global Threat Intelligence Cen-
ter also created a state of detailed information sharing
from overseas sites with respect to cyber attacks on
the Tokyo 2020 Games. This information obtained
through such external collaborations was distributed
to NTT Group companies along with additional surveys
and analysis results from NTT-CERT. These efforts
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Table 1. Monitoring results: Information sources and examples of detection results.

Information source Information source details

Examples of detection results

Public organizations | JPCERT/CC, IPA, etc.

Vulnerability information, general attack information, etc.

SNSs Twitter, blogs, message board

Posts encouraging attacks on Tokyo 2020 Games personnel,
information on discovered phishing sites, etc.

Newspaper companies, broadcast stations,

News on fake sites posing as deliverers of Tokyo 2020 Games
videos, news on cyber attacks on past Olympic Games-related

News sites information technology-related news sites organizations, articles on malware pretending to be Tokyo 2020
Games-related, etc.
Dark web Hacker forums, black-market trading sites, etc. Information on credential selling/buying thought to be Tokyo 2020

Games-related.

Fake site information | Domain abuse, Google search results, etc.

Information on new domains that can be mistaken as Tokyo 2020
Games-related (some of which are confirmed to be phishing sites)

Other Manually prepared reports, vendor reports, etc.

could be seen as boosting the role of NTT-CERT as a
hub between external organizations and the NTT
Group.

To prepare for the discovery of information on vul-
nerabilities that could impact the network infrastruc-
ture and operating systems, NTT-CERT strengthened
its vulnerability-information collection system as
well as its test system for cases in which attack code
came to be released.

Preparations for the activities described above were
made right up to the beginning of the Tokyo 2020
Games, and cyber exercises were finally held within
the NTT Group in anticipation of attacks. In these
exercises, NTT-CERT was in charge of creating
attack scenarios in which information on attacks pre-
sumed to have occurred or actually detected was to be
shared within the NTT Group. Each company was to
check their contact system and response procedure
for any problems and confirm whether appropriate
measures could be taken. Thus, the NTT Group
worked together in its preparations for the opening of
the Olympic and Paralympic Games Tokyo 2020.

3. Results of activities for the Olympic and
Paralympic Games Tokyo 2020

As a result of the functional enhancements taken
for the Tokyo 2020 Games, NTT-CERT collected and
analyzed information from a variety of sources and
passed on information for review to each company in
the NTT Group (Table 1). In this information for
review, NTT-CERT shared detection details that if
ignored could allow an attack to gain a foothold, e.g.,
warnings of attacks due to growing geopolitical ten-
sions in Southeast Asia and information on the buy-
ing and selling of credential information thought to
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Analysis information on assumed attackers, malware, etc.

be related to the Tokyo 2020 Games, although no
small-scale DDoS attacks or damage actually
occurred. By repeatedly providing information in this
manner, we were able to prevent major damage from
being done and provide each company in the NTT
Group with a feeling of security. It was reported after
the Tokyo 2020 Games that Japan’s National Police
Agency had declared that “No Acts of Terrorism or
Cyber Attacks Occurred during the Olympic and
Paralympic Games” [1], which agreed with our
detection results.

4. Comparison with past Olympic Games

The largest difference between the Tokyo 2020
Games and past Olympic Games is that most of the
venues held events with no spectators due to the novel
coronavirus (COVID-19) pandemic. It was probably
for this reason that no sites selling fake tickets or
cyber attacks on the venue admission system as seen
in past Olympic Games were observed, and sites sell-
ing fake goods were likewise hardly seen. While
DDoS attacks carried out by hacktivists as in past
Olympic Games are regarded to be dangerous, there
has recently been a drop in the frequency of such
attacks that push a political agenda. There were also
very few organizations in Japan that were greatly
opposed to the Tokyo 2020 Games. We consider that
this is why no DDoS attacks of this kind occurred.

In summary, the enhancing of NTT-CERT func-
tions and nurturing of collaborations enabled the
detection of information not previously available and,
while small in scale, the sharing of information on a
number of attacks that had the potential of gaining a
foothold. The network infrastructure supporting the
Tokyo 2020 Games suffered no incidents due to cyber
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attacks and the closing ceremony was reached with-
out problem. We feel that all of these results testify to
the significance of our activities in protecting the
Tokyo 2020 Games.

5. Future outlook

We consider that the threat analysis we conducted
for the first time on cyber attacks against the Tokyo
2020 Games was effective. We feel that this threat
analysis, which included related parties on the out-
side while considering the impact on the NTT Group
and our ability to detect information and threats not
previously detectable, should enable us to conduct
flexible surveys on future large-scale events that the
NTT Group will participate in as a provider of a net-
work infrastructure. As an effort to strengthen NTT-
CERT functions, we expanded our survey range by

increasing our survey languages and dark-web sur-
veys, analyzing the actors involved in attacks, etc.
Now that the Tokyo 2020 Games are over, we should
be able to collect information of even higher quality
by applying these achievements to our survey range
in normal situations. Once this knowledge becomes
formalized, it is our intention to distribute it to NTT
Group companies to help improve the security of the
entire NTT Group.

NTT is an Olympic and Paralympic Games Tokyo
2020 Gold Partner (Telecommunication Services).
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Global Standardization Activities

Report on ITU-T SG2

Standardization of

Telecommunication Numbering

Koji Isshiki

Abstract

The Working Party (WP) 1 of the International Telecommunication Union Telecommunication Stan-
dardization Sector (ITU-T) Study Group 2 has been engaged in the allocation and management of inter-
national telecommunication numbering, naming, addressing, and identification resources. Due to the
recent migration to Internet Protocol networks and the rapid development and globalization of Internet-

1. WTSA Resolutions on telecommunication

numbering and identification

World Telecommunication Standardization Assem-
bly (WTSA) is the primary meeting of the Interna-
tional Telecommunication Union Telecommunica-
tion Standardization Sector ( ITU-T), and its output,
WTSA Resolutions, give direction of the activities of
ITU-T. Resolution 2 defines the responsibilities and
obligations of each Study Group (SG) and the other
Resolutions are materialized further and mapped to
the studies in each SG. The following are the WTSA
Resolutions relevant to telecommunication number-
ing and identifications discussed in SG2 Working
Party (WP) 1 [1].

Extraction of WTSA Resolutions relevant to tele-
communication numbering and identifications
¢ Resolution 20: Procedures for allocation and
management of international telecommunication
numbering, naming, addressing, and identifica-
tion resources
* Resolution 29: Alternative calling procedures on

NTT Technical Review Vol. 20 No. 1 Jan. 2022

international telecommunication networks
Resolution 49: ENUM*

Resolution 60: Responding to the challenges
concerning the evolution of the identification/
numbering system and its convergence with
Internet Protocol (IP)-based systems/networks
Resolution 61: Countering and combating mis-
appropriation and misuse of international tele-
communication numbering resources
Resolution 64: IP address allocation and facili-
tating the transition to and deployment of IPv6
Resolution 65: Calling party number delivery,
calling line identification, and origin identifica-
tion information

Resolution 70: Telecommunication/information
and communication technology accessibility for
persons with disabilities

Resolution 88: International mobile roaming
Resolution 91: Enhancing access to an electronic
repository of information on numbering plans

ENUM: E.164 Number Mapping; the framework of mapping of
IP address and telecommunication number.
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WTSA Resolutions (numbering-related issues) [1]

SG2 Work ltems (numbering-related issues)

® Resolution 20 - Procedures for allocation and
management of international telecommunication
numbering, naming, addressing and identification
resources

® Resolution 29 - Alternative calling procedures
on international telecommunication networks

® Resolution 49 - ENUM

® Resolution 60 - Responding to the challenges
of the evolution of the identification/numbering
system and its convergence with IP-based
systems/networks

® Resolution 61 - Countering and combating
misappropriation and misuse of international
telecommunication numbering resources

® Resolution 64 - Internet protocol address
allocation and facilitating the transition to and
deployment of IPv6

® Resolution 65 - Calling party number
delivery, calling line identification and origin
identification

® Resolution 70 - Telecommunication/
information and communication technology
accessibility for persons with disabilities

® Resolution 88 - International mobile roaming

® Resolution 91 - Enhancing access to an
electronic repository of information on numbering
plans published by the ITU Telecommunication
Standardization Sector

® Resolution 98 - Enhancing the
standardization of Internet of things and smart
cities and communities for global development

(1) 10T numbering
loT numbering recommendation (E.loT-NNAI), loT & roaming, eCall callback
» (2) IMSI

E.118 revision for the issuer identification number, extraterrestrial usage, IMS
expansion, E.212 Annex H

(3) Global number for humanitarian services
E.nphs & number allocation for the service
(4) Optimization of number usage

E.157, TR.spoofing, calling line identity (CLI) authorization procedure,
E.156, 888 misuse, E.ACP (alternative calling procedure), unacceptable traffic,
TR.OTT number, TR.MMWF

(5) Maintenance of existing ITU-T E-series numbering-
related Recommendations

Revision of E.169.1: Int'| freephone, revision of E.164, requirement for
allocation of global numbering resources

# (6) Efficient procedure of international numbers

Reconsideration of the global numbering allocation process, allocation of global
resources of machine to machine (M2M)

@ (7) Number portability

Revision of E.164 Supplement 2, connecting carrier switching, regulation of
M2M/IoT number portability

(8) Interworking

E.370, Service control between 2 countries (E.112)
* (9) ENUM

E.ENUMINF, E.A-ENUM, E.A-N/GoC

(10) National numbering

TR.GA4Dir, issues of national numbering, national numbering plan, emergency
call number, TR.eenm

(11) (12) INR, WTSA20

INR revenue, report and proposal for WTSA next period

(13) IPv6

IP addressing, IP migration, IPv6 address prefix for E.164

# (14) Disaster recovery

FG-AI4NDM (Artificial Intelligence for Natural Disaster Management)
& (15) Coordination with regional organization

Shared information from the European Conference of Postal and
Telecommunications Administrations (CEPT)/Electronic Communications
Committee (ECC)

Fig. 1. Mapping of SG2 studies and WTSA Resolutions.

published by the ITU-T

* Resolution 98: Enhancing the standardization of
Internet of Things (IoT) and smart cities and
communities for global development

2. Issues under study in SG2 WP1

Issues with telecommunication numbers and iden-
tifications under study in ITU-T SG2 WP1 are diver-
sifying and categorized into items (1) to (15) listed in
the next subsection. Figure 1 shows the subdivision
of these individual issues and their relation to the
WTSA Resolutions. The issues concerning (1) the
allocation of international numbers for IoT and (4)
the status of optimizing the use of numbers that are
actively discussed are introduced in Section 3. Sec-
tion 4 presents a list of the recommendations, includ-
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ing some drafts, based on the studies of the issues.

Categorization of the studies in SG2

(1) Allocation of IoT international numbers, (2)
Allocation of international mobile subscriber identity
(IMSI) for mobile subscriber identification, (3)
Global number for humanitarian services, (4) Opti-
mization of number usage, (5) Maintenance of exist-
ing ITU-T E-series numbering-related Recommenda-
tions, (6) Efficient procedure of international num-
bers, (7) Number portability, (8) International inter-
working, (9) ENUM, (10) Issues with national num-
bering, (11) Revenue from International Numbering
Resources (INR), (12) Input to WTSA20, (13) IPv6,
(14) Disaster recovery, (15) Coordination with
regional organization.
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Note: Example of falsification of international call charges
The calling number (CLI): Country 1 is replaced with Country 2 by SIM box etc. between the
origination country (Country 1) and termination country (Country 2).

Fig. 2. Example of number spoofing during an international call (referred from TR.spoofing).

3. Active issues

Even though the issues are diversifying due to the
recent migration to IP networks and the rapid devel-
opment and globalization of IoT and over-the-top
(OTT) services, the items actively discussed most for
standardization are the studies on the proper use of
telecommunication numbers. The issues with IoT
numbering have also been high priority for discus-
sion. The status of the two studies are introduced on
the basis of the results from the 9" meeting held from
May 31 to June 11, 2021.

3.1 Optimization of number usage

The items being actively discussed most for stan-
dardization are the studies on the proper use of tele-
communication numbers.

3.1.1 Approval of the revised recommendation
(E.157): International calling party number
delivery

Since the background has enhanced to include the
services on the Internet and OTT, which are beyond
the current basis of public switched telephone net-
works and public land mobile networks, the discus-
sion regarding the revised E.157: International call-
ing party number delivery in the meeting has diversi-
fied due to the opinions regarding scope, level of
details, degree of obligation, etc. The editor of the UK
then elaborated to coordinate the group and brought
the solution with agreement to edit the recommenda-
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tion, i.e., removing the section of preventing individ-
ual cases of spoofing to the separate technical report
based on the general principles.
3.1.2 Consent of TR.spoofing

As mentioned in 3.1.1, countering spoofing is a
new item separated from E.157 describing the meth-
ods of preventing individual cases of spoofing. It
covers the mechanism of number spoofing caused by
SIM (subscriber identification module) boxes etc.,
internationally carried out by OTT operators, and
STIR/SHAKEN (Secure Telephony Identity Revisit-
ed/Signature-based Handling of Asserted Informa-
tion Using Tokens), which is being introduced in the
United States as a countermeasure against number
spoofing, including comparison with blockchain
technology etc. Figure 2 shows an example of num-
ber spoofing in international communications.
3.1.3 Discussion on creation of technical report

on Wangiri

Sudan proposed a new Work Item to create a techni-
cal report on methodologies to mitigate Wangiri fraud
(i.e., a callback scam). The proposal was approved to
create a new Work Item of TR MMWF (methodolo-
gies to mitigate Wangiri fraud). Interactive voice
response facility, using artificial intelligence technol-
ogy, number blocking, and sharing of blacklists are
being introduced for the technological method to
mitigate Wangiri and number administration.
3.1.4 Discussion on OTT

As a fraudulent case associated with the use of
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Fig. 3. International numbers for loT services.

E.164 numbers for OTT services that are deployed on
the Internet, the UAE proposed to start studying
countermeasures for cases in which mobile numbers
and fixed numbers are used to authenticate and
launch apps such as WhatsApp. It was agreed to con-
tact the OTT application provider through the ITU
Telecommunication Standardization Bureau (TSB)
regarding this issue. In addition, the United States
proposed to encourage WhatsApp to participate in
future discussions on this matter.

3.2 Standardization of allocation of IoT interna-
tional numbers
3.2.1 Background of studies on IoT numbering
recommendation: E.IoT-NNAI (naming
numbering addressing and identifiers)

This issue started with the UK editor as one of the
major issues for this study period for the study to
assign appropriate international numbers in response
to the rapid increase in global 10T services.

Initially, the eCall service, which is standardizing
emergency calls within Europe, is specified as a use
case, and it was decided to be used as part of the inter-
national service number (E.164-number for global
services) applied to universal personal telecommuni-
cation (UPT) services. It is regarded that the 878
number allocated for the global mobility services as
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UPT services will be appropriate usage for IoT since
the usage of the number is currently still low. How-
ever, the roaming of the existing national mobile
number (E.164-number for geographic areas) and
international network numbers (E.164-number for
networks), such as 883, have been applied for cur-
rently deployed eCall and other various global IoT
services, while the studies of IoT numbers continue.
Such difference in number usage also needs discus-
sion. Figure 3 illustrates the IoT international num-
bers.

3.2.2 Draft recommendation of E.IoT-NNAI at

the 9" meeting
At the 9" meeting, the following contributions were
input, and the discussion will continue on the basis of
the draft reflecting the inputs.

* NTT proposed Annex-A in the draft recommen-
dation describing the number portability of IoT
services. The proposal was agreed, and the stud-
ies of carrier switching of service providers will
start with this draft for the next meeting.

e Malta proposed to include that the IoT number
878 should not be used for existing voice and
short messaging services in the E.JoT-NNAI
Recommendation, and it was decided to proceed
with further studies.

* Russia proposed a list of issues such as definition

99



Global Standardization Activities

Table 1. ITU-T SG2 Recommendations and relevant WTSA Resolutions.

Recommendation R R (e Relevant WTSA
number Resolutions
E.112 Arrangements to be made for controlling the telephone services between two countries Resolution 60
E.118 The international telecommunications charge card Resolution 60, 98
EXI57 International calling party number delivery Resolution 29, 61, 65
E 164.1 g;iétzrsiaaﬁgdaz;?)(;?;:rdeﬁ;;or:titf?fa:ﬁ)snetl;\gag(iaosn, assignment, and reclamation of E.164 country Resolution 20
E.370 i?gﬁgrswfrﬁlsfbgggg r?:tt\)/ygrﬁlsrcun switched international telecommunication networks Resolution 60
TR | oo e~ 1 e ProVoring ofsenies 0| pagounon 70
E.nphs Application of E.164 numbering plan for humanitarian services Resolution 70
E.dit Deemed impermissible traffic Resolution 29, 61, 65
E.IOT-NNAI loT naming numbering addressing and identifiers Resolution 60, 98
E.164 Sup.2 Number portability Resolution 20
TR.EENM Guidelines for effective and efficient national numbering resources administration Resolution 91
TR.Spoofing Countering spoofing Resolution 29, 61, 65
TR.MMWF Methodologies to mitigate Wangiri fraud Resolution 61
TR.OTTnum Current use of E.164 numbers as identifiers for OTTs Resolution 61, 65
E.ACP Alternative calling procedures Resolution 29
E.ENUMINF Differentiating between ENUM and infrastructure ENUM Resolution 49
Guidance for the Director TSB as stated in Resolution 91 (Hammamet 2016) “Enhancing
TR ERIN access to an electronic repository of information on numbering plans published by the ITU Resolution 91
Telecommunication Standardization Sector”
TR.INCCBS Implementation of network colour codes in the border sites Resolution 61
TR.DOTT Definitions for telecom and telecom interconnection Resolution 60
E A-ENUM ggir?]cimensaz:];isp;r;%?ures for the administration of E.164 country codes for registration into the Resolution 49
Ao | et oo ntion oo oot osons ot oo " | Resouion 4o

of terms, regulation of each field of IoT number-
ings, number portability, and global/domestic
role of number management, and it was decided
to proceed with further examination.

4. Recommendation of the output of the studies

Table 1 lists the recommendations that will be the
output of the examination of various issues intro-
duced in Section 2. The WTSA Resolutions associ-
ated with each recommendation are also listed.

5. Conclusion

Along with the development of telecommunication

NTT Technical Review Vol. 20 No. 1 Jan. 2022

services and changes in network formats, the roles of
numbers and identifiers are changing, and SG2 has a
variety of activities from short-term issues that
require immediate response to medium- to long-term
issues. While observing these trends, we will contin-
ue to engage actively in activities such as standardiza-
tion activities related to numbers and identifiers with
discussions at the TTC (Telecommunication Technol-
ogy Committee) Numbering Planning Expert Com-
mittee in Japan.

Reference

[1] WTSA Resolutions of ITU-T, https://www.itu.int/pub/T-RES
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University of Tokyo
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Date: October 28, 2021
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For “Identifying Library Function Names Based on Function
Dependencies and Linking Ordering in IoT Malware.”
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moto, “Identifying Library Function Names Based on Function
Dependencies and Linking Ordering in IoT Malware,” CSS2021,
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Conference Proceedings

Computational Self-testing for Entangled Magic States
A. Mizutani, Y. Takeuchi, R. Hiromasa, Y. Aikawa, and S. Tani
arXiv:2111.02700, November 2021.
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In the seminal paper [Metger and Vidick, Quantum ’21], they
proposed a computational self-testing protocol for Bell states in a
single quantum device. Their protocol relies on the fact that the target
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states are stabilizer states, and hence it is highly non-trivial to reveal cable to a proof of quantumness, where we can classically verify
whether the other class of quantum states, non-stabilizer states, can whether a quantum device generates a quantum state having non-zero
be self-tested within their framework. Among non-stabilizer states, magic.

magic states are indispensable resources for universal quantum com-
putation. In this letter, we show that a magic state for the CCZ gate
can be self-tested while that for the T gate cannot. Our result is appli-
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