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1.   Background

The amount of data, such as video and voice data, 
flowing over the network is becoming ever larger. 
The need for low-latency communications is 
becoming ever more important in areas such as 
finance and telemedicine. On top of that, it is impor-
tant to reduce power consumption while maintaining 
services.

The All-Photonics Network (APN), one of the three 
components of the Innovative Optical and Wireless 
Network (IOWN), which is being researched and 
developed by NTT, aims to provide services with 
three appealing features: low power consumption, 
large capacity and high quality, and low latency [1]. 
In addition to the above-described issues, financial 
and telemedicine applications require a high level  
of security due to the financial losses and risk to 
human lives in the event of a system attack. These 
features are also important from the perspective of 

data distribution.
Quantum computers are expected to be put to prac-

tical use in the 2030s in applications such as solving 
traffic congestion, analyzing risks concealed in finan-
cial data, and developing new drugs. However, cur-
rent cryptosystems, such as RSA (Rivest–Shamir–
Adleman algorithm) and elliptic curve cryptography, 
will be vulnerable.

NTT Social Informatics Laboratories and NTT 
Network Innovation Laboratories are working to add 
security to IOWN APN by sharing a common key 
between optical transponders—by using post-quan-
tum cryptography (PQC) and quantum-key distribu-
tion (QKD)—and communicating by using that key, 
and also have been researching and developing a 
secure optical-transport-network technology that is 
safe even in the quantum-computer era by encrypting 
communications with the key [2] (Fig. 1). From the 
viewpoint of data distribution, in addition to encryp-
tion of transmission paths and stored data, end-to-end 
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security is required, and secure optical-transport-
network technology is especially designed for trans-
mission paths.

Furthermore, the IOWN Global Forum (IOWN 
GF) is currently discussing the ideal form of quan-
tum-safe security*1 required of IOWN in the quan-
tum-computer era. 

2.   Challenges

Conventional key sharing by the secure optical 
transport network [2] guarantees secure information 
communications—even if conventional public-key 
cryptography is compromised*2 by the development 
of quantum computers—by choosing either PQC or 
QKD depending on the application. PQC is a crypto-
graphic scheme that uses a problem that even a quan-
tum computer cannot solve efficiently as a basis for 
security. Although it has a shorter history than current 
cryptographic schemes, it is in the process of moving 
from the research stage to practical application. The 
National Institute of Standards and Technology 
(NIST) has begun standardization of key-exchange 
and signature schemes using PQC, which is expected 
to be implemented and widely used. On the contrary, 
research on the security of PQC is still in its develop-
mental stage, and the possibility that it will suddenly 
be compromised is not zero. In fact, supersingular 
isogeny Diffie–Hellman key exchange (SIKE or 
SIDH), a key-sharing scheme that was being consid-
ered for standardization in Round 4 of NIST’s com-
petition to select PQC schemes, was found to be 
breakable during the competition by an attack method 
that can decrypt SIKE in just over an hour on a com-
puter (as of July 2022) [3]. Accordingly, as we look 
ahead to the era of quantum computing, we need to 
satisfy the following requirements: 

•  Communications are not immediately threatened 
by the compromise of a single cryptographic 

algorithm.
•  Flexibility to switch from one compromised 

cryptographic algorithm to another uncompro-
mised one or to adopt a new algorithm must be 
assured.

3.   Activities of IOWN GF

3.1   IOWN Security (IOWNsec)
IOWN GF discusses architectures and use cases of 

new communications and computation infrastruc-
tures that will implement IOWN. More than two 
years have passed since the establishment of IOWN 
GF. In that time, the technologies and use cases for 
implementing the IOWN have gradually material-
ized, and discussions on security in the IOWN era 
have recently begun.

In anticipation of the quantum-computer era, the 
security report “IOWN Security (IOWNsec)” speci-
fies an architecture for maintaining end-to-end 
quantum-resistant security for data communications 
in IOWN use cases, and “Technology Outlook of 
Information Security” will be published by IOWN 
GF as a technical document in 2023.

3.2   Multi-Factor Security
IOWNsec is promoting the concept called Multi-

Factor Security (MFS) to ensure end-to-end commu-
nications with quantum-resistant security. MFS com-
bines multiple technologies to achieve a level of 
security that cannot be achieved with a single tech-
nology. For example, PQC, QKD, and pre-shared key 
(PSK) are technologies for assuring quantum-security 

Fig. 1.   Features of secure optical transport network.
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*1 Quantum-safe security: A security level that provides resistance 
to attacks by quantum computers.

*2 Compromise: A cryptographic compromise is a situation in which 
the level of security of a cryptographic scheme has been reduced 
(compromised). It may be caused by the algorithm or implemen-
tation problems.
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resistance during key exchange for encrypting com-
munications. However, each technology has advan-
tages and disadvantages, and no single technology 
can provide perfect security. For example, QKD is a 
key-exchange technology with information-theoretic 
security*3, but long-distance key distribution requires 
a third-party network for relaying the key, and the 
risk of internal attacks cannot be avoided [4]. More-
over, the key-exchange scheme using PQC can be 
implemented using software, so it is possible to pre-
cisely exchange keys between endpoints, but its secu-
rity is classified as computational security*4, which 
might be compromised in the future. Accordingly, 
IOWNsec uses MFS to combine multiple security 
technologies, such as PQC, QKD, and PSK, to com-
pensate for their disadvantages and defines an archi-
tecture that can provide users with options that can 
respond to a wider range of threats (Figs. 2 and 3). As 
well as implementing MFS as an application on the 
main central processing unit for end-to-end commu-
nications, IOWN GF is also considering implement-
ing MFS in gateways and network interface cards that 
forward data flows to optical paths. Thus, we hope 
that MFS can be used in a wider range of use cases. 

4.   Relevant external trends

4.1   Crypto-agility
Cryptographic agility (crypto-agility) is a concept 

proposed by NIST [5, 6] to quickly switch the cryp-

tographic scheme to be used when the scheme used in 
a network or system is compromised or when a new 
cryptographic algorithm is introduced. Crypto-agility 
aims to (i) minimize the impact of the switch on exist-
ing networks and systems and (ii) shorten the time 
required for verification of security.

4.2   Hybrid scheme
In the context of cryptography, the term “hybrid” 

often refers to hybrid cryptography, which combines 
public-key cryptography and symmetric-key cryp-
tography. However, the term “hybrid scheme” refers 
to a scheme with which key exchange and digital 
signature are executed by multiple public-key crypto-
graphic schemes, and the results are combined to 
generate a single private key and signature. This 
hybrid scheme has recently been proposed to the 
IETF (Internet Engineering Task Force), a forum that 
defines Internet standards, and others [7]. The hybrid 
scheme enables multiple schemes to be selected from 
“conventional” cryptography (such as RSA and ellip-
tic curve cryptography), PQC, and PSK (including 
shared-key using QKD) and combines the generated 

Fig. 2.   Specific example of MFS.

Key combining Key combining

Trusted third party’s key
exchange service

Endpoint Endpoint

Cryptographic communications

Type A: Key-exchange scheme involving third party service providers from an endpoint’s
point of view.
Type B: Key-exchange scheme that only requires sender and receiver as endpoints.

Key exchange
via TTP

Key exchange
via TTP

Key exchange
b/w endpoints

Key exchange
b/w endpoints

Encryption/
decryption

Encryption/
decryption

Authentication and key exchange using Type A

Authentication and key exchange using Type B

IOWN APN

*3 Information-theoretic security: Security against the most-power-
ful attacker imaginable, i.e., an attacker with unlimited computa-
tional power.

*4 Computational security: Security based on the assumption that 
the amount of computation required for decryption is so much 
larger than the available computing power that it cannot be exe-
cuted in a realistic amount of time.
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results so that the system will not be immediately 
compromised even if one of the schemes is compro-
mised. Using the hybrid scheme makes it possible to 
implement PQC in society while ensuring the secu-
rity of conventional cryptography during the transi-
tion period to PQC. Even after the transition to PQC, 
it is effective to hybridize multiple PQC schemes to 
avoid rapid compromise.

5.   Proposal

5.1   Elastic-key-control technology
The authors have proposed and developed elastic-

key-control technology, which incorporates the 
hybrid scheme, as one way to implement the MFS 
concept stated in IOWNsec. With conventional 
secure optical-transport-network technology, either 
PQC or QKD can be selected as the key-exchange 
scheme according to the system requirements. Elas-
tic-key control is a development of this technology. 
Elastic-key control allows flexible switching of the 
cryptographic algorithm used for key exchange 
according to user needs and the usage status of the 
cryptographic algorithm (Fig. 4). Available elastic-
key-control algorithms include conventional ciphers, 
PQC, PSK alone, and any combination of hybrid 
scheme. The authors confirmed that a hybrid of con-
ventional cryptography and PQC can be used for 
signatures for authenticating each server and their 
verification as well as for key exchange. ECDHE 
(Elliptic Curve Diffie–Hellman), CRYSTALS-
Kyber, and NTRU have been implemented as key-

exchange schemes, and ECDSA (Elliptic Curve 
Digital Signature Algorithm) and CRYSTALS-Dil-
ithium have been implemented as signature methods; 
however, any algorithm that is implemented as a 
library can be added to the options. For example, it 
will be possible to combine conventional cryptogra-
phy and PQC for practical use and, after accumulat-
ing a track record of social use of PQC, we can enter 
the quantum-computer era. Later, in the quantum-
computer era, switching to a combination of multiple 
PQC algorithms will allow for the rapid implementa-
tion and use of future cryptographic algorithms while 
maintaining a secure situation as long as neither side 
is compromised. Elastic-key-control technology can 
thus increase crypto-agility.

5.2    Disaggregation technology for cryptographic 
processing

Conventionally, an optical transponder has been 
provided in the form of an integrated optical module. 
Thus, the open & disaggregated optical transponder 
has been investigated. This disaggregated architec-
ture allows operators to choose a flexible configura-
tion of various hardware and software. However, the 
cryptographic-processing module (hardware) is pro-
vided as an integrated module within the optical 
transponder, and the library (software) that controls 
the module is provided by the network operation sys-
tem (NOS) of the optical transponder. From the view-
point of crypto-agility, it is necessary to have a con-
figuration that is rapidly applicable to new crypto-
graphic algorithms. For an optical transport system, 

Fig. 3.   Examples of MFS’s effectiveness in key exchange.
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stable cryptographic communications must be possi-
ble even if the communication channel for exchang-
ing the common key is interrupted.

The authors have also proposed and developed dis-
aggregation architecture for cryptographic process-
ing in the optical transponder as shown in Fig. 5. A 
key-management function receives a common key 
and manages the key in a way that does not depend on 
lower-level cryptographic protocols (MACsec 

(Media Access Control Security), OTN (Optical 
Transport Network) encryption, etc.) such as key-
information sharing between optical transponders. A 
session-key-management function manages the key 
in a way that depends on lower-level cryptographic 
protocols such as session-information sharing 
between optical transponders. By implementing sep-
arate functions in cryptographic processing (executed 
with hardware) in this manner and loosely coupling 

Fig. 5.   Disaggregation architecture for cryptographic processing.
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Fig. 4.   Elastic-key-control technology.
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the key-management and session-key-management 
functions, it is possible to implement cryptographic 
processing that does not depend on the NOS.

High-speed encryption and decryption is possible 
because it is executed in hardware as before. By stan-
dardizing the interface between the key-exchange, 
key-management, and session-key-management 
functions, it will be possible to accommodate differ-
ences in upper-level cryptographic-exchange meth-
ods and differences in lower-level cryptographic 
processing, making cryptographic processing possi-
ble on a variety of devices using the same key-supply 
method. Furthermore, by developing a redundant key 
feature that generates multiple shared keys from the 
shared key obtained through key-exchange commu-
nications and stores them in a buffer, cryptographic 
communications can continue even if certain shared 
keys cannot be obtained from certain key schemes 
due to communication failures or shortage of keys.

6.   Future directions

In NTT’s efforts to develop secure optical-trans-
port-network technology, elastic-key-control tech-
nology and disaggregation technology for crypto-
graphic processing were introduced. The authors are 

now preparing for trials of these technologies by 
implementing them into part of the network of NTT 
laboratories. We expect to improve these technolo-
gies and provide them as a general service for use in 
fields that require large capacity, low latency, and 
high security (such as telemedicine and finance).
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