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Abstract

“Data-centric infrastructure” is an information and communication technology infrastructure for
highly efficient processing of data scattered over a wide area, and in a data-driven society, it is expected
to be used as the foundation of large-scale cyber-physical systems (CPSs). The concept of a data-centric
infrastructure, which effectively uses accelerators and the All-Photonics Network to provide a data-
processing pipeline, is outlined in this article. A step-by-step demonstration of the concept is introduced
by using video analysis as a use case concerning a CPS.
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1. Towards creation of a data-driven society

Owing to recent improvements in sensing technol-
ogy and advances in Internet of Things, digital trans-
formation, and artificial-intelligence (Al) technology,
the data-driven society is upon us. The data-driven
society aims to address social issues and create new
value by distributing and combining various types of
data in physical space (i.e., the real world) and cyber-
space (i.e., the online world of the Internet, comput-
ers, etc.) across a wide range of industries and fields.
One of the core systems supporting this data-driven
society is a cyber-physical system (CPS). A CPS ana-
lyzes vast amounts of data obtained from physical
space in cyberspace and feeds the analysis results
back to the real world for optimal control in the real
world. CPSs have begun to be used in specific fields,
such as constructing smart factories and traffic opti-
mization. In the data-driven society, these various
CPSs must be scaled up, applied to all fields, and
interconnected.

While various technical issues need to be addressed
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before a large-scale CPS can be implemented, this
article focuses on the information and communica-
tion technology (ICT) infrastructure responsible for
data processing. It had been sufficient to process data
in individual CPSs siloed by purpose and processing
method. In contrast, a large-scale CPS will lead to
two capabilities: (i) high-speed distribution of data
among far-more-numerous and geographically dis-
persed entities (humans, systems, devices, etc.) that
distribute more data than is currently possible and (ii)
analysis of a much larger variety and volume of data.
The ICT infrastructure to support such a large-scale
CPS must provide a network connection with high
quality of service (QoS) between geographically dis-
persed entities, sufficient computational resources
responsible for analysis, and a highly efficient data-
processing pipeline without bottlenecks to meet the
enormous computing-resource demands.

2. Data-centric infrastructure

Focusing on an ICT infrastructure that can meet the
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requirements of a large-scale CPS, NTT is consider-
ing a data-centric infrastructure (DCI) subsystem that
uses the Innovative Optical and Wireless Network
(IOWN). The DCI is an ICT infrastructure that effi-
ciently processes data scattered over a wide area in
physical space and cyberspace by optimally combin-
ing widely distributed computing resources. The
implementation configuration of a large-scale CPS
based on the DCI is shown in Fig. 1. The main fea-
tures of the DCI are listed below and explained here-
after.
» Highly efficient data-processing pipeline using
accelerators
* Integration with the All-Photonics Network
(APN)
» Formation of an open ecosystem

2.1 Highly efficient data-processing pipeline
using accelerators

The first feature of the DCI is a highly efficient
data-processing pipeline that uses accelerators. Con-
ventional data processing is focused on software
processing on a host central processing unit (CPU).
Various accelerators have been used in areas where
computational costs are high. Typical examples of
accelerators are graphics-processing units (GPUs) for
Al and media processing and smart network-interface
cards (NICs), infrastructure-processing units (IPUs),
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lllustration of implementation of CPS using DCI.

and data-processing units (DPUs) for network pro-
cessing. These accelerators provide highly efficient
parallel processing in specific areas and use hardware
such as application-specific integrated circuits
(ASICs) and field-programmable gate arrays (FPGAs)
to increase processing speed. The DCI actively uses
these accelerators to increase the efficiency of the
data-processing pipeline.

The challenge with using accelerators as an exten-
sion of conventional technologies is to reduce bottle-
necks caused by the host CPU. As shown in Fig. 2(a),
a host CPU is required as an intermediary to manage
data transfers even when an accelerator is used during
data processing. This intermediary communication
handling results in a bottleneck on the host CPU and
limits the number of accelerators that can be effec-
tively handled.

Accordingly, as shown in Fig. 2(b), the DCI shifts
from a data-processing pipeline involving the host
CPU to a mechanism by which data are transferred
between accelerators in a more-autonomous manner
and further processed. To create this mechanism, we
are investigating remote direct memory access
(RDMA), which can arrange data on remote memory
without intervention by the host CPU, communica-
tion-protocol-based processing by hardware using
ASICs, FPGAs, etc., and direct data transfer between
accelerators. We are also investigating methods to

65



Feature Articles

(a) Data processing centered on host CPU

Host CPU Bottleneck

A
FAR VAT AN

Ny GPU N}

7 PCle

(b) Data processing without involvement of host CPU

: Host CPU !
o |
N ™
IPU/ S~ u/
DP GPU D

Fig. 2. Data processing without involvement of host CPU.

offload execution control, such as data-arrival detec-
tion and start-instructions processing, to the accelera-
tors.

For an accelerator-based data-processing pipeline,
it is essential to select and combine the right accelera-
tors for a certain workload. However, the type and
number of accelerators required also depends on the
workload. As a result, the conventional configuration
of infrastructure—which is based on servers as the
basic unit—results in many wasted accelerators. In
other words, when servers with uniform configura-
tions of accelerators are arranged, depending on the
workload, some accelerators will be used and others
will be unused. To accommodate all workloads, how-
ever, it is impractical to have a large number of serv-
ers with different patterns of accelerator configura-
tions in advance.

In response to the above issues, as shown in Fig. 3,
the DCI uses a hardware resource pool, which pools
the multiple devices (including accelerators) that
conventionally comprise a server by connecting them
via a high-speed interconnect. The optimal number of
devices for a given workload are then selected from
the pool and allocated. Devices that are no longer
needed can be returned to the pool and made avail-
able for reuse or turned off. Therefore, the use of a
hardware resource pool allows accelerators to be
flexibly selected and reused in a manner that dra-
matically increases device utilization compared with
that in the case of the conventional infrastructure
configured in units of servers.

A hardware resource pool can be configured at sev-
eral different layers. On the first layer, a bare-metal
server is formed at the hardware level (Fig. 3(1)).
Composable disaggregated infrastructure (CDI)
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products that extend the Peripheral Component Inter-
connect Express (PCle) standard as an interconnect
and link arbitrary devices to the host CPU are begin-
ning to be commercially offered [1]. As the next-
generation interconnect standard Compute Express
Link (CXL) [2] becomes more widely used, it is
expected to unify standards and expand functions. On
the second layer, under the assumption that bare-
metal servers that are connected to a collection of
devices required for specific applications or tenants,
workloads and/or data flows on the devices are
appropriately managed at the software level on a
finer-grained basis (Fig. 3(2)). As data-processing
pipelines that do not involve a host CPU become
mainstream, the effective size of the accelerator that
can be handled by a single host CPU will increase.
Consequently, the importance of resource manage-
ment at the software level, as shown in Fig. 3(2), is
expected to increase. The DCI will be implemented
by flexibly combining these layers in accordance
with use cases and diffusion of the technology.

2.2 Integration with the APN

For the DCI, the high-speed, high-quality APN is
used for the access network that connects physical
and cyberspace and for the connections between
datacenters (which form a datacenter exchange). This
feature helps configure data-processing pipelines that
span wide areas between devices and datacenters
without forming bottlenecks. It is envisioned that
optical networking technologies, such as the APN,
will be applied to not only wide-area networks but
also intra-datacenter networks and interconnects in
hardware resource pools.
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Fig. 3. Concept of hardware resource pool.

2.3 Formation of an open ecosystem

The implementation of the DCI requires a restruc-
turing of technology that spans a wide range of disci-
plines—from networking to computing and from
hardware to software. It is therefore important to
establish an open ecosystem in which many compa-
nies can participate and pool their knowledge. For
that reason, the DCI is being discussed within the
global community, at bodies such as the IOWN
Global Forum (IOWN GF), and its embodiment is
being promoted through steady consensus building.
Discussions of the DCI at IOWN GF have focused
mainly on efficiency and management of hardware
resources. In particular, IOWN GF is considering the
formation of logical service nodes (typically corre-
sponding to bare-metal servers in Fig. 3(1)), which
are a set of devices allocated for specific applications,
and the allocation of network resources among logi-
cal service nodes in consideration of QoS. The appli-
cation of RDMA technology over the open APN to
speed up data transfer between logical service nodes
is also being discussed. The second edition of the
document that summarizes these results, DCI Func-
tional Architecture, has been published [3].

NTT Technical Review  Vol. 22 No. 1 Jan. 2024

3. Proofs of concept

NTT Software Innovation Center is researching
and developing disaggregated computing as one of
the technologies to implement a highly efficient data-
processing pipeline using accelerators, which is a
feature of the DCI. To increase the scale of a CPS, we
are progressing step by step with proofs of concept
(PoCs) for disaggregated computing. The following
two PoCs concerning real-time video analysis with a
CPS are introduced hereafter (Fig. 4).

* PoC-1: Video-analysis pipeline using various

accelerators

* PoC-2: Disaggregated computer controller to

implement the “as a service” model

3.1 PoC-1: Video-analysis pipeline using various
accelerators

In this PoC, we demonstrate the effectiveness of a
data-processing pipeline that combines various accel-
erators. Specifically, the video-analysis unit shown in
Fig. 4, in which eight 4K cameras are used for detecting
people, is the focus. The power consumption is then
reduced by optimally configuring the data-processing
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pipeline for detecting people in accordance with
changes in the flow of people during the day and
night. This PoC is officially recognized by IOWN GF
as a PoC conducted in accordance with the PoC Ref-
erence for the DCI [4].

The configuration of the video-analysis unit con-
sidered in this PoC is shown in Fig. 5. Camera
images from the distribution servers are first input
into FPGAs and decoded. For pre-processing by
FPGAs, the images are then filtered and resized, and
the resized images are subjected to video inference on
GPUs to detect the presence of people. For the video
inference, it is assumed that advanced inference and
lightweight inference are used as follows.

* Advanced inference: For cameras that have cap-
tured people in previous frames, the video
images are subjected to highly accurate person
detection, which prioritizes detection accuracy
and infers a person’s presence from high-quality
images at high frame rates.

» Lightweight inference: For cameras that have
not captured people in previous frames, the
video images are subjected to low-power-con-
sumption, rough person detection, which priori-
tizes power efficiency and infers a person’s pres-
ence from low-quality images at low frame rates.

During the daytime, more people are present in the
scenes, so more cameras execute advanced inference;
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Proof of concept using disaggregated computer.

in contrast, at nighttime, fewer people are present, so
more cameras execute lightweight inference. Thus,
the daytime and nighttime workloads vary, so the
data-processing pipeline is configured in accordance
with the processing and computational load required
for each scene (daytime or nighttime). The upper and
lower parts of Fig. 5 show the data-processing pipe-
lines for daytime and nighttime scenes, respectively.
To demonstrate the concept of using a variety of
accelerators, the data-processing pipeline of the vid-
eo-analysis unit uses FPGAs and GPUs. To execute
data processing without the aforementioned CPU
intermediary, the FPGAs are equipped with NIC
functions and proprietary circuits specialized for data
transfer. That is, the FPGAs are used for decoding
and pre-processing, and the GPUs are applied for
inference processing. A high-performance GPU
(NVIDIA A100) is used for advanced inference, and
a power-saving GPU (NVIDIA T4) is used for light-
weight inference. As shown in Fig. 5, the data-pro-
cessing pipeline for daytime scenes is allocated more
FPGAs (four) for advanced inference at higher frame
rates, while the data-processing pipeline for night-
time scenes is allocated fewer FPGAs (two) for light-
weight inference at lower frame rates.

The scheme used for communication between
accelerators is described next. The video-coding
stream from the cameras is input to the decoding
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Fig. 5. Configuration diagram of video-analysis unit of disaggregated computer.

processor using the Real-Time Transport Protocol
(RTP) over the User Datagram Protocol (UDP). The
decoded video is then transferred to the pre-process-
ing section at a later stage using a proprietary proto-
col over Transmission Control Protocol/Internet
Protocol (TCP/IP). The protocol processing is termi-
nated by the FPGAs, and the payloads are directly
deployed on the memories for the user circuits of the
FPGAs. This scheme achieves the effect of hardware
offloading of protocol processing. In particular, the
FPGA that executes the decoding process completes
a series of processes from video reception to decod-
ing and transmission within the FPGA; in other
words, data processing becomes autonomous without
the need for a host CPU. Data transfer from the
FPGAs, which execute pre-processing, to the GPUs,
which execute inference processing, is also executed
on a proprietary-DMA basis with little overhead on
the host CPUs, although the data are transferred
through the host memory.

The power consumption of the video-analysis unit
was measured. A conventional configuration (a typi-
cal configuration in 2020 was assumed) and the con-
figuration of the video-analysis unit in Fig. 5, as well
as their respective power consumptions, are com-
pared in Fig. 6. Comparing the power consumptions
of the video-analysis unit of the disaggregated com-
puter and the conventionally configured computer for
daytime scenes reveals that the power consumption
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of the former decreased from 2626.8 to 990.6 W
(approximately 62% lower). This reduced power con-
sumption is due to the fact that the video-analysis unit
is highly efficient in terms of selecting the optimal
accelerator, including hardware evolution (from
NVIDIA T4 to A100), using accelerators in a wider
range, including decoding and pre-processing, and
transferring data efficiently between accelerators.
Furthermore, comparing the power consumptions in
the daytime and nighttime scenes confirms that the
power consumption decreased from 990.6 W (day-
time scene) to 696.7 W (nighttime scene). In other
words, flexibly reconfiguring the pipeline in accor-
dance with the scene can reduce power consumption
from 2626.8 to 696.7 W (approximately 73% lower)
compared with that of the conventional configura-
tion.

Note that the video-analysis unit is intended for

PoC and is subject to the following restrictions.

* The original circuit on the FPGA is a prototype
implementation, and its power consumption can
be further reduced by improving the implemen-
tation.

» Daytime and nighttime scenes are switched stati-
cally offline. In practical use, it will be necessary
to upgrade the system for dynamic switching.
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Fig. 6. Comparison of power in cases of conventional computer configuration and disaggregated-computer configuration.

3.2 PoC-2: Disaggregated computer controller
that implements the “as a service” model

In PoC-2, we demonstrate that by using a disaggre-
gated computer controller (DCC), data users without
advanced expertise can easily configure data-pro-
cessing pipelines that take advantage of accelerators.
This PoC was exhibited at NTT R&D Forum 2023.

For this PoC, the data-processing pipeline shown in
Fig. 4 is generated or reconfigured in response to
requests from data users. The daytime scenes ana-
lyzed in PoC-1 are used as the video-analysis func-
tion in this PoC. Moreover, the video-monitoring unit
forwards the video images appropriately for the
observer. In this PoC, it is assumed there are multiple
tenants. The value-added service gateway [5] aggre-
gates and distributes the video images captured with
the cameras, and a secure connection between the
cameras and video-analysis and -monitoring units is
provided for each tenant. In other words, generic
routing encapsulation (GRE) tunnels are created and
used to connect the cameras so that images can be
separated for each tenant. The video data are then
appropriately duplicated and distributed to the fol-
lowing processing units, namely, video analysis and
video monitoring, in response to requests from the
data users of each tenant. For this distribution, the
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GRE tunnels are converted to virtual local area net-
works.

The DCC plays an important role in this PoC.
When the DCC receives a request from a data user to
generate a data-processing pipeline or change the
configuration of an existing pipeline, it automatically
builds a data-processing pipeline for the video-analy-
sis and video-monitoring units and changes the rele-
vant setting, including that of the value-added service
gateway unit. At that time, the data user can describe
a blueprint of the requested data-processing pipeline
in a YAML file that abstracts the details of the accel-
erator. The DCC is also responsible for software-
level resource management (as shown in Fig. 3(2)).
That is, it is assumed that many accelerators are
already connected to the bare-metal server. Accord-
ing to the data-user request, the necessary accelera-
tors are then allocated to the data-processing pipeline.
The DCC is implemented by extending Kubernetes,
namely, the de facto container orchestrator. Kuber-
netes custom resources are then used to manage the
accelerators on the worker nodes (i.e., the bare-metal
server mentioned above) and the connections
between them.

Conventionally, the actual construction and opera-
tion of a data-processing pipeline using accelerators
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requires a high level of expertise and a great deal of
time. The DCC appropriately hides this work and
allows it to be provided as a service. This service
allows data users to enjoy the benefits of accelerator-
based data-processing pipelines while remaining
focused solely on the functional aspects of data
analysis.

4. Conclusion and future directions

We validated the concept of the DCI through a PoC
using disaggregated computing. This PoC used video
analysis via a CPS to demonstrate the effectiveness of
data-processing pipelines using accelerators and the
usefulness of the DCI as a service. In the future, we
will promote practical application of the DCI by
expanding its various operational functions while
promoting its cooperation with the APN, which is
another feature of the DCI. We will also expand the
DCI to other use cases that use video and use cases
other than video processing.
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These results utilize technology under study in a joint
research and development project with Fujitsu Lim-
ited [6].
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